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BBeaeHue (OT aBTOpA)

ABTOp ABNSAACA HENOCPEACTBEHHbIM YYACTHUKOM pa3paboTok, Ha NpoTsKeHun cBbiwe 40 feT, B
npoekTax M3 06/1acT CUCTEMOTEXHUKM M MPOrpaMMHOro o6ecrneyeHust ... pasHoro MacwTtaba u pasHoli
LeneBoii opueHTauun. MpakTuueckn Bce M3 KOTOPbIX, B 6OMbLUeil WM MeHblueil mepe, 6bin cBA3aHbl C
ceTeBbIMW 06MeHaMW. TekyLmMii TEKCT SIBMSieTcA 06G0OLLUEHMEM NPaKTUYeCcKoro onbiTa aeTopa. Ho, kak u
BCAKWIA MpakTU4Yeckuii onbIT, 06n1afaeT HEeKOTopol (hparMeHTapHOCTbIO — C akUEHTOM Ha Te acnekTsbl,
KOTOpble Nonagasiv B Nosne AesiTeNbHOCTY aBTopa.

MepBOHa4asibHbI TEKCT OblN NOATOTOB/IEH MO NPUIIALLEHUIO, HA 3aKas, Kak KOHCMEKT y4ebHoro kypca
AN NporpaMMUCTOB-pa3paboTUMKOB KPYMHOW MeXayHapoaHoi codptBepHoin cmpmbl Global Logic. B
KaKOBOM KayecTBe 3TOT YYeOHbI Kypc M Obl NpounTaH oguH pas, B (hopme TpeHUHroB oo6beémom 30-40
akagemumyeckmx vyacos, B 2012-2013 rogax.

Mocne u4ero, CywecTBEHHO [AOMNOJHSAEMbIi OH WCNO/b30BasIC aBTOPOM KakK «MamsiTka Ans cebs
NO6MMOro», NycTb U AOCTATOYHO PparMeHTapHas, ... KOHCMNEKT, CNPaBOYHUK: OTAe/IbHble BONPOCHI CETEBOrO
nporpaMMnpoBaHus, KOTopble, Kak MHe Ka3anocCb, HYXHO BblAenuTb. KpoMe Toro, no3sonsowas u apyrum
Kossieram no npodpeccun Ha HavasibHOM atane paboTbl € Linux Kak MOXHO ObICTpee «BbexaTb» B MPAMYIO
NpOrpaMMnUCTCKYI0 AesATeNbHOCTb 3aTparnsBaroLLylo ceTeByto 06nacTb. B TakoMm Buae OH (CO6CTBEHHO, 6e3
BEel0Ma aBTOpa) 1 pasoLLEsica AOCTaTOYHO WMPOKOo No NHTepHeT, npumMepHo B 2014-2016 rogax.

HacTosilwas peBususi (NpaBu/ibHEe ckasaTb: pagvikasibHasi nepefesika BCEro TekcTa A0T/a, OCTaBuB
TO/LKO €ro CKesieT) MOTMBMPOBaHA CefyoLLMMY COOBPaXEHNUSMM:

* Mpegpiaywme 30 NeT KOMMNbLITEPHbIE CETU Pa3BUBA/IUCH, 1 3TO HE TOJMbKO B LiNux, HO 1 BO BCEX
Apyrux cpepax, 6a3svpysacb MWCKNIOUUTENBHO (HEABHO) Ha npoTokone IPv4. B HECKONbKO
nocnegHux net (¢ 2012 roga, 06 aTom ByaeT HWXe) MPou3oLIo oumumanbHoe BBeAeHVE B
akcnayataumio B WHTepHeT IPv6. M 3TOo pagvkasibHO MNOMEHsM0, NO KpaiHein mepe B
CMHTaKcuce, NpuBbIYHOE NCMOMNb30BaHNE MHOTOUYMUC/IEHHOTO CETEBOIO MHCTPYMEHTapUS.

* PacwwupeHve cdepbl ncnonb3oBaHusa IPV6 naét, BONpeku oxunaaHusm, ropasgo MeasieHHee
nporHosvpyemomy. Ho ato — 6yayuiee VIHTEPHET W, KaK CNeacTBMe, CETEBbIX TEXHOOrni
Boob6Lle. N B aToM 6yaywiem IPv6 NOHOCTBH BbITECHUT NPUBbLIYHGIA IPv4. MO3TOMY MMEHHO C
TakUM yrnopoM A0/KeH ObITb NEPECMOTPEH TEKCT.

* B nepBoHa4yanbHOM BapuaHTe KOHCMEKT MaHUpOBasCA Ha ayauTopuio NMporpaMMUCTOB, Kak
yuyebHblii KypC MMEHHO 3TOr0 NPOJIECCUOHASIBHOTO KOHTUHreHTa. K HacTosilemMy BpeMeHM
CO34a/I0Cb  MHOMO  pa3HOO6pa3HbiX CPEACTB  WCMOSIb30BaHUSI  CETEBbIX  BO3MOXHOCTE
NoTPeBUTENBCKOTO YPOBHS, HEe TPEOYHLWMX HamnvucaHus NporpaMMHOro koga. Bnniote go
chopMMpoOBaHUS MOZHOW napagurMbl U chneuyanmsaumm DevOps — paspaboTka KpynHbIX
MHDPACTPYKTYPHLIX MPOEKTOB 4Yepe3 afMUHUCTPUPOBaHME («BMECTO AOPOrMX W KanpusHbIX
NporpaMMUCTOB MCMOMb30BaTh 605ee AelWEBbIX aAMUHUCTPATOPOB»). JTO noTpe6oBasio
CU/IbHO paclIMpuTb 0XBaT B 06/1aCTb M0/1b30BATE/NBCKOTO YPOBHSI.

*  W3noxeHne cTpouTCs, NO BO3MOXHOCTM, TaK, YTO Te rnaBbl, fAe 06cyxgatoTcs o6pasubl
nporpaMMHOro Kogaa, Moryt 6e3 0coboro yulepba ans obuein KapTuHbl ONyLLEHbI BCEMU TEMU,
KOrO He MHTEpPEeCyT BONPOChI CETEBOW peasiM3aLmmn B MPOrpaMMHOM KOAE.

* MMossnawTcs, U ewé 6onee ByayT NOABAATLCA, CUCTEMbI Nepefayn faHHbIX, UCMOoSb3ytoLye
TPaHCMOPTHbIE MEXaHU3Mbl TpaguUMOHHOrO WIHTepHeT, HO paboTawowme Hag (CBepx) ero
6a30BbIMN MeXaHu3Mamy (3T0 HaYMHaUTOCh OT MpPOKCU-cepsBepoB 1 VPN, 1 ganee K A4encTbim
mesh-cetam 1 anbTepHaTuBHbIM DNS). 3TO He/b3s 0CTaBUTL B CTOPOHE OT PaccMOTpeHus,
yeMy 1 OTBefieHa NocC/efHASA YacTb KHUTW.

Matepuanbl AaHHO KHMIKM (CaM TEeKCT, COMyTCTByKUWME emy npumepbl, dainbl cogepxawpue 3Tu
npumepbl), Kak W nNpegmMeTr €& pacCMOTpeHns — 3adyMblBa/iCb U SBAAKOTCA  CBO6GOAHO
pacnpocTpaHsieMbiMi. Ha  HUX  aBTOPOM  Hak/lagblBalwTCs  YC/IOBMS  CBOOOAHON  JIMUEH3MM
(http://legalfoto.ru/licenzii/) Creative Commons Attribution ShareAlike : pgonyckaetrca konupoBaHue,
KOMMEPYECKOE WCMOMb30BaHNE MNPOW3BEAEHNS, CO3[4aHMEe €ro MpPOM3BOAHBLIX MNPU YETKOM yKasaHuu
NUCTOYHMKA, HO MNpWM TOM €AMHCTBEHHOM OFPaHWYEHUKW, 4YTO MPU MCNO/b30BaHWM WM NepepaboTke
paspellaeTcs NPUMEHSITb pe3ysibTaT TOIbKO Ha YC/IOBUAX aHA/IOTMYHOW JIULEH3UM.

BO/MbLUMHCTBO MOSACHSOLWNX FpaddyecKmx WATKCTPaUMiA, PUCYHKOB B TEKCTE 3aMMCTBOBAHO U3 KHUT Y.
P. CtuBeHca (nogpo6HBs 6ubnmnorpadmns ykasbiBaeTcs NOC/IE KaxX4oli YacTth).


http://legalfoto.ru/licenzii/

Umo ecmb U Ye20 Hem B KHuU2e?

KoHeuHo, gaTtb ncyepnbIBaloLLy0 KapTHy CEeTeBOro Mupa B Linux Ha Takom orpaHuyYeHHOM 06béme (aa
“ Ha NboM 0603puMOM) HEBO3MOXHO! Ho 3agava cTaBunach He Tak: faTb OCHOBY MOHATUI apXUTEKTYpbI
CeTu 1 HaMeTuTb O6LLYI0 Cxemy 3a4ad, pellaembiX B CETEBOM NPOrpaMMMpOBaHnA, afAMUHUCTPUPOBAHNN 1
1CNonb30BaHWMN. B nTore, B TEKCTE OTUET/IMBO CMIOXUINCH HECKOIBKO COBEPLUEHHO Pas3/IMYHbIX YacTu:

1. ApxuTekTtypa v TEpMUHONOINA CETU.
2. TpoTOKONbI U NPOrpaMMHbIe UHCTPYMEHTbI paboTbl C Pa3NNUYHbIMK NPOTOKO/IaMU CETU.

3. CokeTHoe nporpaMmmupoBaHue. NporpammumpoBaHme MNpUIOKEHWUIA NONb30BaTENIbCKOr0 aApecHoOro
npocTpaHCTBa.

4. CeteBble apaliBepbl U NPOTOKOMbI. [porpammupoBaHme mogynein sgpa Linux — gpaliBepoB
CeTeBbIX afanTepoB 1 MPOTOKOSIOB.

5. HoBble, aKCnepuMeHTasIbHbIe U 3KCTPaBaraHTHbIE NPOEKTbl Haf MIHTepHET. TeHAEHUMM U OTAENbHbIE
npumepbl.

Kaxgas u3 atux obnactein TpebyeT ANsi CBOEro AeTa/IbHOrO ONUCaHWS OTAE/bHOW KHUIM Mof, ThICAYy
CTpaHul,. Takue KHWUTU eCTb, U 3ameyaTesibHble KHUMM, HEKOTOPbIE M3 HUX MPUBEAEHbI B PEKOMEHAYeMOl
6rbnrorpadn B KOHLIE Kaxaol 4acTu, U UMEHHO K HUM c/ieflyeT NepexoauTb ANsi AeTa/IbHOro U3y4YeHus
KaXX0ro U3 aTux NpeameTos.

3apgaueli e gaHHOro TekcTa CTaBW/IOCh AaTb LE/bHYH KapTUHY B3aMMOAECTBUS Pa3NUHbIX CETEBbIX
cocTaBnsoWmx B Linux, Ha3BaTb K/lOUEBble MOMEHTbI, yKa3aTb WCTOYHWKW, LeneykasaHue (CTaHgapTbl,
RFC, 3aronioBouHble halinbl, CCbISIKU B CETW), e UCKaTb YTOYHSIOLLYH UHOpMaLMo N0 TakuMm KKYEBbIM
MOMeHTaM. ECTb MHOXECTBO 06CTOATENbHELLNX ONUCAHWUI NO apxXUTEKType 1 npoTtokonam cetn TCP/IP, no
TOMY Kak CETb YCTPO€Ha, 1 M0 3T!M BOMpOocaM HY>XHO UMEHHO K HUM K obpawartbcsi. MeHsi 3To 34ecb He
MHTEpECYET, MEHs1 MHTEPECYET TO Kak 3TO MCNOMb30BaTb A/15 NPaKTUKOB. M03TOMY nepBelillee BHUMaHe
yaensietcs Tem ytunutam Linux, KOTopble NCNONb3YTCS ANsl paboTbl C CETbI0, KOHKPETHOMY CUHTaKCUCY UX
KOMaHA. V1 noatomy 6yaeT Takoe u3obunne NnpuMepoB BbIMOMHEHUS 3TUX KOMaHU.

CoetrawieHUsi U 8bl0eJ/IeHUsl, rNpuHsimbieé 8 mekcme

ONsi ICHOCTU YTEeHMs] TeKcTa, OH pasMeyeH LWpudTamMm No (PYHKUMOHA/ILHOMY HasHaueHuto. [na
BblAeNeHust pparMeHTOB TEKCTA MO Ha3HAYEHWIO UCMOMb3YETCS pasMeTka:

— OTaenbHbie KYEBbIE MOHATMSA U TEPMUHBI B TEKCTE, Ha KOTOPbIE HY)XHO 06paTuTb 0COG0Ee BHMMaHue,
OyayT BblAENEHbI XXMPHbIM LWPUGTOM.

— TeKCTbl NPOrpamMmmHbIX NINCTUHIOB, BbIBOA B OTBET Ha KOHCO/IbHblE KOMaHAbl MOSb30BaTeNsi pasMeyeH
MOHOWMWPUHHLIM WPUTOM.

—  Takum e MOHOWUPUHHLIM WPUTOM (NPAMO B TeKCTe) ByayT BbIAENATLCA: MMEHa KOMaH4, NporpamMm,
oaiinos. ... T.e. BCEX TEPMUHOB, KOTOpbIE AO/MKHbI OCTaBaTbCA HEM3MEHSAEMbIMU, Hanpumep: /proc, mkdir,
./myprog, ...

— [MporpaMMHbIM IMCTUHFAM MPeAWEeCcTBYET UMA dhaiina (OTAENLHON CTPOKOiA), rae HaxoAMTCS 3TOT Kog B
apxuBax NPMMepoB, 3T0 UMS halina BbIAENSETCA XUPHLIM KYPCUBOM C MOAYEPKUBAHUNEM.

- BBopg, nonb3oBaresid B KOHCOJ/IbHbIX KOMaHgax (CaMI/I KOMaHAbl, W11 OTBETbI NOJIb30BaTeENA B ,u,manore),
KpoOMe TOro, BblAesieHbl XUPHbBIM  MOHOWWUPWUHHBIM LIJpI/IdJTOM, yTob6bl OTNINYATbL OT OTBETHOIO BblBOAa
CUCTEMDI, KOTOprI7I Ha6paH NPOCTO MOHOWMPWUHHbBIM LLIpI/ICbTOM.

— TeKcT, UATUPYEMbIi M3 [APYroro yKasaHHOrO WUCTOYHMKA, BblAensietcsl (418 orpaHuyeHnsl) KypcusHbIM
HarnucaHuem.

Koo npumepos u 3ameyeHHble orneyamku

Bce npoTOKO/Ibl BbINO/THEHUSI KOMaHA, ¥ NPOrPaMMHbIE JIMCTUHIW, NPUMBOAMMbIE B KA4YECTBE NPYMEPOB,
6bI/IM oNPo6oBaHbl U UCTbITaHbl. Bce Npumepbl, 06CyxaaeMble B TEKCTE, NpeanonaraoT BOCNPON3BeLEHNE U
NOBTOPSEMOCTb pe3ynsTaToB. [pumepbl NPOrpamMMHOro KoAa CrpynnupoBaHbl M0 TeMam B apXMBbl, NO3TOMY
Bcerga Oyaer ykasblBaTbCA MMsi apxmBa (Hanpumep, xxx) U ums daiina (Hanpumep, yyy.c); HEKOTopble
apxvBbl MOFyT cofepXaTb nogkaTasiory, Torga ykasbiBaeTcsa W nogkatanor Afsi TeKyllero npumMepa.
BONbLIMHCTBO apxmMBOB (BUAA XxXX) COAEPXAT OAHOMMEHHbIE haiifibl BUAA xxx.hist — B HUX COAEPXKMTCS
CKOMMpPOBaHHbIE C TepMMHaNa pes3ynbTaTbl BbINOAHEHUS npuMepa (NPOTOKON paboTbl, XypHaul),
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nokKkasbiBaOWle KakK 3TOT npumMep AO/MHKEH BbIMOJ/IHATLCA, B 6onee CNoXHbIX cnyydyadx 30eCb Xe MOoryTt
cogepxartbCA KOMaHAbl, NOKasbiBakoLimne nopAagok KoMmnmniAaumm mn C60pKI/I npumMmepoB apxmea.

KoHeuHo, 1 npu camoii TLWaTenbHON BbIBEPKE W BbIYMTKE, HE UCK/IOYEHBbI HEAOCMOTPbLI U OnevaTku B
TakoM OOBLEMHOM TeKCTe, MOryT MPOCKOYMTb Masio BHATHbIE CTUIMCTMYECKMEe 060poThbl M nogobHoe. O
3aMeYeHHbIX Takmx AediekTax s NpoLly coobLarb No 3/1eKTPOHHOW nouTe o.tsiliuric@yandex.ru, 1 A 6611 Obl
npu3HaTeneH 3a /bble yKasaHHble HefOoCTaTKU PYKOMWCKU, 3aMeYeHHble OWWGKW, WU BbiCKa3aHHble
noxesnaHus No eé gopaboTke.

McmoyHuku ucnosnb3osaHHOU uHghopmayuu

A Bo3gepxasica OT co3faHus 6o/iee NPVBBIYHOTO U akageMUYECcKoro pasgesna B KOHUe TekcTa nopg
Ha3BaHneM «bnbnnorpadusi», NCXoast U3 HECKOSIbKMX COOBPaXEHWIA:

M3 3a TemaTuyeckoli pasHOPOAHOCTM 4vacTeil TekcTa obuias 6ubnvorpadus TobKO BHOCMAa Obl
nyTaHuuy. Mo3ToMy TemaTuyeckme ykasaresim UCTOYHUKOB OTHOCSILWERCA MHGopMaL NOMELLEHBI
pasfenbHo, B KOHLE KaXKA0M YaCcTU KHUTN.

Momummo ny6nukaumii (KHur, cTatein) 3aecb ykasbiBaloTCA 3/1EKTPOHHbIE My6nukaummn B IHTEpHET, no
KOTOPbIM, 06bIYHO, AOCTYMHO rOPa3fo MeHbLUe UHopMaLMKM (4acTo aBTop, WU AaTa HanucaHus,
WK gata ny6svkaumy ... OKasblBaKTCA HEM3BECTHbIMM).

YKa3aHHble HUXEe MO3MLMM HUKAK He YNopsiloueHbl, Kak 3TO MPUHATO B HacTosAWen bubnnorpadunn.
3TO CBA3AHO He CTOJIbKO C TEM, YTO MHE NPOCTO /IeHb 3TO AenaTb, HO eLé 1 C TeM, YTO A MPOCTO He
NpeacTaBNsAl Kak ynopsiiounMTb CMeChb TPaAMLMOHHBIX GYMaXKHbIX WCTOYHMKOB C 3/1IEKTPOHHBLIMU
ny6vKaumsamMm, Korga Bcé 310 NpeacTaBeHo eAnHbIM CNIMCKOM.

anBO,EI,FITCFI NCTOYHUKN HE N3 COO6pa)KeHVIF| nx prH,D,aMEHTaJ'IbHOCTVI, npmeBoaATCA T€ UCTOYHUKU
KOTOpbIE OKa3aJ/IMCb MOJIE3HbIMU TPU pa60Te Had PYKOMUCbKO W, TNnaBHOE, TE€ KOTOpPbIE MO3BOJIAKT
YTOYHUTb B AETa/IAX TO, UTO CKa3aHO B TEKCTE.

M3paHHbIe «B 6ymare» KHUTW yKa3aHbl C X NOJIHbIMWN BbIXOAHbIMWU OaHHbLIMW. al'leKTDOHHbIe ny6n|/||<a|_|,|/||/| B
|/|HTepHeT AalkTCcA CO CCblIKaMn AoCTyna K HAM.


mailto:o.tsiliuric@yandex.ru

1. CeTeBOW CTeK, apxXuTeKTypa

CeteBoil cTek Linux npegHasHavyeH Ans O6CAYXMBaHWA CaMOro PasIMYHOrO KOMMYHUKaLWUOHHOIO
ob6opyaoBaHus (chmanuecknii n kaHasbHbI ypoBeHb: Ethernet, TokenRing, WiFi, nocnegosatenbHble AMHUK
nepefayun RS-232 n nogo6bHele, USB ...) 1 peanu3aunn Haj, HAM cambiX pas/iMyHbIX NPOTOKOI0B CETEBOrO
ypoBHA (Hanpumep, IPX/SPX ot Novell). Ho Tak cnoxwunocb CO BpPeEMEHEM, 4YTO B MNOAABMAKLIEM
60/MbLUMHCTBE C/lyyaeB B KayecTBe CETEBOrO0 YPOBHA NOTpebutens wHTepecyeT npotokon [P, a wu3
domsmyeckoro obopynoBaHusi Hanbonee yactoim cnydaem 6yaet Ethernet (Hy, n uHorga WiFi). Janee mbl
6yfem paccMmaTpuBatb peasi3aumio UMEHHO TakMxX TEXHOJIOMMIA, HO He CTOUT ynyckaTb U3 BUAY, YTO TOYHO
TakMMK Xe MeTofamu ceTeBOW CTek Linux obecneumBaeT M NOAAEPXKKY BCEX APYrUX MCMOMNb3yeMbIX Ha
NpakTUKe nNpPOoTOKONOB (Hanpumep, CeTeBO Tpadk MOXHO HanpaBWUTb Yepe3 MNoc/efoBaTesbHbIi
nHTepdgeinc RS-232 nnu USB).

Mpotokon IP saBnseTca maplpyTusupyembiM. B nNpoTuBOBEC 3TOMY, MPOTOKO/IbI, UCMOMNb3yeMble B
nokanbHoin cetn (LAN), Hanpumep Ethernet, sBnaioTcA HemMaplwpyTUsMpyeMbiMM — 3T0 O3Ha4aeT, 4YTo
nakeTbl Takoro MpoTOKO/1a He MOryT pacrnpoCTPaHATLCA 3a Npefenbl OAHOro CerMeHTa CeTu, K KOTOPOMY
HanpsMyl0 MOAK/IHYEHbl CeTeBble WHTepdelicbl. Takke HemapLlupyTU3VpyeMblM, HanpuMmep, AB/sSACA
nepBoHavasibHbIi ceTeBoin npotokon Windows NetBEUI (NetBIOS Frame Protocol) paspa6otku IBM,
noadepxka kotoporo no3ke (¢ Windows 2003) 6blna npekpawieHa WMEHHO Mo  NpuyvHe
HemapLupyTM3upyemocTun 1 3ameHeHa Ha NetBIOS over TCP/IP (NBT).

Takum o6pasom, s  TOro, 4TO06bl cgenatb npotokon LAN  (mpotokon MAC  ypoBHS)
MapLUpyTU3MpyeMbiM B rnobanbHon cetn (WAN), ero HyHO «nocaguTb CBEpXy» Ha MPOTOKO/T CETEBOro
YPOBHS KaK Hae3gHMKa Ha KOHs. dYHKLMM TaKoro CETEBOro NPOTOKOA 1 BbINOAHAET IP. A NOCKOMbKY B TaKoii
cxeme 2 3TW MPOTOKOMa UMEKT COBEPLUEHHO pas3nnuHbiii popmar agpeca (MAC agpec u IP agpec,
COOTBETCTBEHHO), TO BO3HWKaeT Heob6XoAMMOCTb B MPOTOKO/MIaX B3aMMHOMO paspelleHus Takux afpecos:
ARP (Address Resolution Protocol) — paspewenve IP B MAC, 1 RARP (Reverse Address Resolution
Protocol) — paspewexne MAC B IP.

FTP npoToxon FTR
npotoson TCR
TGP
MaplWpyTHIATOR
i _ nporoson
IP FiR
apaitsep | NPOTOKON| apadisep apanesp Ii_f_'E'Et'_'E!'EE"
Ethemet Ethernet | Ethemet foken ring token Aing

RFC

Tak cnoxunocb uctopuyeckn (¢ 1969 roga W MNOHbIHE), 4YTO BCe acnekTtbl paboTbl CeTu
pernameHTUpyOTCS M OMNMCLIBAKOTCA He CcTaHgapTamMmn oduumManbHbIX MeXAYHapoAHbIX KOMUTETOB U
KomuccuiA (Kak B ApYyrmx TEXHUYECKUX oTpacnsx), a Habopom nocrefoBaTelbHO MPOHYMEPOBAHHbIX
o6ueaocTynHbix onucaHuini RFC (Request For Comments — 3asiBKa Ha OT3bIBbl, TEMa 7151 06CYXXAEHNST).

B HacTosilee Bpems nepBuyHO nybnukaumein pokymeHtoB RFC 3aHumaetca IETF (Internet
Engineering Task Force — WHxeHepHblli coBeT WHTepHeTa) nof armaoli OTKpbITOl opraHusaumm 1ISOC
(Internet Society — O6uwwecTBo NHTepHeTa). MNpaBamu Ha RFC o6nagaet nmeHHo O6wecTBo VIHTepHeTa.

MepBble RFC oTHOCcATCA K 1969 roay, Ha cerofHs (Havasno 2023 roga) nocnegosarenbHble Homepa RFC
BNIOTHYO npubnusmamcb k 10 000. HekoTtopble RFC (yTouHsiOWME M wchnpaBaswwme npegbligyuime)
COCTaB/AOT HECKO/IbKO CTpaHuy,. [pyrne, 0CO6eHHO OnucbiBaloLie AeTasin CeTeBbIX MPOTOKO/IOB MMET
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06BbEM B HECKOMBbKO COTEH CTPaHML, KaXabliA.

Kaxablii gokymeHT RFC nmeeT 0603HaueHne ero kateropym, BOT TOSIbKO HeKoTopble 13 Hux: Proposed
Standard (npepnoxeHus pnsa craHgapra), Internet Standard (ctaHgapTt, Bbicwwmii cTatyc), Experimental
(akcnepumeHTasibHble npensioxeHus), Informational (uucto onucatenbHble Martepuansl) ... Historic
(ycTapesLuve OOKYMEHTbI, B KOTOPbI CTATYC NepexoaaT npoyne, Korga uv B 3aMeHy BbIXOAAT HoBble RFC).
CyuiecTByeT Tpaanums Bbinycka nepsoanpenbckux BbinyckoB RFC, Hanpumep, RFC 1149 paccka3sbiBaeT 0
nepegadve naketos |IP ¢ MOMOLLbIO MOYTOBbLIX FO/1y6€ei.

JokymeHTbl RFC npefocTaBnsioTcs A1 CBOO60AHOIO CKauMBaHUs U 13ydeHns. Cebifiki Ha 6a3bl AaHHbIX
ans goctyna kK RFC npvBefeHbl B KOHLIE 3TOI YacTu, B MHhopMaLoHHbIXMaTepuanax.

lNMpuHyunbl cemesBo20 cmeka

«Teopusi, Mol Opye, cyxd, HO 3e/leHeem XXU3HU OpPEeBO»
«Paycm» MoeaHHa BosibhaaHaa ¢hoH éme
8 nepesode bopuca NacmepHaka

K Havany 80-x rofoB MexayHapoAHOW opraHu3auuein no craHgaptusaumm (ISO — International
Organization for Standardization) 6blna pa3paboTaHa Mogenb B3aMMOAENCTBUSA OTKPbITbIX cucTem (OSI —
Open System Interconnection). Cpeactsa B3aumogeiicteuss B Mmogenn OS| fgenaTca Ha CeMb YPOBHEN,
KaoKAbI 13 KOTOPbIX NPM3BaH peLuatb CBOM Kpyr 3ajau:

DU3NYECKUt;
KaHa/bHbI;
CeTeBoif;
TpaHCNOPTHbIA;
CeaHcoBblI;
MpeAcTaBUTENbHBIN;
MpuknagHoi.

Nooh,rwhNhpE

Ualle Bcero MMEHHO 3Ty MOAeNb MPUB/EKAOT K PACCMOTPEHUIO N €& u3yyaloT CTYAEHTbl. HO HyXHO
OTYET/IMBO MpeAcTaBsATb, UTO peanbHblii TCP/IP cTek Linux 3aMeTHO oT/iMyaetcs oT mogenm OSI, kak no
rpaHnuamM pasbreHns ypoBHEN, Tak U NO (PyHKUMOHa/IbHOW Harpyske Kakgoro u3 cnoép. B ceteBom cTeke
Linux (OCHOBHOI1 HanpaBfEHHOCTbLIO KOTOPOro, BCE-TakW, MpU €ro LWMPOoTe OXBaTa SB/AETCA NPOTOKON
TCP/IP) BbigenstoT 4 yposHs (L, level):

1. KaHanbHbli: mMogynb sgpa — ApaviBep ycTpolicTBa u ceTeBoii uHTepdpeiic, ARP, RARP —
HasblBaeMbIii kak L1;

2. CerteBoli: IP, ICMP, IGMP — Ha3blBaeMblli Kak L2;

3. TpaHcnopTHbii: UDP, TCP, n 6onee nosgHne SCTP n DCCP — HasbiBaeMblli kak L3;

4. MpuknagHoin: HTTP, Telnet, FTP, e-mail n Bce gpyrne cepBucbl — 3Ta OrpoMHas (N0 06LEMY ”
yuncny cnyx6) YacTb peasim3yeTcs yxe He B 4pe, a B aApecHOM NPOCTPaHCTBe No/b30BaTess;
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N b30Ea-

| TenbCEMA NP HOMA

npoyecc

TREHCIORTHEIA

annapaTHiIi

WHTEp cheiic KEHEN bHbIf

cpena nepeaadn
HwxHuWin, dmsnyeckuini ypoBeHb OSI, He paccmaTpuBaeTcsd B CTeke NPOTOKOMI0B Linux MOCKOsbKy
cUMTaeTcs, YTO OH peasiM3yeTcs annapaTHO. YPOBHM KaHaslbHbIA, CETEBOI 1 TPAHCMOPTHLIA peasin3yoTcs B
Koge agpa v mogynei sgpa (gpaisepa), B NpUBUIETMPOBaAHHOM pexume paboTbl npoueccopa (Konbuo
3awmTbl 0 nmpoueccopa x86). MHCTpyMeHTbl MPUKIaAHOTO YPOBHA peasiv3yloTcs B Kofe MpocTpaHCTBa
nonb3oBarens, B N0/1b30BATENLCKOM pexume paboTbl npoueccopa (KonbLo 3almTsl 3 npoueccopa x86).

MpumeuaHue: CeTeBas nepegada NpoM3BOAUTCS B MPUHLMNUASIBHO NOC/IeA0BaTeNbHbIX cpegax (but 3a
6uUTOM) pacnpocTpaHeHusi: nposogHble Ethernet mam TokenRing, pagmoyacTOTHbIe WM MHpakpacHble
cpegpl B 6ecnpoBogHON nepegade. VIMEHHO MO3TOMY, Ha (PM3NYECKOM M KaHas/IbHOM YPOBHE MPOTOKO/I0B
YMECTHO M MpaBW/IbLHO paccmarpuBarb oopmarbl U MHOpMaunio B 6GUTOBOM MpeacTaBneHnmn, KOTOpPoe,
BOO6LLE TO TrOBOPS, FPOMO3AKO M HENPUBLIYHO C MNPOrPaMMUCTCKOM TOYKM 3PEHUs U MNPOTOKOSI0B
Bbllenexawmx ypoBHel. M03TOMy Aaxe OTHOCUTESNIbHO Takoi (hopmarHoi uHdopmauun ¢ur3nyeckoro
npeacTaBfieHnss Mbl 3a4acTyto O6yAeM YCNOBHO MepecuntbiBaTb OUTOBblE 3Ha4YeHUs B OaiToBble, XOTHA
HMKaKOro pasrpaHnyeHns Ha 6aiiTbl B NOC/1eA0BaTeIbHO NOTOKE NepeaaBaeMblX 6UT HE NPOUCXOANT.

MHKancynauusa gaHHbIX

MakeTbl ceTeBbIX ypoBHei TCP/IP BkiafbiBatoTCs ApPYr B Apyra, Npu 3TOM 3aro/IoBKM NMaKeToB KaXkoro
YPOBHSI HECYT UCYEPIbIBAIOLLYIO MHIDOPMALIMIO CBOET0 YPOBHS. Takyt CTPYyKTypa (oM3nyecku nepefaBaembix
NakeToB HAa3bIBAOT MHKANCYNALMSA (BMIOXEHME).

Takas e NHKancynsumsa Ha ypoBHe CTPYKTYP AaHHbIX, 1orMyeckoM — ByeT HabnwoaaTbCca B CTPYKType
COKETHbIX OydhepoB B sgpe Linux (M B mogynsax sgpa, gpalriBepax), yuto OyaeT AeTa/ibHO pacCMOTPEHO
nosxe.
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CeTeBOW NOpAOOK GanT

[ns 16-6MTOBOr0 ABOMYHOINO 4YMC/Aa BO3MOXHbI 2 cnocoba xpaHeHusi ero 2-x 6ait B namsatu. Ecim
nepBbiM (MeHbLUWI agpec) MAET MMaAWNA GaiT, TO TakoW NOpsiAOK Ha3biBaeTCsA NPSIMbIM NOPSAKOM GanT
(litle-endian), a ecnu nepBbiM WMAET cTapwuii GailT — o6bpartHbiM nopsgkom 6alit (big-endian). He
CyllecTByeT eAuHOro cTaHfapta, M Ha pasHbIX MPOLECCOPHbIX apxXUTepKTypax WCNO/b3YTCA pasHble
nopsgku 6ant. MNMpu ceTeBOM B3aMMOLENCTBMM pasHbIX apXUTEKTyp 3TO BbI3OBET npobnembl. B camux
CeTeBbIX MPOTOKO/1Ax UCMO/b3YeTCS CETEBON NOpsAoK 6GaiT. Mo3aToMy Halla 3ajadya — Bcerga BbINoHUTb
npeobpasoBaHne 13 nNopsiaka 6aiiT y3na B ceTeBoii  HaobopoT. CTaHgapT POSIX 1.g onpegensieT Ans a1oro
doyHKUUK:

#include <arpa/inet.h>

uint32_t htonl(uint32_t hostlong);
uint16_t htons(uint16_t hostshort);
uint32_t ntohl(uint32_t netlong);
uint16_t ntohs(uint16_t netshort);

MepBble 2 hyHKLMN BO3BpaLLAOT 3HAYEHNWs, 3anMcaHHble B CETEBOM Nopsiake 6aiiT, 2 nocnegHue — B
nopsiake 6anT y3soB..

Kak Mbl yBUaum 13 Koga, nodble gaHHble (KOHCTaHTbl) pa3sMepHOCTbIO 60/blue GaiTa, nepeaaBaemble
B CETb, Nepes nepefayeli AO/MKHbI Npeobpa3oBbIBATLCA B CETEBON NOPAAOK 6aiT. Ha npnémHoi cTopoHe,
COOTBETCTBEHHO, [O/DKHbI BOCCTaHaBMMBATLCA B MOPSAAOK 6aiT MpuHMMAaloWero xocrta. 3TO OCO6EHHO
XOpOLIO BMAHO Ha npvMepe 16-6MTOBOr0 3HaYeHUss HOMepa NopTa TPaHCMOPTHOrO YPOBHSA. [OCTaTovyHO
yacto (mouTn Bcerga) Mbl He OyAeM BuAaeTb MOAOGHLIX NpeobpasoBaHWii Haj MNOSIb30BaTe/IbCKUMU
JaHHbIMK, MepefaBaeMbiMM MO ceTu. HO 3TO TOMbKO MOTOMY, WM TO/AbKO A0 Tex Mop, fnoka 3Tu
nosib30BaTe/ibCkMe AaHHble MPeACTaBAsaTCS TEKCTOBbIM hopMaToM, noTokom 6auTt ASCIlI nnn UNICODE
KOAMPOBaHWEM B €ro MHoro6aiTHbeiM npegctasnieHnem UTF-8. Ho npu obmeHe B UTF-16 nnn UTF-32
npeactasneHun ana UNICODE (Tvn gaHHbIX wchar_t) — y Hac y)e BO3HUKHYT Te Xe BOMNpOChbl CETEBOro
nopsigka 6ait. (Ho ato, UTF-16 nnn UTF-32 gaHHble, B BbICLIEN CTENEHWM HEe XapaKTepHo And Linux, 3To
yaLle npobnema B Windows, 1 oHa Hac He UHTepecyeT.)

Adpeca MAC

Appeca MAC (Media Access Control) — 3To agpeca HenocpeACcTBEHHO (PU3MYECKOrO, annaparHoro
12



YPOBHS. DTO YHUKa/IbHbI NAEHTUMKATOP, MPUCBAMBAEMbIA KaXX4ON eanHMUEe CETEBOr0 060pyAOBaHMs
(donsnueckomy aganTtepy WUm IOTMHECKOMY CETEBOMY MHTEpPENCY).

BO/bLUIMHCTBO CETEBLIX MPOTOKO/I0B KaHasIbHOrO ypoBHs (L1 B TepMuHoaorum Linux) ncnonb3yroT 04HO
13 3-x npoctpaHcTB MAC-anpecos, ynpasnsembix kKomutetom |IEEE (unu MAC-48, unu EUI-48, unn EUI-6
— nepsble 2 cTaHgapTa 310 48-6uT, nocnegHuin — 64-6ut). Agpeca m3 npoctpaHcTBa MAC-48 Hanbornee
pacnpocTpaHeHbl — OHW MCMOMb3YHTCA B TakMx TeEXHOMOrusix, kak Ethernet, TokenRing, FDDI, WIMAX n
apyrux. VpeHtudmkaropbl EUI-64 cocTtosaT u3 64 6UMT u mncnosnb3ytorcs B FireWire, a takke B IPv6 (B
KayecTBe mnagwmnx 64 6UT NOKa/IbHOro CETEBONO agpeca HasHavyaemoro y3ny).

CeTteBoil MHTepdhelic — 3TO, Kak Mbl BCKOpe YBUAMM [AeTaslbHO, noruyeckoe noHAtue. Ceresomy
MHTepdheiicy MOXEeT COOTBETCTBOBaTb peasibHblii CETeBON ajanTep, a MOXET W He COOTBETCTBOBATb.
PeanbHblli ceTeBoli agantep — 3TO yXxe pusmueckoe noHaTe, U OH umeeT agpec MAC ypoBHS CBOErO
KOMMYHUKaLMOHHOTO cTaHgapTta. [Ans Ethernet (IEEE 802.3) MAC agpec umeeT AnvHy 6 6aiT u
3anunceiBaertcs, Hanpumep, Tak: 00:15:60:c4:ee:02.

WmeHnHo no MAC agpecam obpallatotcs apyr K apyry agantepbl Ethernet B nokanbHoli cetn (LAN). B
eguHoii LAN Bce MAC agpeca [O/MKHbl OblTb YHUKasIbHbI, HapyLleHMe 3TOro YCMoBusS MNpuBegéTt K
HapyLeHuo paboTtbl LAN.

[o onpenenéHHoro BpemMeHn (B Ha4YasibHble, AOBO/ILHO AABHME BPEMEHA) Bbl4BUTasIoCh TpeboBaHue,
ytobbl Bce MAC agpeca BCex CeTeBbiXx aganTepoB, Hanpumep Ethernet, Boobuwe B Mupe 6biu
YHUKa/IbHbIMW, LEHTPa/IM30BaHO pacnpeaenssiucb onpeaenéHHbIM KOMUTETOM, M Obiin 3awmnTtbl B ROM
agantepa. (N yyactkm Bcero guvanasoHa MAC agpecoB Obiin pasfeneHbl U NpunucaHbl K KpynHenwmnm
6peHLaM-Npou3BoANTENSAM annapaTHoro 060pyA0BaHus ... NPUMEpP TOro YTO Ha3bIBalOT «HefobpocoBecTHas
KOHKYpeHUMs».) Ho A0 HacTosWEro BpeMEHW 3TW COrNalleHUss He OOXWUMN, He MPUXUINCHE, U3MEHEHbI, U
npou3BosibHbIi MAC agpec MOXeT 6biTb MporpaMMHbIM MyTEM 3anucaH 4yepes3 annapatHble PerncTpbl
agantepa. (TeM He MeHee, Y MHOMMX YTUAUT YPOBHA L1 Bbl CMOXeTe 3amMeTKy npuBA3aTb fAaHHble
HenocpeACcTBEHHO K NPOU3BOAUTEN0 — HE CTOUT MPUHUMATL 3TO C/IULLKOM BCEPLES!)

B Linux ecTb MHCTPYMEHT Ansi Nt060oi Hyxabl (M NOSABASKOTCA BCE HOBblE, MMEHHO B CBSI3W C TEM 4TO
cucTemMa OTKpbITass U cBobogHas). ManunynupoBaTb ¢ MAC-agpecamu Bbl MOXETe, Hanpumep, Takol
YTUINTOW, KOTOPasi ECTb B CTAHAAPTHbLIX PENO3UTOPUSAX ANCTPMOYTUBOB Linux (yTunuTa ctaHgapta GNU):

$ apt show macchanger

Package: macchanger
Version: 1.7.0-5.4

Description: YTunuta gnsa paboTel ¢ MAC-agpecamMu ceTeBbiX WHTepdeincos
GNU MAC Changer is an utility that makes the maniputation of MAC addresses
of network interfaces easier.

$ sudo apt install macchanger
$ macchanger --help

GNU MAC Changer
Usage: macchanger [options] device

-h, --help Print this help

-V, --version Print version and exit

-s, --show Print the MAC address and exit

-e, --ending Don't change the vendor bytes

-a, --another Set random vendor MAC of the same kind
-A Set random vendor MAC of any kind

-p, --permanent Reset to original, permanent hardware MAC
-r, --random Set fully random MAC

-1, --list[=keyword] Print known vendors

-b, --bia Pretend to be a burned-in-address

-m, --mac=XX:XX:XX:XX:XX:XX

--mac XX:XXiXX:iXX:XX:XX  Set the MAC XX:XX:XX:XX:XX:XX

BOT Tak BbIraguT nHgmMkaums (AVIaFHOCTI/IKa) ... KNnpumepy BOT AJ14 TaKOro annaparHoro agantepa:

$ inxi -Nxxx
Network:
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Device-1: Broadcom NetXtreme BCM5720 Gigabit Ethernet PCIe vendor: Dell
driver: tg3 v: kernel pcie: speed: 5 GT/s lanes: 1 port: N/A
bus-ID: 02:00.0 chip-ID: 14e4:165f class-ID: 0200
Device-2: Broadcom NetXtreme BCM5720 Gigabit Ethernet PCIe vendor: Dell
driver: tg3 v: kernel pcie: speed: 5 GT/s lanes: 1 port: N/A
bus-ID: 02:00.1 chip-ID: 14e4:165f class-ID: 0200
$ ip a s dev eno2
3: eno2: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc mq state UP group default glen 1000
link/ether 90:b1:1c:54:3a:47 brd ff:ff:ff:ff:ff:ff
altname enp2s0fi
inet 192.168.1.13/24 brd 192.168.1.255 scope global noprefixroute eno2
valid_1ft forever preferred_1ft forever
inet6 fe80::9bac:3791:1b79:7237/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
$ macchanger -s eno2
Current MAC: 90:b1:1c:54:3a:47 (Dell Inc.)
Permanent MAC: 90:bl:1c:54:3a:47 (Dell Inc.)
$ ipvé6calc --showinfo -i -m 90:b1:1c:54:3a:47
no input type specified, try autodetection...found type: mac
no output type specified, try autodetection...found type: mac
EUI48=90:b1:1c:54:3a:47
EUI48_SCOPE=global
EUI48_TYPE=unicast
OuI="pell Inc."
BUILTIN_DATABASE_INFO=IEEE:0UI/20170625

370 Noka3aHo [0BO/MbLHO MOAPOGHO, MOTOMY YTO 3[ECH YXKE BbISIBASIET HECKO/IbKO OCOGEHHOCTEN, KoTopble
Ham NoTpebyloTcs B JafibHenem:

* Homep ceTeBoro MHTepgieiica (3 — yTuiuTa ip) HUKaK He KOppernpyeT ¢ HOMEPOM annaparTHoro
yCcTpoicTBa (2 — yTunuta inxi), unm ¢ MHAEKCOM B UMEHW CETEBOro MHTepdelica (eno2), ato 3
pasHbIX 3HaYeHUs, onpeaensLmecs pasHbiMu nogcuctemMamu Linux (Homep ceTeBoro uHTepdpeiica
Mbl OyAEM MEHATb MpU €ro MnepeHacTpoke, Hampumep, a WHAEKC WUMEHM MOXEM ONpeaensitb
NMPOU3BO/ILHO B KOAe gpaiiBepa sapa Linux ... 1 To 1 gpyroe Mbl yBUAUM BCKOPE).

* Hekotopble yTunuTbl 6yayT neitaiotca npussAsatb (Dell Inc.) annapatHoe o6opyaoBaHWe K ero
nNpou3BoANTENO NO 3HauyeHusaM nonein MAC agpeca (XOTS U B 3TOM C/lyyae peasibHOl MOAEbIo
NMPOV3BOANTESISA, UTO HYXHO AJ/151 MONCKa COOTBETCTBMIO ApaiBepos, aBnsetca: Broadcom NetXtreme
BCM5720, KOTOpbIA TPON3BOAW/ 3TU Ymnnbl 418 cepBepoB komnaHum Dell Inc.). He ctout nonararbcs
Ha Takylo nHdopmaumio. ..

Ho Mbl MOXeM He TOo/NbKO Habnwgatb 3HavyeHus agpecoB MAC, HO U MPOM3BO/bHO MEHATb WX
(ecTecTBEHHO 3TO TOMbKO OT UMEHW Cynepnosb3oBaTens root):

$ sudo macchanger -m 00:1b:fc:82:ee:01 eno2

Current MAC: 90:b1:1c:54:3a:47 (Dell Inc.)

Permanent MAC: 90:bl:1c:54:3a:47 (Dell Inc.)

New MAC: 00:1b:fc:82:ee:01 (ASUSTek COMPUTER INC.)
$ ipvé6calc --showinfo -i -m 00:1b:fc:82:ee:01

OUI="ASUSTek COMPUTER INC."
BUILTIN_DATABASE_INFO=IEEE:0UI/20170625

MAC apantepa Tenepb nomeHsinca! (M NOMeHsANCa HACTO/bKO pagvkasibHO, YTO Tenepb YTUANTbl BUAAT
npoussoguTenem annapatHoro agantepa He «Dell Inc.» a «ASUSTek COMPUTER INC.»). Ho camoe
UHTepecHoe (U LeHHoe) 3fecb To, 4To MAC-agpec 34ecb MOMEHSNCs Mo-ropsavemMy, "Ha xopy", 6e3
ocTaHoBku Ethernet agantepa un ero o6meHa, ¢ Tem xe IP agpecom:

$ ip a s dev eno2

3: eno2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP group default glen 1000
link/ether 00:1b:fc:82:ee:01 brd ff:ff:ff:ff:ff:ff permaddr 90:bl1:1c:54:3a:47
altname enp2s0fi
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inet 192.168.1.13/24 brd 192.168.1.255 scope global noprefixroute eno2
valid_1ft forever preferred_1ft forever
inet6 fe80::9bac:3791:1b79:7237/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
N Ha gpyrom xocTe (Ha Bcex xoctax!), Ha OPYromMm KOHUE /IO0Ka/IbHOW CETU, Mbl TYT Xe, Mpu Takom

ropsiyem MepekIyeHnn, YBUAUM 0TOBpaxeHne B Kall-Tabnuue otobpaxeHuii IP agpecoB B MAC (3a CYéT
paccbl/iK1 LMPOKOBELLATENNbHbIX YBEAOM/EHNI NpoTokosia ARP) — nocneaHsas cTpoka BbiBoga:

$ arp -en

Address HwWtype Hwaddress Flags Mask Iface
192.168.1.216 (incomplete) enp3s0
192.168.1.5 (incomplete) enp3s0
192.168.1.13 ether 00:1b:fc:82:ee:01 c enp3s0
192.168.1.3 ether e4:c3:2a:46:ab:96 c enp3s0
192.168.1.14 ether 90:b1:1c:54:3a:46 C enp3s0

PaspelueHne annapaTHbIX afpecoB

B macwrtabe cermeHTa /IOKaUIbHOM CETU annapartHble ajanTepbl 0OMEHMBAOTCA NakeTaMu TOSIbKO Mo
MAC agpecam. MpoTOKOMbl KaHa/lbHOTO YpoBHSA (L1) — He mapLupyTuampyemsble. [ Bbixoga 3a npeaesbl
nokanbHOM ceTn nakeTbl MAC-ypOBHA [O/MKHbl  ObITb  KaKMM-TO  MHKancy/MpoBaHbl B  NakeThbl
MapLUpyTU3MpyemMoro npoTokona. Yaule Bcero B 3ToM KayecTBe BbICTynaeT NpoTokos IP (korga-1o 310 6biin
Takue nonynsipHble NPoToKo/bl Kak IPC/SPX u gpyrve ... HO Apyrne npoToKOSibl CETEBOIO YPOBHSA Mbl He
paccmaTpuBaeM ceivac u 3decbk). Agpeca yposHs IP (Bnga 192.168.1.1) gomkHbl Npeobpa3oBbiBaTLCS B
afpeca yposHa MAC (Buga 00:15:60:c4:ee:02) u, nHorga, Haoboport. 19 npeobpasosaHus MAC-aapecos B
ajpeca CETEBOr0 YPOBHS M 06paTHO NPUMEHAIOTCA crneuuasibHble NPoToKosbl (Hanpumep, ARP 1 o6patHblii
emMy RARP B ceTax IPv4, n NDP B ceTax IPv6).

Paspewenne IP B MAC ob6ecneunBaeTtca agpom Linux. Tabnuubl Tekywux paspeweHunii IP B MAC
XpaHATCa B kawe (Tabnmua ARP), HEKOTOopoe BpeMsi, KOTOpOe M3BECTHO Kak BPEMS XWU3HW. dTa AUHaMuKa
CBSi3aHa C TEM, YTO B JIOK&/IbHOW CeTu MHTepdIeliCbl MOTYT BO3HUKATb 1 ncye3aTb (KOMMNbOTEPbl BKIOYATLCS
N BbIKNKOYaTbLCS).

B TpagnumoHHoit LAN IPv4 ansa paspelueHunii agpecos IP B MAC npegHasHavyeH oTAefbHbIii NPOTOKON
ARP (Address Resolution Protocol, RFC-826), a napbl COOTBETCTBUIA Hakan/MBatTCs XpaHATCA B Tabnvue
ARP. nsa paboTbl ¢ Tabnuuen ARP-ucnonb3yeTcs ytunuta:

$ arp -vn

Agpec HW-Tun HW-agpec ®naru Macka WHTepdeiic

192.168.1.11 ether 70:71:bc:a3:c5:cO c enol
192.168.1.3 ether e4:c3:2a:46:ab:96 c enol
192.168.1.12 (He 3aBepue enol
192.168.1.17 (He 3aBepue enol
192.168.1.10 ether 00:12:12:31:e9:d9 (o enol
192.168.1.3 ether e4:c3:2a:46:ab:96 c eno2
169.254.169.254 (He 3aBepue enol
192.168.1.241 ether 10:7b:44:47:a2:47 c enol
192.168.1.10 ether 00:12:12:31:€9:d9 c eno2
192.168.1.138 ether 90:1b:0e:2b:fe:3a C enol
3anucei: 10 MponyweHo: 0 HargeHo: 10

3anucu (CTpokn) paspelueHnii B Tabnuue ARP BasMgHbl TONIBKO Ha HEKOTOpoe BpeMms xu3Hn MAC-agpeca B
cetn (nocne obGHapyXeHWs WX LUMPOKOBELLAHUEM). DTON YTUAUTON Bbl MOXETE He TOMbKO Habnwpartb
Tabnuuy, HO 1 006aBNATbL HOBble 3anucy (4Ns nepeagpecauuy U NOAMEHbI, HANpUMep), B TOM 4yucrne u
nepmMaHeHTHble, HEe ucyesarLue nNo BpemMeHn, 3anucy (onums - -help ytunuTel).

Ho o cootBetcTBUM MAC 1 IP agpecoB «3HaeT» u ytunuta ip (ypoBHs L2), U3 uncna OCHOBHbIX U3 TeX,
KOTOpPbIMU Mbl ByfeM Monb30BaTbCA:

$ ip -4 neigh show

192.168.1.11 dev enol lladdr 70:71:bc:a3:c5:c0@ STALE
192.168.1.3 dev enol lladdr e4:c3:2a:46:ab:96 REACHABLE
192.168.1.12 dev enol FAILED

192.168.1.17 dev enol FAILED

192.168.1.10 dev enol lladdr 00:12:12:31:e9:d9 STALE
192.168.1.3 dev eno2 lladdr e4:c3:2a:46:ab:96 STALE
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169.254.169.254 dev enol FAILED

192.168.1.241 dev enol lladdr 10:7b:44:47:a2:47 STALE
192.168.1.10 dev eno2 lladdr 00:12:12:31:e9:d9 STALE
192.168.1.138 dev enol lladdr 90:1b:Qe:2b:fe:3a STALE

OtpenbHoro ARP npotokona gnsa IPve He cyuwlectsyeT. Ansa nonydyedma MAC agpecoB Apyrux
KOMMboTEPOB B IPV6 ceTsAX Mcnonb3yetcs NpoTokon obHapyxenus cocegein (Neighbor Discovery Protocol,
NDP) - npotokon u3 Habopa npotokonoB TCP/IP, ncnonb3yemblii coBmecTHO c IPv6. NDP nosiHoCTbHO
obecneumBaetcs cpegcteamm ICMPV6 (MeXCeTeBOM NPOTOKO YNPaBASIOLWMX COOOLLEHNI ANS1 MEXCETEBOIO
npoTokona Bepcun 6). NDP npoToKo, B HAaCTHOCTM, UCNOMb3YET NSATb Pa3/iMyHbIX TUNOB NaketoB ICMPV6.

[nsa npocmoTtpa 1 ynpasneHus Tabnuuen paspewennii ans IPv6 Mbl MOXEM BbINOMHATb TY e KOMaHay,
HO BOT C Takoill W3MEeHEHHONW onuuel (6e3 onuwuiA, KCcTaTu, KOMaHAa BbIBOAWUT AaHHble cpa3ly nog oba
NPOTOKO/1a, HO 3TOT0 06bIYHO C/IULLKOM MHOTO):

$ ip -6 neigh show

fe80::762:c6bf:9eaa:93a9 dev enol lladdr 70:71:bc:a3:c5:c0 REACHABLE
fe80::522d:d0bd:b221:a526 dev eno2 lladdr 10:7b:44:47:a2:47 REACHABLE
fe80::921b:eff:fe2b:fe3a dev enol lladdr 90:1b:Qe:2b:fe:3a STALE
fe80::522d:d0bd:b221:a526 dev enol lladdr 10:7b:44:47:a2:47 REACHABLE

BoT Ha 3TOM, CO6CTBEHHO, W BCE&, YTO HaM [AOCTATOYHO 3HAaTb NPO MPOTOKOSbl KAaHaIbHOTO YPOBHS
(annapatHoro, L1) gnia Bcero gasibHeiero paccMoTpPeHMS.

Aodpeca IP

Kaxgblii ceteBoit MHTEpdenic nmeet cBoil IP agpec. KOHeYHbIe TOYKM KOMMYHUKaUWiA B r106asibHOM
(MapLUpyTM3MpyeEMOIii) CeTV 3HatOT ApYyr-gpyra TonbKo no ux IP agpecam. Bce npoyne CyLHOCTN O KOTOPbIX
Mbl 6Byaem roBopuTb (MMEeHa XOCTOB N MHTepdeicos, ceTeBble URL, mackun n npedmkcbl agpeca ... ga u Bcé
Apyroe) sBNSTCS BTOPUYHbIMK, NpegHa3HavYeHHbIMM TONbKO 4718 0AHO3HAYHOro onpeaenexus IP agpecos.

VcTopryeckn NpoTokoN HasbiBaeMmblil IP nposiBuncsa B 2-x nocnefoBaresbHbIX unocracsx, sepcusax: IP
Bepcun 4 n IP Bepcun 6. Mep.biit 13 HUX (IPv4) onpegenserca RFC Havana 80-x rogoB, M3MEHSNCHA W
yTouHanca MHorumu  RFC  nocnepylowmx AecATWIETUA, W SABASETCA camMbiM  TPagUUMOHHbIM - B
NCMNOMb30BaHUN MO CEroAHsAWHMI AeHb. Hauyano pa3paboTkm BToporo (IPv6) nonoxeHo cepuein RFC ¢ 1996
roga (HaumHas ot RFC 1883). Ho peasibHOe BHefpeHue ero pakTuyeckn Hadyato TO/IbKO C cepefnHbl 2012
roga, n ABWXEeTCA ropasfo MefsieHHee, Yem npegnonaranocs...

IPv4

Appeca IPv4 — 310 Te apgpeca npoTtokona TCP/IP, KOTOpbIMW Mbl TPagULUOHHO MPUBLIKAN
MOMb30BaTbCA Ha MPOTSHKEHUM 3-X AeCATUNETUn (C paHHuMx 90-x). D10 4-6aiiTHas (32 6uTa) cuctema IP
agpecos, HasbiBaemasi IP Bepcumn 4 nnu IPv4. 4 Gaitta agpeca IPv4 NpuHATO 3anncbiBaTh Kak AECATUYHbIE
3HauveHusA (0-255) pasaenéHHole cnmsosiom Toukm ("), Hanpymep: 192.168.1.5.

Takoii pasmep IP agpeca nosBonsieT cosgatb (Bcero) 4.3 Muanvapga pasnuuaromxcsi KoMomHauui
(ansa paHHMX 90-X 3TO 6bI10 «YyAOBULLIHO MHOIO>», AN 2020-X 3TO «A0 CMELLIHOro Masnio»l).

[anee B 310 rnaBe OyaeT paccMmaTpmBaTbCsl TONbKO agpecaums IPv4.

Macku u noocemu

MepBoHAuYanbHO A8 pas3aesnieHns BCero amanasoHa IP agpecos Ha noaceTy 6bi10 BBEAEHO pasaeneHne
Ha KNacchl: BblAENAINCL 60/blUNE AYana3oHbl NOA KAaTeropun CeTeil.

Knacc JuanasoH Ha3zHaueHune
A 0.0.0.0 - 127.255.255.255 Csepx6osbLume noacetu
B 128.0.0.0 - 191.255.255.255 Bonbluve noacetn
C 192.0.0.0 - 223.255.255.255 Mausibie noacetu

1 25 Hosibpst 2019 roga 6K pacmpe/esneHsl mocaegHre cBoboausie IPv4-anpeca B Eporie, crpadax 6eiBiiiero CCCP u Ha
Brmxuem Boctoke. Teneps nomyuunts IPv4-ajpec Mo>KHO Oy/ieT, TOJILKO eC/ii ero 0CBOOOUT TeKYILuiA Biajiesiel] — Harlpumep,
3aKpOETCs KOMITaHHsI UM KaKasi-/Tibo ceTb 0CBOOOUT HEHY)KHBIH eli aZipeCHbIi pecypc.
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D 224.0.0.0 - 239.255.255.255 pynnosble onepavuu

240.0.0.0 - 247.255.255.255 Pe3epB

Mo3xe, ¢ BBeAeHMEM B OOpalleHne Macok CeTu ans pasrpaHnyeHuns nogcerteii (RFC 1219, 6ecknaccosble
cetn, CIDR), knaccbl yTpatunm CcBOM cMbiCnl (KPOME TpynnoBbiXx onepauuin — multicast) n crano
NCnosb3oBaTbCsA 6Geck1accoBoe BbigeneHue noaceteii. Macka B IPv4 aBnsietcsas 6uMTOBbIM 06pasom, B
KOTOPOM HeHy/feBble No3nuun ONpeaensioT ceTb (M NOACETL), a HyNeBble NO3ULMK ONpeaensoT Te 6utsl IP
ajpeca, KOTopble ABNATCA 3HaYaLLMMn Npu naeHTurkauum nHANBMAYasibHOIO agpeca xocta B npegenax
noaceTw.

16 Hur 8 Gut & Gur
Knace B WASHTHMEETOR CETH ””‘e:g;mmw WAEHTUGMKATOD
Mackanmogeoems: 11111111 11111111111111110000¢C000=0xffffff0c
= 255 265 2550
16 Bur 10 Gur & BT
wasHTMcMRaToD  [nnesmudwmkaTop
lnace B WAEHTUEMEATOD CETH S e
Maanogeet; 11111111 11111111112111111 11 20C000=0xffffffcO
= 2656 255 255 192

TakMm 06pa3oM Macka MoIHOCTbI0 U OAHO3HAYHO onpedensieT npefesibHOe YMC/I0O XOCTOB, KOTOpOoe
MOXeT paboTarb B 3TOI nogcetn. Mnagwwmii agpec aToro gvanasoHa cuMTaeTcs afgpecom camMoi noaceTu
(Hanpumep Ana 3anucyM B Tabnuubl Mapuipytusaumm). CTaplunii agpec 3TOro e aAuanasoHa cuMtaercs
lumpokoBellatenbHbiM (broadcast) agpecom aToii xe nogcetn. Bce ocTasibHble agpeca 3TOro AuanasoHa
(MUHYC 2 KpanHMX) ABMAAKTCA MHAMBUAYATbHBIMWU agpecaMy XOCTOB 3TOi nogacetn. Hanpumep, cnegyouime
3HaYeHNA Mackm NO3BONSAT OPraHN30BaTb NOACETU CMEAYHOLLMX pa3MepPHOCTEA:

255.255.255.255 => ... 1111 1110 : 1 n30NMpPOBaHHbIA XOCT
255.255.255.248 => ... 1111 1000 : 8-2 = 6 xOCTOB
255.255.255.240 => ... 1111 0000 : 16-2 = 14 x0oCTOB
255.255.255.224 => ... 1111 0000 : 32-2 = 30 x0oCTOB
255.255.255.248 => ... 1110 0000 : 64-2 = 62 xocTa

MpumeuaHwue: MNepBoHaYa/IbHO MpeAnonarasiocb MCNosib30BaTb TOMLKO Macku (NpedvKebl) AsIMHoNM 8, 16 n
24 6uT (Hanpumep, 192.168.1.5/24). 310 B TOYHOCTN U COOTBETCTBYET kraccam cetein A, B n C, T0 ecTb He
MEHSAI0 NPUHLMNNaIBbHO Knaccudukaumio. Ho mpakTvka nokasana, YTO MakCMMasibHbI pasMep ceTei
C(/24), paBHblii 254, Ana MHOMMX KOMMaHWii U OGU3HEC-CTPYKTYp Man, a B(/16) pasmepom 65 534 —
HeonpasAaHHO Be/vK. TakMM 06pa3oM npakTuka paspylumsiia NpeanonoXeHus, U Ha CerofHs NCnonb3yTcs
MacKu Il06OW A/VHbI.

IP agpec COBMECTHO C MaCKOW NOJ/THOCTLIO OMPeaenatT KoHUrypaumo nogceTn n xocta. Ansa sanucu
napbl agpeca n Mackum NPUMEHSIOTCA 2 pas/inyHble, HO 3KBMBASIEHTHblE (POpMbI 3anucu, Hanpumep (3To
9KBUBAJIEHTHO):

192.168.1.5 : 255.255.255.240 wnmn 192.168.1.5/28

3pecb BO 2-i chopme 3anucu 28 (HasbiBaemoe NpedUKCOM) — 3TO YMC/O0 BeAyLUX eAnHNL, B 3anucu Macku
(umcno BenyLwmnx OUT, OTHOCALLUXCS K agpecy ceTu B 3anucu 32-6ut agpeca, ato IPv4).

MpumeyaHue: Kak cam TepMUH «npedurKe», OH OOBOJIbLHO peako durypupyeT B obcyxaeHusax IPv4. Ho B
IPv6, rae oTcyTCTBYET NMOHATUE MAacCKK, OH CTaAHOBUTCA OCHOBOMONaratoLwmm!

MpumeyaHue: MNepBoHaYasIbHO, U 3TO Ha MpakTMKe paboTaeT U ceiivac, [OMYCKaUCh «pBaHble» MackKw,
Korga efuHWYHble OWUTbI MOT/IM YepenoBaTbCA C Hy/eBbIMU MPOU3BOJSIbHBIM MOPSAAKOM, HE COCTaB/ifA
eAVHoro Beayllero 6/710ka eavHNYHbIX 6UT. DTO paboTaeT, HO 3TO KpaliHe CMNOXHO ANA MHTeprnpeTaumn u
TO/IKOBAHUA NOBEAEHMSA XOCTOB CeTu. [103ToMy Nno3xe Obl/I0 MPUHATO pelleHWe O UCMO/Ib30BaHMU TOSbKO
«LefIbHbIX» MaCcOK C BefyLlMM G6/IOKOM CM/IOWHBIX €AVHUYHbIX 6UT. TlpyM Takom OrpaHuyeHun, NOHATHO,
Heo6xo0AMMOCTb B A/IMHHON U CIOXHOIO (hopmaTa Macke McyesaeT, U BMECTO 3TOr0 MOXET MCMO/b30BaTbCA
MPOCTO KOPOTKOE YnCNo NpedomKc — 3T0 Xe Mbl U Buaum B IPV6.

Llupokosewame/ibHbIlU U 2pynnosol o6MeH

Boobuwe 710, cywecTtByloT Tpu Tuna |IP agpecoB: nepcoHasibHbI (unicast), LIMpOKOBeLLATeNbHbIN
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(broadcast) n rpynnosoii (multicast). LUnpokoBewatenbHble U rPYNMNoBblE 3anpockbl NPUMEHUMbI TOMBKO K
UDP 1 SCTP, nogo6Hbie TUNbl 3anpocoB NO3BOMSAIOT NPUIOXKEHUIO pa30oc/iaTh 04HO COO6LLEHNE HECKOTbKUM
nosnydyarensam ofHoBpeMeHHO. TCP — npoTOKOs, OPUEHTUMPOBAHHbLIA Ha coeAMHEeHWEe, C ero MOMOLLbHD
yCTaHaB/IMBAETCS COeAUHEHNE Mexay [ABYMsi CETEBbIMU MHTepdheiicamu (No ykasaHHoMy ux IP agpecy) ¢
1CMosIb30BaHNEM OFHOr0 afpecara Ha Kaxgom XocTe (KOTopblii naeHTUMLMPYETCS MO HOMEpPY nopTa).

LUnpokoBewatenbHblii agpec noacetn (subnet-directed broadcast address) nmeetr ungeHTudmkaTop
X0CTa, onpeaensiembli Mackoi, YCTaHOBMIEHHbI BO BCE eAuHULbl (Camblii CTaplumii agpec auanasoHa
afpecoB NoAceTn, a cambllii MNaglwunii agpec sToro gnanasoHa ecTb apecom camoli NoAceTn):

$ ifconfig enp2s14

enp2s14: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.5 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::215:60ff:fecd4:ee02 prefixlen 64 scopeid Ox20<link>
ether 00:15:60:c4:ee:02 txqueuelen 1000 (Ethernet)
RX packets 280605 bytes 107024700 (102.0 MiB)
RX errors © dropped © overruns @ frame 0
TX packets 326133 bytes 60602689 (57.7 MiB)
TX errors © dropped 0 overruns @ carrier © collisions @
device interrupt 16

IpynnoBsoin agpec (multicast group address) cOCTOMT M3 YeTbIpex cTapwmx 6uT IP, yCTaHOBNEHHbIX B
1110, v ngeHTMdmkaTopa rpynnbl (28 mnagwmx 6muT, onpesensowmnx KOHKPETHYIO rpynny). B gecAatnyHoii
3anmcu rpynnosble agpeca HaxogAatca B AguanasoHe or 224.0.0.0 pgo 239.255.255.255. [pynnosasd
ajpecauus No3BosAeT HanpasuTb AatarpaMMy TO/IbKO BblAE/IEHHOMY NOAMHOXECTBY Y3/10B, BK/IIOYEHHbIX B
rpynny (HO ¢ 3TMM Bbl ByAeTe BCTPeUaTbCs PeaKo).

[na paboTbl C rpynnoi nNpexae HYXXHO BKMAHUYUTb (UM UCK/IKUNTL) B TPYNNY KaXKablii XOCT, KOTOPbIN
JO/KEH yvyacTBOBaTb B 3TOW rPynnoBOi paccbinike. s 3TOr0  CywecTByeT OTAE/bHbIA MPOTOKON
ynpaeneHus rpynnamu IGMP (Internet Group Management Protocol, RFC 1112), KOTOpbIii 1cnonb3yeTcs
X0oCTaMn ¥ MapLipyTusaTopamu, A5 TOro 4tobbl OpraHvM30BbIBaTh FPYMNMOBYH) Pacchbisiky coo6LeHuii. OH
NO3BO/ISIET BCEM y3/1aM hU3NYECKON CETU 3HATb, Kakme XOCTbl B HACTOsILLEee BpeMsl 0ObeAMHEHbI B TpyNMbl U
K Kakum rpynnam oHu npuHagnexar. 3ta uHopmauusa Heobxoguma A8 rpynmnoBbIX MapLUpyTU3aTopos,
MMEHHO TaK OHWM Y3HAKT, Kakue rpynnoBble gartarpamMmbl HEOO6XOAMMO MNepeHanpasfisATb M Ha Kakue
NHTEpeiicsl.

HacmHble adpeca

B RFC 1918 (1996r.) 6bn cneundmumpoBaHbl 3 6510ka agpecoB (MepBOHa4YaslbHO N0 O4HOMY Ka
KaokabIn n3 knaccos A, B, C) — koTopble He 6yayT pacnpenenstbcs nonb3oarensam (opraHnsaumnein IANA) n
KOTOpble HUKOrga He MapLUpyTU3NpyoTcA wWw3amu IP. 3T1o agpeca 13 gManasoHoB:

10.0.0.0 — 10.255.255.255 (npedbukc 10/8)
172.16.0.0 — 172.31.255.255 (npedpukc 172.16/12)
192.168.0.0 — 192.168.255.255 (npeduikc 192.168/16)

3TV agpeca NONY4YUIN Ha3BaHWe 4YacTHble WK NMPUBATHbIE, U NPefHA3HAYaloTCs OHW AN OpraHuM3aLym
NOKasibHbIX ceTeld. Agpeca U3 /6GOro 13 3TMX AMana3oHOB MOXHO Bbl6upath Ans ceoelt LAN (ans
opraHusaumu Intranet).

Ho ux npobnema B TOM, UTO Takme xXocTbl U3 LAN He cMoryT obpallarbca K BHELWHUM (3a npegenamm
LAN) pecypcam: w03 no ymonyaHuio n3 LAN He nponyctut IP naketbl ¢ TakuM UCXOAALWMM afpecoMm (a
€CNN Jaxe 1 NPonycTUT, TO UX MNOPEXET GnvkailuniA cnegyowmii MapLIpyTU3aTop no Tpacce).

[ns peweHus 370l HOBOI BO3HMKLUE NPO6/emMbl NpeaiokeHbl HECKOMIbKO CMOCO60B, OCHOBHblE U3
KOTOpPbIX [Ba:

1. 2. Ha cereBoM ypoBHe — nmpeobGpa3oBaHne ceTeBbix agpecoB (NAT — Network Address
Translation). MNpu aTtom xocT IP wn3a nogMeHAeT B MapLlpyTUInpyemblx naketax P agpec
onpaBuTens, noactasnss IP cobcTBeHHOro HTepdeiica ¢ rnobdasnbHbiM IP. MonyymB Ha aTOT agpec
OTBET, LUI03 NOAMEHSET B 3TOM NakeTe agpec nojsiyyarenisi, U MapLipyTU3NpyeT ero B MHTepdelic
LAN nonyuatento. CambiMM W3BECTHbIMW MPOEKTaAMW peasM3auMm B pasHoe BPeMS Oblin
nocneposatensHo: ipfw, ipfilter, iptables. Ha cerogHs cambiM YacTbIM SIBASETCA:

$ which iptables
/usr/sbin/iptables
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Ho v npegbigywme peanmsaumm (ipfw n ipfilter) HaxogAT 4O cuX Nop uHOr4a NpUMEHeHve B
MasibIX 1 BCTpavBaeMblx apxmTekTypax (Hanpumep, B annaparHbIX poyTepax).

2. Ha ypoBHe NpOTOKO/I0B NPUKIAAHOIO YPOBHS — MPOKCK (proxy, nocpeaHuku). Mpu aTom nporpamMmma
NPOKCU-cepBepa peTpaHcMpyeT 3anpoc XocTa ¢ YacTHbIM I[P OT cBOero MMeHu B MHTepdielic ¢
rno6asbHbiM IP. TonyusB OTBET, NPOKCU-CEPBEP MepeHanpaBsieT OTBET nonyyarento (4epes
nHtepgenc LAN). W3BecTHelWNM nNpPUMEPOM Takoh TexHukn sasnsetca HTTPS-npokcn u
peanusylowmin cepsep squid.

HacmmHsbie IPv4 u NAT

32-6uT nokasbHble agpeca IPv4 B ceTu VIHTepHeT, pasgaBaemble opraHusaumeii IANA, ncuepnanuce 6bl
KO/IMYeCTBEHHO, HaBepHoe, ewwé net 10-15 Ha3agd, ecnv 6bl He 6bI/1I0 NPUHATO paclUMpeHne cTaHgapTa u He
BBefeHbl 3 Auanas’oHa rMokasaHHbIX Bblwe uvacTHbiX |IPv4 apgpecos. [Mocne atoro Bbl (Mn obas
opraHusaumsi, komnadus, gupma...) B cBoein LAN mMoxeTe npon3BO/IbHO, MO COBCTBEHHOMY YCMOTPEHUIO,
agMMHUCTPMpoBaTh Mo IP xocTbl. Takoe pelleHre CHmKaeT 06LLyt0 NOTPEOHOCTE B UHAMBUAYasbHbIX IPv4
agpecax (B MpocTopeymmn HasbiBaeMbIX Kak «besible») B COTHU 1 ThICAYM pas.

Ho ecnn atn yacTHble agpeca He mMaplipyTtusmpyrotca wn3amu IP B cetb WAN, TO HY)XHO UcKatb
cnoco6 BbiBoga xocTtoB LAN € Takumu agpecamu B r106asibHy0 ceTb. W Takoil cnocob 6bla NpeasioxkeH, n
at0 mexaHmsm NAT (Network Address Translation — «npeobpa3oBaHMe CETEBbIX aApecoB», eLlé
ynotpebnsaTca TepmuHbl Masquerading, Network Masquerading n Native Address Translation). Crnoco6
NAT cocTouT B npeobpasoBaHun IPv4 aapecoB TPaH3UTHLIX, OCyLLecTBseMoM Ha wito3e B WAN.

OueHb KOPOTKO, «Ha NasibLax»:

e 3aronoBok IP nakeTa n3 /ioKka/IbHOW ceTu (Ha CETEBOM YpPOBHe, L2), ¢ yacTHbIM IPv4, npeobpasyetcs
B 3aro/1I0BOK NMakeTa ¢ «6enbiM» agpecom IP uHtepdpeiica wio3sa, rnagawmum 8 WAN...

. n nogmMmeHdAeTca HOMep nopTa (‘-IT06bI pasnnyartb OTBETHbIE MNaKeTbl, aApeCoBaHHbl€ pPa3HbIM
JTOKaJ1bHbIM KOMI'IbIOTepaM)...

* naket otnpasnsetca B WAN (forwarding mexay nHtepdpeiicamm)

*  3aro/I0BOK MPVXOASLLETO B OTBET (OT CepBepa) Ha oTnpaB/neHHbIi nakeT n3 WAN MogudomumpyeTcs:
«Benblii» agpec nonyyatesns NOAMEHSETCS HA UCXOAHbIV YacTHbI IPv4 oTnpaBuTens. ..

* unnepecblnaetca B LAN peasibHOMYy nony4yaresto.

Ha cerogHs (ewé c sigpa 2.4) aTo MmexaHn3m B Linux peanunsyetcsa a4pom (310 K BONpocy 0 3¢phekTUBHOCTH),
mMexaHnsmom netfilter u cOOTBETCTBYHOLLEN eMy YTUIUTON NpocTpaHCTBa nosb3oBatens iptables —
ANs ynpaeneHus paboToli (MpaBuiamu) 3TOr0 SAEpPHOr0 MexaHu3ma. (B Linux uctopuuyecku, B pasHoe
Bpemsi, NPOLLAN AN 3TUX Leneli pasHble MexaHW3Mbl, M3BECTHbIE MOA, Ha3BaHUSAMK NPOEKTOB ipchains u
ipfwadm).

MpumeyaHue: Kak anbrepHaTMBa 3TOMy MexaHU3My CeTeBoro ypoBHsa L2 (B agpe) ans sbixoga 8 WAN
NOKasibHbIX XOCTOB M3 LAN MOXET, B HEKOTOpbIX Cydasx, WUCMNoNb30BaTbCA MeXaHu3M TPaHCMOPTHOro
ypoBHA L3 (Monb3oBaTenbckoro MpocTpaHcTBa), paboTatowmii Yyepe3 npokcu-cepsep Ha wiioze B WAN.
Mpokcu-cepBep MOXET WUCMNOMb30BaTb TPAHCMOPTHbIM npotokon HTTP/HTTPS, wam TCP  (npokcu
SOCKS4/SOCKSS5). O npokcu-cepBepax Mbl eLé noroBoprM KOPOTKO Mo3xe.

IPv6

6 woHa 2012 roga KpynHeiwuve nposaigepbl €4MHOBPEMEHHO MNeEPEeLIn K  WUCNO/Ib30BaHMIO
napansienbHo c IPv4 16-Tn 6aiitoBbix (128 6uT) IP agpecoB. 3Ty cuctemy agpecaunu, paspabarbiBaemyto
¢ 1992 ropga, Ha3biBaloT IP Bepcuun 6 unu IPv6. Agpeca IPv6 3anucbiBaloTCA Kak nocniefoBarenlbHOCTU 4-X

LWecTHaguaTepmyHbix 3HadeHuin (0000-ffff — HasbiBaeMbIX XEKCTETbl), pasfgenéHHbiXx "', Hanpumep:
fe80::215:60ff:fec4:ee02.

MpoTokon IPv6 paspaboTaH Kak npeemMHUK npoTokona IPv4. OcHoBHble npeumyulectsa IPv6 Hag IPv4
3aKkn4alTCcsa B yBeIMYEeHHOM afpecHoM npoctpaHcTtee (IPv4 nven 32 6uta, 4To paBHAI0Ch 232 appecam, a
IPv6 umen 128 6uT, uto pasHanock 2128 agpecam).

Agpec npotokona IPv6 coctont 13 128 6uT, TO ecTb, OH B 4 pasa AnvHHee 32-6uTtHoro IPv4 apgpeca.
Mogo6Ho IPv4, B 3TOM agpece MOXHO BblAe/nNTb ABE 4acTu: CeTb U XOCT. TO ecTb, He Bce OMTbI B aapece
NMEIOT OfUHaKoBoe 3HayeHue. YacTb 6UTOB crieBa (CKOMbKO MMEHHO 3aBWCUT OT npedmkca) o603HaqaoT

CeTb, OCTaslbHble BUTbI cnpaBa — UAEHTUULMPYIOT YCTPOCTBO BHYTPY CETW. YacTb, OTBETCTBEHHas 3a
XpaHeHne nHpopmaumm 0 XocTe HasblBaeTCs naeHTudukaTop nHtepdeiica (interface id).

34echb cpasy xe 3adMKCUpyeM BadkHelillee [nsi Monb30BaTens OT/MYMe, KOTOpoe HECET emy IPV6:
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3[eCb HEeT OT/INUMA MeXAy «r106asibHbIMU» XOCTaMU MNOAK/IYEHHbIMU B VIHTEPHET, N «NOKaIbHbIMUY»
HaxogsAwmmmcsa B LAN. 3gechk /110601 XOCT paBHO3HAYHO [OCTYMNEH M3BHE, EC/IM OH HE 3aKpbIT dhaliepBooM
Kak/M-To 06pasom.

B IPv6 onpegeneHbl 3 Tuna agpecoB, COGCTBEHHO, Kak U B IPv4 ... HO 34eCb OHW «MpuNMUcaHbl» K
AvnanasoHam agpecos (Npv o6LemM n3obuimmn agpecos):

* unicast: iaeHTudmkaTtop oAMHOYHOrO MHTepdeiica. lMakeT, NocNaHHbIi N0 YHUKACTHOMY afgpecy,
JocTaensetcs nHTepdeliicy, ykasaHHOMY B agpece.

* anycast: WpeHTudmkatop Habopa wuHTepdeiicoB (MpuHagnexawmx pasHbiM y3nam). [laker,
MOC/MaHHbIA MO 3HMKACTHOMY ajpecy, AO0CTaB/fseTcs OfHOMY W3 MHTepdheicoB, ykasaHHOMY B
agpece (6nvxaiiunii, B COOTBETCTBMU C MePOIi, OnpeaesieHHON NPOTOKO/I0M MapLUpyTU3aLumm).

*  multicast: UoeHTndonkatop Habopa nHTepdeiicos (06bIYHO NpUHAANEXaLUMX pasHbiM y3nam). MNakerT,
MOC/MaHHbIA MO MY/ILTUKACTUHr-aapecy, [OCTaB/AETCA BCeM WHTepdeiicaMm, 3afaHHbIM 3TUM
agpecom.

lNpecpukc adpeca

B otnnumne ot npegbiayliein Bepcumn npotokona, B IPv6 He NpYMEHSTCA MackyM NOACETU, Tak Kak OHU
nonyyYnnnucb Gbl O4YEeHb A/IMHHBLIMW, BMECTO 3TOr0 MCMOMNb3YETCS NpedmrKe, KOTOPbI 3anncbiBaeTCsl Tak Xe
yepes cnew nocne agpeca. Hanpumep, npedukc /64 o3Hadvaet, 4To U3 128 6uT, nepsble 64 — 3TO CETb, a
ocTaBLUascs vyactb (B A4aHHOM c/yyae BTOpble 64) — aTo XOCT. [pedhrkec onucbiBaeT, CKONbKO 6UT B agpece
ncnonb3yeTca nof XxpaHeHne nHopmMaLmm o ceTu.

MpumeuaHue: ONbIT MCMOML30BaHUS M TpaHcdhopmaumn npeacTaeneHnii B mvpe IPv4 npusoguT K
MOHUMAHWUIO TOTO, YTO MPU HEMPEPbIBHOW Macke (HaunHasi OT JIEBOTO Kpasi U [0...) HET HEO6GX0AMMOCTU B
CamMOM 3Ha4YeHUK 3TOol Macku, AOCTATOYHO NPOCTO CKas3aTb €€ ANHY.

Cam afpec 3anucbiBalOT He B [ECATMYHOM, a B LUeCcTHaAuaTepuyHoM BuAe — Tak kopoue. Agpec
pasbuBaeTcsl Ha rpynnbl Mo 16 6UT (XeKCTeTbl) M Kaxgasd Takas rpynna npeactaBnseTcs 4YeTblpbMs
LecTHaaUaTepuyHbIMN  Ludppamn. XekCTeTbl OTAENATCA Apyr OT Apyra 3HakoM [BOETOUMA. Takum
o6pasom, MoMHbI agpec Bcerga coctouT M3 8 xekcTeToB ([8 xekcTeToB]*[16 6uT B xekctete]=[128 6uTt] —
obwas anuHa agpeca).

CraHgapT IPv6 pernameHTUpyeTcs CyLeCTBEHHO C/I0XHee, noapobHee 1 MHoroo6pasHee Yem IPv4. Ha
OCHOBaHWW MPEeMUKCOB BbIAENAIOTCA KMacChl MCMOMb30BaHUA. BOT HeKoTopble [AuanasoHbl aapecos,
KOTOpble Mbl ByleM MCNOMb30BaTh AasibLie B 06CYXASHUAX:

Bce agpeca B gvanasoHe fe80::/10, HasbiBatoTcs link-local (o HUx peub Bnepegu), Jloboit agpec u3
3TOro AmanasoHa npegHasHaveH A1 aBTOKOH(MrypuposaHuss OC M nmakeTbl, OTNpPaB/€HHble C Takoro
agpeca He MponycTUT HW OAUH MapLUpyT13aTop, orpaHuyYMBas X pacrnpocTpaHeHve B npejenax cermeHTa
nokanbHoi cetn. Mpotokon IPv6 cnpoekTupoBaH Tak, YTo nHTepgelic 06s13aH umeTsb link-local agpec, gaxe
€C/IM Yy Hero ecTb gpyroii IPv6 gnsa gpyrux ueneii.

Ana yHuKanbHbIX HOHUKACT agpecoB B MHTepHeT komuteT IANA Ha HacTtoslwwee Bpems Bblgenset IPv6
afpeca u3 knacca 2000::/3. Mo

Agpeca ff00::/8 — 3T10 agpeca MynbTUKacT. Mo TakoMy agpecy Mbl MOXEM MNOSyyYnTb OTK/IMK BCEX
NHTEepdencos paboTaroLLMX B /IOKa/IbHON CETU AaHHOIo MHTepdeiica:

$ ping6 -c2 ff02::1%enol

PING ff02::1%enol(ff02::1%enol) 56 data bytes

64 bytes from fe80::13f5:9fe2:6393:bf4a%enol: icmp_seq=1 tt1=64 time=0.088 ms
64 bytes from fe80::9bac:3791:1b79:7237%enol: icmp_seq=1 tt1=64 time=0.405 ms
64 bytes from fe80::522d:d0bd:b221:a526%enol: icmp_seqg=1 tt1=64 time=4.50 ms
64 bytes from fe80::921b:eff:fe2b:fe3a%enol: icmp_seq=1 ttl=64 time=4.53 ms
64 bytes from fe80::b14:e016:1362:d141%enol: icmp_seq=1 tt1l=64 time=4.53 ms
64 bytes from fe80::762:c6bf:9eaa:93a9%enol: icmp_seq=1 tt1l=64 time=4.57 ms
64 bytes from fe80::212:12ff:fe31:e9d9%enol: icmp_seq=1 tt1l=64 time=4.59 ms
64 bytes from fe80::1%enol: icmp_seq=1 tt1l=64 time=4.60 ms

64 bytes from fe80::e6c3:2aff:fed46:ab96%enol: icmp_seq=1 ttl=64 time=4.60 ms
64 bytes from fe80::2079:262e:4120:b9ff%enol: icmp_seq=1 tt1l=64 time=14.4 ms
64 bytes from fe80::2079:262e:4120:b9ff%enol: icmp_seq=1 tt1=64 time=14.4 ms
64 bytes from fe80::2079:262e:4120:b9ff%enol: icmp_seqg=1 tt1l=64 time=14.4 ms
64 bytes from fe80::13f5:9fe2:6393:bf4a%enol: icmp_seq=2 tt1=64 time=0.086 ms
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--- ff02::1%enol ping statistics ---
2 packets transmitted, 2 received, +11 duplicates, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 0.086/5.827/14.421/5.023 ms

C MynbTMKacT IPV6 Mbl NO3Xe M/I0THO MO3HAKOMUMCS MPW PacCMOTPEHUM MUPKHIroBoit cetu lggdrasil,
r[le OH UrpaeT K/IUYEBYIO POsib.

CokpauwjeHus 3anucu IPv6

Mpumep agpeca: 2001:0DB8:AA10:0001:0000:0000:0000:00FB. C Takum OMHHBLIM aapecom paboTaTb
[0CTaToO4yHO Heyno6HO, NoaToMy A1 IPV6 NpUMEHAIOT COKPALLEHHYIO NO CneuvasbHbIM npasuiaM 3anuchb.
[lna Toro 4tobbl COKPaTUTL AaHHbIM agpec Hafo0 nocnefoBaTes/IbHO NPUMEHNTL [Ba Npasua.

MpaBuno Nel:

B kaxxgom xekcTeTe (rpynne un3 4-x undp) seayline Hynv ygansawortca. Hanprumep, Bo BTopoM xekctete 0DBO
3ameHsieTcs Ha DBO. To ecTb HOMb CneBa yaasifaeTcs, HOMb CnpaBa Mbl He Tporaem. Ecnn xekcTteT cocTouTt
M3  OOHWX  HOMel, TO OH 3aMeHseTca Ha OoAMH  HoMb.  Takum  o6pasom  ajgpec
2001:0DB0:0000:123A:0000:0000:0000:0030 npeobpasyetcs B 2001:DB0:0:123A:0:0:0:30. A, Hanpumep,
agpec loopback 0000:0000:0000:0000:0000:0000:0000:0001 TakMm npaBUIOM 3aMEHSIETCA  Ha
0:0:0:0:0:0:0:1.

MpaBuno Ne2:

3T0 NpaBwI0 NPUMEHSIETCA TOMBLKO Mocnie NepBoro. B agpece BbibMpaeTcs ofHa camas AvHHAasA rpynna,
COCTOsALLasA M3 NOSTHOCTbIO HY/IEBbIX XEKCTETOB, TO €CTb camas A/IMHHasA nocnefoBaresibHOCTb «:0:0:0:» u
3aMeHsIeTCa Ha [Ba ABOeTouMs «::». DTy 3aMeHy MOXHO MPOM3BECTM TOMIbLKO OAMH pa3 1 TOMIbKO C caMoi
OJINHHOW NOC/1ef0BaTeNbHOCTbIO (Tak Kak, eciv 6bl Mbl, HANpUMep, CAeNasin Takyto 3aMeHy B ABYX MecTax
agpeca, T0 NOTOM HeNb3s 6b110 6bl BOCCTAHOBUTL, CKOMbKO MMEHHO XEKCTETOB Mbl 3aMEHUN B MEPBOM 1 BO
BTOPOM Cfyyae). BaxHblli MOMEHT: Hefb3A 3aMeHsITb OAHy rpynny u3 :0: Ha ::, mpaBuio ABa NPUMEHUMO
TONbKO ecnn ecTb 60/1ee OAHOW Hy/IEBOI TPYMMbI.

[ns npumepa BO3bMEM agpec M3 npegplaywiein 3ameHbl 2001:DB0:0:123A:0:0:0:30. Camas A/vHHas
nocnefoBaTe/ibHOCTb M3 MOJSTHOCTbIO MYCTbIX XEeKCTeToB — 3T0 «:0:0:0:», oHa HaunHaeTca cpasy nocrne
xekcTeTa «123A». ECTb elé nocneaoBarenibHOCTb U3 OAHOrO MycToro xekcteta (Mexay «DBO» n «123A»),
HO 3Ta — AJ/IMHHEEe, TaK UYTO 3aMeHATb byaem eé. AOpec CTaHeT coBceM Hebonblimm: 2001:DB0:0:123A::30.
370, KOHEYHO, ANnHHee IPv4 agpeca, HO ropasfo Kopode UCXO4HOrO.

O6paTHoe BOCCTAHOB/IEHME WCXOAHOTO ajpeca Mo COKPALLEHHON 3anucy (4Oo/KHO NPOM3BOANUTLCA
pefko B NPeACTaBMeHWM A1 YefioBeKa, HO BbIMNOMHAETCA Kakiblii pa3 B CETeBOi noacucTeme npu
o6palleHun No agpecy) AOCTATOYHO TPMBUAILHO, EC/IN Mbl Y)XKE YMEEM COKpalLaTb ajpeca.

CHauyana Hafo nocumTatb, CKO/IbKO XEKCTETOB B ajpece ocTasiocb. B Hawem cnyyae, B agpece
2001:DB0:0:123A::30 ocTtasiocb 5 xeKkcTeToB. Mbl 3HaeM, UTO afpec AO/MKEH COCTOATL N3 BOCbMU XEKCTETOB
— 3HauMT BMECTO «:» BO3BpaljaeM TpWU HefocTalowmx Hynesbix, nonyyaem 2001:DB0:0:123A:0:0:0:30.
Tenepb B KaXXA0i rpynne, rae MeHblle YeTbIPEX undp 4ONNCbIBAEM C/ieBa Takoe KOSIMYECTBO Hyslel, YTOOb!
B STOW rpynne cTa/io  4YeTbipe  uucpbl. B pe3ynbrate  noayuyum  UCXOAHbLIA  agpec
2001:0DB0:0000:123A:0000:0000:0000:0030.

HeckonbKo NpMMepoB CoKpalleHUs aapecoBs, CoKkpallaTte 6yaem no npaBusam B Aga stana:
FF80:0000:0000:0000:0123:1234:ABCD:EF12 -> FF80:0:0:0:123:1234:ABCD:EF12 ->
FF80::123:1234:ABCD:EF12

FF02:0000:0000:0000:0000:0001:FF00:0300 -> FF02:0:0:0:0:1:FF00:300 -> FFO2::1:FF00:300
2001:0DB8:0000:1111:0000:0000:0000:0200 -> 2001:DB8:0:1111:0:0:0:200 -> 2001:DB8:0:1111::200
0000:0000:0000:0000:0000:0000:0000:0001 -> 0:0:0:0:0:0:0:1 -> ::1
0000:0000:0000:0000:0000:0000:0000:0000 -> 0:0:0:0:0:0:0:0 ->

MpeanocnenHwin U3 nokasaHHbIX IPV7 agpecoB ::1 — 3TO neTneBoli MHTepdIelic, COOTBETCTBYIOLLNI B
IPv4 npuBblyHOMY 127.0.0.1

JlokasibHble adpeca

IPv6 agpeca pasnivyarTcsa no obnactu aeictens. MobanbHblil agpec IPv6 geincTByeT B UHTEPHETE.
FnobanbHble agpeca A0/MKHbI ObITb YHMKaNbHbIMKU B IHTEpPHETE, no3atoMy agpeca IPv6 pacnpegenstorcs
opraHm3saumn IANA.

JlokanbHble agpeca IPv6 (unique local address), MoryT MCnonb3oBaTbCs BHYTPWU OpraHusauum 6e3
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obpauleHns B IANA, Takve agpeca He MapLUPYyTU3MPYIOTCA B WUHTEPHET, MO3TOMY HMYEro CTPaLUHOro He
NMPOM30MLEeT, eCnM HeCKONbKO opraHu3aumii OyayT MCMonb3oBaTb OAHM W Te Xe JioKaslbHble ajpeca.
JNokanbHble agpeca IPv6 310 aHanorv npuBaTtHbIX UM YacTHbIX agpecos IPv4.

B IPv6 ectb nokasibHble agpeca kaHana cBs3u (link-local address), koTopble BOO6LWE He
MapLUPyTU3NPYIOTCS, OHM HA3HAYalTCs aBTOMaTuyeckn 1 AelicTBYOT B npegesiax 0gHOro cermeHTa ceTu,
OfIHOTO KOMMYyTatopa W/ HECKOSIbKO CBA3aHHbIX Mexy CO060i KoMMyTaTopoB. Yepes mapLupyTusarop
coobueHuns ¢ Takumun IPv6 agpecammn He NpoxoasT.

JlokanbHbIl agpec KaHana cBsA3u, AENCTBYIOWMIA B pamMKaxX OAHOro CErMeHTa CeTu, HauMHaeTcs ¢ undp
FE80. Ecnu y Bac ans ceTeBoro uHTepdpeiica (MHTepdeiicbl KOHOUIYPUPYTCS MHANBUAYa/TbHO) pa3peLléH
npotokon IPv6 (npolye Bcero ato caenatb Yyepe3 NetworkManager) To Bbl MOXETe Ansi HTepdielica BUAETb
4TO-TO NOA06HOE CrieayoLEeMy:

$ ip a s dev enol

2: enol: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
1000

link/ether 70:71:bc:a3:c5:c0 brd ff:ff:ff:ff:ff:ff

altname enp0s25

inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever

inet6 fe80::762:c6bf:9eaa:93a9/64 scope link noprefixroute
valid_1ft forever preferred_lft forever

A Ha nto6om apyrom xocte 3Toi LAN MOXHO BbINOMHATB:

$ ping -6 -c3 fe80::762:c6bf:9eaa:93a9%enol

PING fe80::762:c6bf:9eaa:93a9%enol(fe80::762:c6bf:9eaa:93a9%enol) 56 data bytes
64 bytes from fe80::762:c6bf:9eaa:93a9%enol: icmp_seq=1 tt1=64 time=8.54 ms

64 bytes from fe80::762:c6bf:9eaa:93a9%enol: icmp_seq=2 tt1l=64 time=3.64 ms

64 bytes from fe80::762:c6bf:9eaa:93a9%enol: icmp_seq=3 tt1l=64 time=3.68 ms

--- fe80::762:c6bf:9eaa:93a9%enol ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 3.635/5.284/8.544/2.304 ms

CuHmakcuc 3anucu IPv6

XapakTepHo, YTO ec/i1 Bbl BbINOMHWTE Ty Xe KOMaHAy ping 4To M MoKasaHHyH Bbllle, HO B 6onee
MPVBLIYHOM BUAE, TO NOMYUNUTE HEOXKMAAHHYIO OLLUMGKY:

$ ping -6 -c3 fe80::762:c6bf:9eaa:93a9
PING fe80::762:c6bf:9eaa:93a9(fe80::762:c6bf:9eaa:93a9) 56 data bytes

--- fe80::762:c6bf:9eaa:93a9 ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2039ms

JT0 CBsI3aHO C TEM, YTO AaXe B pamkax 0AHoi nokanbHoi cetn (LAN) coceaHne XoCTbl MOTYT UMETb, B
npuHUMne, coBnagawme nokanbHble |IPV6 an1a cBOMX UHTepdeincos. MNoaToMy Mbl AO/DKHLI 06A3aTeNbHO
yKkasbiBaTb (CydhdIMKC) € Kakoro uHtepdieiica mMbl HamepeBaemcs nocblnarb ICMP nakeTbl (ping — 370
ICMP). B kauecTBe cyddhmkca MOXET yKa3blBaTbCS HE TO/IbKO UMSA, HO 1 HOMep NepeaatoLLLEero nHtepgeiica
(Homep — B TOM BMAE Kak ero BbIBOAMT KOMaHZa ip: Mpu OCTaHOBKax W 3amyckax MHTepdoeiica, nam ero
nepekoHurypauum, HOMEpP MOXET MEHSITCA, a Moc/AefoBaTe/lbHOCTb HymMepauun uHTepdelicoB 6yaer
HapyLaTbCs):

$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN mode DEFAULT group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: enol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc mg state UP mode DEFAULT group default
glen 1000

link/ether 90:b1:1c:54:3a:46 brd ff:ff.ff.ff.ff.ff
altname enp2s0fo

3: eno2: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc mg state UP mode DEFAULT group default
glen 1000

link/ether 90:b1:1c:54:3a:47 brd ff:ff:ff:ff.ff:ff
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altname enp2s0fi

4: tun®: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 53049 qdisc fg_codel state UNKNOWN mode
DEFAULT group default gqlen 500

link/none
$ ping -6 -c3 fe80::762:c6bf:9eaa:93a9%3
PING fe80::762:c6bf:9eaa:93a9%3(fe80::762:c6bf:9eaa:93a9%eno2) 56 data bytes
64 bytes from fe80::762:c6bf:9eaa:93a9%eno2: icmp_seq=1 tt1l=64 time=18.9 ms
64 bytes from fe80::762:c6bf:9eaa:93a9%eno2: icmp_seq=2 tt1l=64 time=3.46 ms
64 bytes from fe80::762:c6bf:9eaa:93a9%eno2: icmp_seq=3 tt1l=64 time=3.66 ms

--- fe80::762:c6bf:9eaa:93a9%3 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 3.458/8.681/18.924/7.243 ms

Ecnm Bam cmyuwlaeTr Takas 3anucb NokanbHbiX IPv6 agpecoB B TaKOW, HECKO/IbKO 3aMbIC/10BaToM,
dhopme Kak nokasaHO 34eCb W/WAW YyTb Bblle, TO 3TO MOXET ObITb 3anuMcaHo U B 6osiee TpaanUMOHHOM
thopwme:

$ ping -6 -c3 fe80::522d:dGbd:b221:a526 -Ieno2

ping: Warning: source address might be selected on device other than: eno2

PING fe80::522d:d0bd:b221:a526(fe80::522d:dObd:b221:a526) from :: eno2: 56 data bytes
64 bytes from fe80::522d:d0Obd:b221:a526%eno2: icmp_seq=1 tt1l=64 time=3.46 ms

64 bytes from fe80::522d:d0bd:b221:a526%eno02: icmp_seq=2 tt1l=64 time=3.44 ms

64 bytes from fe80::522d:d0bd:b221:a526%eno2: icmp_seq=3 ttl=64 time=3.44 ms

--- fe80::522d:dObd:b221:a526 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 3.435/3.444/3.459/0.010 ms

OTO BCE nokasaHo M 06Cyxzgaem Ans TOro, YTO CMHTakcmyecku agpeca IPv6 [O/MKHbI 3anucbiBaTbCs,
NHOrAa, B HEKOTOPOIi 6Gonee CroXHo (YTOUHEHHOI) chopme, YeM Mbl 3TO NPUBLIKAN AenaTtb ans IPv4.

Hanpumep, IPv6 agpeca B coctaBe WEB URL (Hanpumep, B agpecHoli CTpoke 6pay3epa) Mbl AO/MKHbI
yKasblBaTb NOMeLLasi MX B kKBagpaTrHble ckobku [...], ecnm B URL HyxHO ykaszatb TCP nopr, TO yka3blBaeT ero
3a npegenamu ckobok. BoT kak aTo BbIrAguT (He obpalualite, Noka, BHUMaHWUSA Ha «CTPaHHY» OOMEHHYHO
30HYy .lib — Mbl K 3TOMYy BCKOpPe BEPHEMCS, Hac Noka WMHTEPECYKT TOMbKO CUHTaKcuueckue opmbl
3anvcu agpecos IPv6):

$ host ygg.linux-ru.lib

ygg.linux-ru.lib has IPv6 address 221:58c9:9a6:99be:f3d:clac:2b5b:9771
$ curl [221:58c9:9a6:99be:f3d:clac:2b5b:9771] > /dev/null

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 52692 0 52692 0 0 44686 O --:i--:-- 0:00:01 --:--:-- 44692

$ wget http://[221:58c9:9a6:99be:f3d:clac:2b5b:9771]:80/index.php -0 - > /dev/null

--2023-04-21 17:11:23-- http://[221:58c9:9a6:99be:f3d:clac:2b5b:9771]/index.php

MoaknwyeHne K [221:58c9:9a6:99be:f3d:clac:2b5b:9771]:80.. coeanHeHNe YyCTaHOB/EHO.

HTTP-3anpoc oTnpasBneH. OxuaaHue oTBeTa.. 200 OK

AnnHa: HeT pgaHHbix [text/html]

CoxpaHeHue B: ‘STDOUT’

- [ <=> ] 51,54K --.-KB/s 3a 0,1s
2023-04-21 17:11:24 (419 KB/s) - 3anucaH B stdout [52782]

(A He nokasbiBalo 34echb rpadimyeckoli KapTuHKM Gpay3epa, BO usbexaHue neperpyskn Mecta B TEKCTE, HO
MMEHHO B TaKOM CMHTaKCMCe Mbl AO/MKHbI MOKasbiBaTb IPV6 B agpecHoit cTpoke bpaysepa. A BOT Takoi
dhopmoin KomaHAbl wget Mbl 6yaem NpoBepsiTb paboTocnoco6HOCTL ceTeBbix WEB-cepBepa.)

B Opyrnx crnydyasdx, Mbl MOXEM pacCCHUTbIBATb Ha I'IpI/IBbIl-IHbIﬁ CUHTaKcuc 3anucn IPv6 B KOHCOJ/bHbIX
KOMaHAax, 34ecb ANna ping MCNonb3yeTcs He NoKasbHbI IPV6 (yaanéHHbll B VIHTEpHET), Korga CeTeBol
CTEeK MOXeET (M3 Tabnuubl POyTUHra) OAHO3HAYHO OMpeaenMTb Tpaccy MPOXOXAEHUS 3anpoca, MHTepdelic
otnpaskn ICMP:

$ ping -6 -c3 221:58c9:9a6:99be:f3d:clac:2b5b:9771
PING 221:58c9:9a6:99be:f3d:clac:2b5b:9771(221:58c9:9a6:99be:f3d:clac:2b5b:9771) 56 data bytes
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64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=1 tt1=64 time=115 ms
64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=2 ttl=64 time=117 ms
64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=3 tt1=64 time=115 ms

--- 221:58c9:9a6:99be:f3d:clac:2b5b:9771 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 114.620/115.602/117.062/1.052 ms

BoT Tak Mbl MOXEM OnpeaensATb OTKPbITOCTb NOPTOB (thaliepson) n pabotocnocobHocTb WEB cepBepoB Ha
yAanéHHbIX XocTax VIHTePHET, roTOBHOCTb UX pabotaTtb no HTTP (TCP nopt 80) unn HTTP (TCP nopt 443):

$ telnet 221:58c9:9a6:99be:f3d:clac:2b5b:9771 80
Trying 221:58c9:9a6:99be:f3d:clac:2b5b:9771...
Connected to 221:58c9:9a6:99be:f3d:clac:2b5b:9771.
Escape character is 'A]'.

A

telnet> Connection closed.

$ telnet 221:58c9:9a6:99be:f3d:clac:2b5b:9771 443
Trying 221:58c9:9a6:99be:f3d:clac:2b5b:9771. ..
Connected to 221:58c9:9a6:99be:f3d:clac:2b5b:9771.
Escape character is 'A]'.

A

telnet> Connection closed.

HakoHeu, BOT Tak Mbl CKaHWpyeM OTKpPbITble NOPTbl YAANEHHOro XxocTa rae-to ganeko B WHTepHer
(BcnoMHuM, uTO ang IPv6, B otnnume ot IPv4, HET pasHuLbl B AOCTYNHOCTU XOCTOB «/10TaflbHbIE» OHU WU
«rnoGanbHbIE»):

$ nmap -6 221:58c9:9a6:99be:f3d:clac:2b5b:9771

Starting Nmap 7.80 ( https://nmap.org ) at 2023-04-21 14:59 EEST

Nmap scan report for 221:58c9:9a6:99be:f3d:clac:2b5b:9771

Host is up (0.13s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

8080/tcp closed http-proxy

Nmap done: 1 IP address (1 host up) scanned in 23.21 seconds

MpozHo3

Cuctema IPv6 6blna odmumanbHO BBeAeHa B akcrsyatauuio 6 uwioHa 2012 roga (KpynHeiwmmu
npoBaiifepamMmn egMHOBpPeMeHHo). BmecTo 232 uugusmayanbHbix agpecoB IPv6 npepoctaBnser 2128
a/pecos.

Mpobnema, kazanockb Obl, pelweHa... OgHako nepexof ¢ npotokona IPv4 Ha IPv6 Bbi3bIBAeT TPYAHOCTH,
NMOTOMY 4YTO 3TV NPOTOKOJIbl HECOBMECTUMbI. I MOBCEMECTHbIV Nepexos NOLWén ropasfo MeaneHHee, Yem
MPOrHO3MPOBaSIOCh HAa MOMEHT BBOZA B 3KCM/yaTauuto. N U3IOMUHKON NPUUYMHBI TAKOTO TSHKENOoro nepexoga
Ha 6-10 BEPCMIO NPOTOKONa SABMSETCA AeHeXHask CToMMOCTb! MHOrMe npoBaigepbl U KOMMAHMU NPOCTO He
rOTOBbI BK/1aAblBaTh AOCTATOYHOE KOMIMYECTBO CPEACTB 4J/15 nepexoja.

Ho, kak 6bl TO HM 6bin0o, IPv6 — 310 6yayuiee ViHTepHeT! A BCrief 3a HUM U NOKanbHbIX ceTei. UTo
npusBegér co BPEMEHEM K NOMHOMY BbITECHEHMA W OTMUpaHuio IPv4. Bonpoc Takoro nporHosa TO/fIbKO B
TemMnax u cpokax.

KoHeuHo, No6oii NporHo3 — fe/o HebnarogapHoe. ..

ApapecHble nepemMeHHble B NporpamMmMHOM Koge
MpoToTUMNbI PYHKLWIA AN PaboThbl C aApPECHbIMU NePEMEHHBIMM OMUCaHbI <arpa/inet.h> .

®yHKUMA inet_pton() Npeo6pas3oBbiBAET CUMBO/bHOE M306padkeHe IP agpeca B CTPYKTypy aapeca:
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int inet_pton(int af, const char *src, void *dst);
3pechb:
- af — cemeiicTBO agpecoB, MOXET ObiTb 3anMCaHO TOMIbKO OAHOW W3 2-X CUMBOJSIbHbIX KOHCTaHT:

AF_INET wnum AF_INET6, 4TO oO3Hayaer agpec IPv4 wnm [IPv6, COOTBETCTBEHHO
(</usr/include/bits/socket.h>);

- Src — CUMBOJIbHASA CTPOKa, B KOTOPOI 3anvcaH ucxogHbliin IP agpec. Ans IPv4 agpec 3anmcbiBaeTcs B
MPWBbLIYHON To4yeyHol HoTaumu: "d.d.d.d", rae d — 3To gecaTuvHoe uymcnao 0-255. Ana IPv6
afpec MoXeT 3anucbiBatbcs B Heckonbkux dpopmax: h:h:h:h:h:h:h:h nan h:h:h:h:h:h:d.d.d.d, rge
h — ato go 4-x 3HaKkoB WecTHaguarepuyHble yucna (0-ffff), kpome TOro, HyneBble afpecHble
rpynnsl B IPV6, Kak 06bI4HO, MOTYT OnyckaTbCsl, Hanpumep: ::FFFF:204.152.189.116.

- dst — pe3synbTaT NnpeobpasoBaHunis, CTPYKTYpa afpeca, B KOTOPO 3aBUCUT OT CEMEICTBA aApECOB.

[nsa AF_INET 370 (onpegensercd B <linux/in.h>):

struct in_addr {
__be32 s_addr;
}
[na AF_INET6 370 (onpegensietcst B <linux/in6.h>):

struct in6_addr {
union {
us u6_addr8[16];

} in6_u;
Boobue, B fape Linux onpegeneHo BecbMa MHOTO MOAAEPXUBAEMbIX CEMENCTB agpecoB (MM CEMENCTB
MPOTOKO/10B), YTO CU/IbHO YC/TOXHSET NONCK MHpopMauun:

$ cat socket.h | grep 'AF_' | wc -1
44

BosBpalliaemoe 3HadeHne yHKLMK inet_pton() yKas3blBaeT Ha YCMeLIHOCTbL onepaLyvmy npeobpasoBaHus:
1 — ycneluHoe npeo6pasoBaHue;
0 — CTpOKa SIC He COZIEPXKMT CTPOUHOE NpeACcTaB/eHe B CreuuduLMpoBaHHOM CeMelicTBe aflpecos;

-1 — B KadecTBe napametpa af ykasaHO HefloNyCTVMOE CEMECTBO aflpecos, Npu 3TOM rnobasibHas
nepeMeHHas errno ycTaHaB/IMBaeTcsl B EAFNOSUPPORT;

®PYHKUMA inet_ntop() AenaeT B TOUHOCTU HAOBOPOT: Npeobpa3oBbIBAET CTPYKTYPY CETEBOIO ajpeca B
CMMBO/IbHOE 1306paxeHne IP agpeca:

const char *inet_ntop(int af, const void *src, char *dst, socklen_t size);
34ech:
- af — cemelncTBo agpecos AF_INET nnn AF_INET®6;

- dst — cTpoka pe3ynsrtaT npeob6pasoBaHus, 3TO e 3HauyeHue BOo3BpallaeTcs inet_ntop() npu
YCMELIHOM BbINO/IHEHUN;

- size — [A/MHA 3anpaluMBaeMoli CTPOKU pesysbrarta, cneuuuuupyemas npu Boi3ose, 3T0 MOXET 6bITb
CMMBO/IbHAsA KOHCTaHTa TUna INET6_ADDRSTRLEN;

B 3aronoBo4yHOM (paline <arpa/inet.h> npeacTaBieHO el BecbMa MHOMO MNOAE3HbIX (OYHKLNIA
MaHunynsumm ¢ IP agpecamy — OHM OCTaB/IAOTCS HA CaMOCTOSITENIbHOE U3YYEHME.

Uto6bl He n30bpeTaTb Benocuneq, B ka4ectse npymepa paboTtsl ¢ agpecamu (katanor apxmea address)
BOCMO/1b3yeMCS KOAOM NprMepa HeNOCPeACTBEHHO U3 man CTPaHULbI:

adr.c :
#include <arpa/inet.h>
#include <stdio.h>

#include <stdlib.h>
#include <string.h>
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int main(int argc, char *argv[]) {
unsigned char buf[sizeof(struct in6_addr)];
int domain, s;
char str[INET6_ADDRSTRLEN];
if (argc != 3) {
fprintf(stderr, "Usage: %s {i4|i6|<num>} string\n", argv[0]);
exit(EXIT_FAILURE);
}
domain = (strcmp(argv[1], "i4") == 0) ? AF_INET :
(stremp(argv[1], "i6") == 0) ? AF_INET6
atoi(argv([1]);
s = inet_pton(domain, argv[2], buf);
if (s <= 0) {

if (s == 0)
fprintf(stderr, "Not in presentation format");
else

perror("inet_pton");
exit(EXIT_FAILURE);
}
if (inet_ntop(domain, buf, str, INET6_ADDRSTRLEN) == NULL) {
perror("inet_ntop");
exit (EXIT_FAILURE);
}
printf("%s\n", str);
exit (EXIT_SUCCESS);

MporpamMmMa BbINOMHAET NpsAMOe, a 3areM obpaTHoe (4718 KOHTPONs) npeobpasoBaHWe CTPOYHOro
n3o6paxenus IP agpeca. BbinonHeHne npvmepa WIIOCTPUPYET Bbile CKasaHHOe O hopmatax Bbi30Ba
doyHKUMIA:

$ ./adr i6 0:0:0:0:0:0:0:0

$ ./adr i6 1:0:0:0:0:0:0:8

1::8

$ ./adr 16 0:0:0:0:0:FFFF:204.152.189.116
ffff:204.152.189.116

$ ./adr i4 204.152.189.116

204.152.189.116

Pa3pelwleHue agpecoB U UMEH

B npvHuune, ceTb VIHTEpHeT BrnonHe Morna 6bl paboTaTb TO/IBKO Ha OCHOBaHWM agpecauun yepes
uncnosble IP agpeca (a Kak y>xe AO/HKHO CTaTb NMOHATHO U 3TV YMC/IOBbIE 3anucy B YC/IOBHbIX dhopmaTax —
eCTb 3anMcb GUTOBOW MOCNeAoBaTe/lbHOCTU A/IMHON 32 unn 64 6uT). OgHaKO 4YenoBeKYy KpaiHe CI0XHO
BM3ya/lbHO BOCMPVHUMATbL TakMe [JJ/IMHHbIE YMC/IOBble MocnefoBaTeNnbHOCTU. [103TOMy agpecyembim
eguHMLaM B CeTWM CTa/iM npucBamBaTb 0O0O/iee-MEHEE OCMbIC/IEHHbIE WMMEHa, NErko BOCMPUHMMaeMble
yenosekoM. Ho Toraa Bo3HUKAET 3aga4va nogaepXaHus ycToiumBbIxX Tabnul, COOTBETCTBUIA MMEH agpecam, 1
3ajayva 6bICTPOro paspeLLeHns MMEH B aapeca 1 HaobopoT.

[Ona peweHus atnx 3agad Oblia co3gaHa (ewé Ha 3ape UHTepHeT) cuctema DNS (Domain Name
System, cuctemMa [OMEHHbIX WMEH) — KOMMbIOTEPHAA pacnpefenéHHas cuctemMa A8  MnonyyeHus
MHpopMaumm o0 AoMeHax. Yalie Bcero oHa WCMNoMb3yeTcs A1 nosydyeHusa IP agpeca no MMeHU XOCTa,
NoMydeHns MHopMauum O MapLipyTM3auum noyTbl U HEKOTOPOI Apyroi aapecHoi uHdopmauun.
PacnpegenénHaa 6asa paHHbix DNS paccpegotoyeHa Ha mepapxuun BblgeneHHbix DNS-cepsepoB 1 Mo
COOTBETCTBYHOLLEMY (TOMBbKO ANS1 3TUX Lienei) NpoToKony. V3 cka3aHHOro yXXe AO/MKHO ObiTb MOHATHO, UTO
npotokon DNS — 3To oAMH K3 CTapenlimx MNPOTOKOMOB VIHTEPHET ... HO OH MpeTeprnen U MHOXECTBO
N3MEHEHWIA 1 UMEET MHOXECTBO MoandIMKaLuii.

B POSIX/UNIX (yTnnutax) npeaycMoOTpeH [O0CTaTOuHblii Habop KomaHg U (OyHKUMIA OS5 B3aMMHOrO
npeobpas3oBaHUs UMEH M aJpecoB XOCTOB M MOMAy4YeHUs MHGopMauumM 0 Xoctax. [na Takux afpecHbIX
npeobpasoBaHnii BCe 3T MHCTPYMEHTbI AO/MKHbI MPUBMEKaTb MHGopMaumio 13 gaina /etc/hosts, nm
obpawarbcs Kk MexaHnamy DNS.
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W3 komaHaHOl cTpokM nNogo6HOoe paspelueHve BbIrsauT Tak (B 1-ii koMaHae 415 paspeLueHns UMeHu
Mbl ABHO 3aTpeboBasiv ViHTepHeT DNS-cepsep 1.1.1.1):
$ nslookup gnx.org.ru 1.1.1.1
Server: 1.1.1.1
Address: 1.1.1.1#53

Non-authoritative answer:
Name: gnx.org.ru
Address: 89.223.70.101

$ host rus-linux.net

rus-linux.net has address 178.208.91.21

rus-linux.net has IPv6 address b2d0:5b15:400d:802::1004
rus-linux.net mail is handled by 10 mail.rus-linux.net.

Ewe BapunaHT (34eCb Mbl TOXE SIBHO YKa3biBaeM Tpebyembli DNS-cepsep 8.8.4.4):
$ dig @8.8.4.4 linux-ru.ru
; <<>> DiG 9.18.12-0ubuntu@.22.04.1-Ubuntu <<>> @8.8.4.4 linux-ru.ru
; (1 server found)
;7 global options: +cmd
;5 Got answer:
;7 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 12764
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;+ OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;7 QUESTION SECTION:

; linux-ru.ru. IN A

;; ANSWER SECTION:
linux-ru.ru. 600 IN A 90.156.230.27

;; Query time: 96 msec

;7 SERVER: 8.8.4.4#53(8.8.4.4) (UDP)
;7 WHEN: Thu Apr 20 19:36:36 EEST 2023
;7 MSG SIZE rcvd: 56

MbI eLé He pa3 u MHOro 6yaem roBopuTb 0 MexaHnaMme DNS-paspelueHmns ganblue, a noka B3r/IsstHeEM Ha
TO KakK paspelleHne aapecosB N MMEH NMPOMCXOANT B NPOrpaMMHOM KOZe...

PaspeweHue UMéH 8 nNpo2paMmMHOM KooOe

HeobxogMMOCTb  B3aMMHOrO  paspelleHnss UMEH y3noB (Hanpumep Yyandex.ru) WAN B
cooTBeTcTBYOWME UM IP agpeca (kak 213.180.204.11) 1 Hao60pOT BO3HMKAET NOCTOSAHHO: MOKa3aHHbIe B
3TON hpase MMs 1 agpec ABNATCSA M306paKeHeM OHOMO 1 TOFo XEe y3na B pasHOi cucTeme agpecauun.
[nsa ocylecTeneHus aToro npeobpasoBaHns B CETU CYLLECTBYET Lenasi CBA3Hasi ceTb cepsepoB DNS.

A 13 NpefHa3Ha4YeHHbIX AN 3TUX Lenein oyHKUuiA:

#include <netdb.h>
struct hostent *gethostbyname(const char *name);
®yHKUMA BO3BpaLLaeT MHOPMAaLUIO O XOCTe M0 ero UMeHu:

struct hostent {

char *h_name; /* Official name of host. */
char **h_aliases; /* Alias list. */
int h_addrtype; /* Host address type AF_INET or AF_INET6 */
int h_length; /* Length of address 4 or 16 */
char **h_addr_1list; /* List of addresses from name server. */

}

Eweé oguH ob6pasey, — dyHkuusa gethostbyaddr ( )vwywan vHdopmauyuio o xocte no IP agpecy
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(obpatHas chyHKLMoHaNbLHOCTL gethostbyname())

#include <sys/socket.h> /* for AF_INET */
struct hostent *gethostbyaddr(const void *addr, socklen_t len, int type);

®yHkuma getaddrinfo(), BBegeHHas 6onee no3gHWM cTaHgaptom POSIX 1.9, ckpbiBaeT Bce
3aBMCMMOCTM B NapaMeTpax OT Tuna NpoToKona:

#include <netdb.h>

int getaddrinfo(const char *node, const char *service,
const struct addrinfo *hints,
struct addrinfo **res);

Uepes ykasatenb res yHKUMA BO3BpallaeT ykasaTe/lb Ha CBA3HbIA COMCOK CTPYKTyp addrinfo
(cozpaBaemblil guHamu4yeckn cpeacteamm malloc()):

struct addrinfo {

int ai_flags;

int ai_family; /* AF_xxx */

int ai_socktype; /* SOCK_DGRAM, SOCK_STREAM, ... */
int ai_protocol;

socklen_t ai_addrlen;

struct sockaddr *ai_addr;

char *ai_canonname;

struct addrinfo *ai_next; /* none cBaA3u */

i

MOCKONbKY CNUCOK CO34aETCA AMHAMUYECKU, ero No3xe HYXXHO 06sa3arenbLHO YAanTb BbISOBOM:

void freeaddrinfo(struct addrinfo *res);

Mpumep wucnonb3oBaHus getaddrinfo() nokasaH B kaTanore apxmBa address Ha npumepe
petpaHcnupytoLLero cepsepa UDP (npymMep B3AT HenocpeacTBeHHO M3 man doyHkuumn getaddrinfo()):

- KJINEHT:

$ ./gclie localhost 60000 npuBeT
Received 13 bytes: npuseT

- cepBep:
$ ./gserv 60000

Received 13 bytes from notebook.localdomain:58355
nC

Cemesbie uHmepgelicbi

B oTanume OT Bcex MpoYMx YCTPOWMCTB B CUCTEME, KOTOPbIM COOTBETCTBYIOT MMeHa (M Homepa)
yCTpolicTB B kaTasore /dev, ceTeBble YCTPOMCTBA CO3J4al0T CeTeBble WHTepdpeiicbl, KOTOpble He
oTOOpaXxalTcA Kak MMEHOBaHHble YCTpoicTBa B /dev, HO Kaxgbli M3 KOTOPbIX MMEET Habop CBOMUX
xapakTtepuctnyeckux napametpoB (MAC agpec, IP agpec, macka cetu, npedwmkc ...). iHTepdelicbl moryT
ObITb (husmyecknmn (oTobpaxalLmnmMn peasbHble annapaTHble CeTeBble YCTPONCTBa, Hanpumep, ethe —
agantep Ethernet), nnm nornyeckummn (OTpaxaloLWVMKU HEKOTOpble MOAENMpyeMble MOHATUS, Hanpumep,
tap® — TyHHenbHbI WHTepdeiic). OgHOMY annapaTHOMY CETEBOMY YCTPOINCTBY MOXET COOTBETCTBOBATb
OHOBPEMEHHO HECKOJIbKO Pa3/IMYHbIX CETEBLIX MHTEPIECOB.

CeteBble MHTepdheiicbl cO3[a0TCA NOAAEPKMBAOWMMN UX ApaliBepaMyn — Mogynsmu sigpa Linux. B
obuwem cnyvae, paspaboTunk gpaiiBepa (Mogyns sapa) cneuuduyeckoro CEeTeBOoro YCTPOMCTBa MOXET
BblOpaTh MMS A/151 €0 MHTepdelica NPon3BOJILHO (OnpeaensieTcs nporpaMMHbIM KOAOM ApaiBsepa).

MpumeuaHwue: MpogonxuTenbHble rofbl (4eCATUIETNA) CyllecTBOBas1a Tpagnumsa (yHacnegoBaHHas 13
paHHMX UNIX) nmeHoBaTb ceTeBble UHTEpPIENCHI N0 UX NPUHAONEXHOCTU K TON WAW UHOW hU3nYecKom
cpege (MpoTokony) nepefaun, Hanpumep, MHTepdeiic yctpoiictBa WiFi go/mkeH 6bln MMeHOBaTbCs Kak
wlan®. Ho B Tekywux peanusauusax Linux (sgpa 3.x U gasnee) MMeHa CeTeBbIX WHTepdheiicoB MoryT
KOHCTPyMpOBaTbCA aBTOPOM KOoga ApaiBepa He MCXO04A U3 NPUHAOIEXHOCTM K NPOTOKOosamM OU3nyYecKoro
ypoBHa (Hanpumep, eth®, ethl, .. — pana npoBogHbix Ethernet coeguHeHwnil), a CcoOBepLUEHHO
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npou3Bo/IbHO. BpemeHamy npegnpuHumatotcs nonbiTkn (Fedora 16, Fedora 17) BBecTn eamHoo6pasHoe
MMeHOBaHue MHTepencoB UCxoas, Hanpumep, 13 pacnosoxeHns (agpeca) 4aHHOro CETEBOro ajantepa Ha
annapatHoi wuHe PCI. Torga nms mHtepdieiica (o8 Toro xe npoBogHoro Ethernet) MmoXeT NpuHATL BUA:
p7pl wnu p2pl. Ho 1 Takme NpuBA3KN HE MPYXKUIIUCH LLUMPOKO.

ViMeHa ceTeBbIX WHTEpPhencoB, kak Mbl YBUAMM BCKOpPE, MOryT ObiTb MPOU3BOJSIBHBIMU U
onpefensloTca Mogynem sapa, peasiMaylowum UHTepdeiic Ana ycTpoicTB Takoro Tuna. B cucteme He
MOXET 6bITb MHTEPPENCOB C COBMaZAOWMMMN MMEHAMIW, MO3TOMY NOAAEPXKUBAIOLLMI MOAY b AO/HKEH ByAeT
Kak-ToO MogMmuupoBaTb MMeHa MHTEPIECOB  OOHOTUMHBLIX YCTPOICTB, B COOTBETCTBUM C MPUHSTON
CXEMO MMeHOBaHUi (Hanpumep, Ao6aBnasa cydduke: undpy, autepy, ...).

MocmoTpEeTb TEKYLLME CYLLECTBYIOLLME CETEBbLIE UHTEPAIENCHI Ha Y3/1€ MOXHO, Hanpumep, Tak:
$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: enp2s14: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP mode DEFAULT group
default glen 1000

link/ether 00:15:60:c4:ee:02 brd ff:ff:ff:ff:ff:ff
3: wlp8sO: <BROADCAST,MULTICAST> mtu 1500 qdisc mq state DOWN mode DORMANT group default glen 1000
link/ether 00:13:02:69:70:9b brd ff:ff:ff:ff:ff:ff

OTUM Xe UHTepdieincam COOTBETCTBYHOT NOAKATA/I0MM C COOTBETCTBYHOLWMUMN MMEHAMK B /Proc, Kaxapli
TaKoW KaTanor cogepxut ncesgodaiiibl-napameTpbl (M0 AUArHOCTUKE UK YNpaBieHno) COOTBETCTBYIOLLETO
nHTepdeiica:

$ 1ls /proc/sys/net/ipva/conf
all default enp2si4 1lo wlp8s0

$ 1s -w80 /proc/sys/net/ipva4/conf/enp2si4/

accept_local disable_xfrm proxy_arp_pvlan
accept_redirects force_igmp_version route_localnet
accept_source_route forwarding rp_filter
arp_accept igmpv2_unsolicited_report_interval secure_redirects
arp_announce igmpv3_unsolicited_report_interval send_redirects
arp_filter log_martians shared_media
arp_ignore mc_forwarding src_valid_mark
arp_notify medium_id tag

bootp_relay promote_secondaries

disable_policy proxy_arp

Tak xe, kaK AN 6/104HbIX YCTPOWCTB (AMCKOB) B Linux, korga oHW ewwé He nNpurogHbl Ans paboTbl noka
NX HE CMOHTUPYIOT, Tak 1 ceTeBble MHTepdelickl, camu Nno cebe, eLLé He NpUrogHbl 415 paboTbl B CETU, NOKA
NX He MOArOTOBAT K UCMO/b30BaHUI0. 3Ta NoArotoBka (KOHUIypmpoBaHne) CeTEBbIX MHTEPIENCOB COCTONT
B TOM, UTO CETEBOII MHTEpIeNC NpuBA3bIBAETCS K CBOEMY WHAMBMAyanbHOMY IP agpecy (ogHomy wnm
HECKO/IbKUM) U K MOACETH.

BaXHO: XOTS onpeaensieM Mbl CETEBbIE MHTephelicbl Ha ypoBHE UX MMEH, BCA AasibHeliwasa paboTta 13
MPOrpamMmmMHOro Kofa C CETEBbIM TpadhmkoM Yepes nHTepdiencebl MPONCXOANT UCKUMTENBHO B TepMuHax IP
agpecoB. KoppekTHoe KOHMUryprpoBaHME CETEBbIX WHTEPHECOB NPOUCXOAMT Ha YPOBHE KOMaHp,
CUCTEMBbI, a Y)Xe AafibHellllee NX UCnosib3oBaHe U3 NPOrpaMMHOro Koja — Ha ypoBHe |IP agpecos.

CaMbiM CTapbiM U M3BECTHbIM MWHCTPYMEHTOM [AMArHOCTMPOBAaHWS W  YNpaB/IeHUs CETEBbIMMU
nHTepdpelicamun siBnsietcs ytunmTta ifconfig. BoT kak MOXET BbIISAETb NPeACcTaBiseMas el KapTuHa
OLHOBPEMEHHO CYLLECTBYHOLLMX MHTEPENCOB:

$ ifconfig
cipsecO Link encap:Ethernet HWaddr 00:0B:FC:F8:01:8F
inet addr:192.168.27.101 Mask:255.255.255.0
inet6 addr: fe80::20b:fcff:fef8:18f/64 Scope:Link
UP RUNNING NOARP MTU:1356 Metric:1
RX packets:4 errors:0 dropped:3 overruns:0 frame:0
TX packets:18 errors:0 dropped:5 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:538 (538.0 b) TX bytes:1670 (1.6 KiB)
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eml: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.20 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::a21d:48ff:fef4:935c prefixlen 64 scopeid 0x20<link>
ether a0:1d:48:f4:93:5c txqueuelen 1000 (Ethernet)
RX packets 1039 bytes 751246 (733.6 KiB)
RX errors © dropped © overruns @ frame 0
TX packets 932 bytes 128724 (125.7 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0
device interrupt 17 memory 0xd4700000-d4720000

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen @ (Local Loopback)
RX packets 13 bytes 1360 (1.3 KiB)
RX errors © dropped © overruns @ frame 0
TX packets 13 bytes 1360 (1.3 KiB)
TX errors © dropped O overruns @ carrier © collisions 0

ppp0: flags=4305<UP, POINTOPOINT, RUNNING, NOARP, MULTICAST> mtu 1500
inet 77.52.137.120 netmask 255.255.255.255 destination 80.255.73.34
ppp txqueuelen 3 (Point-to-Point Protocol)
RX packets 57 bytes 3113 (3.0 KiB)
RX errors © dropped © overruns @ frame 0
TX packets 6 bytes 111 (111.0 B)
TX errors @ dropped O overruns @ carrier 0 collisions 0

wlol: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.200 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::3623:87ff:fed6:850d prefixlen 64 scopeid 0x20<link>
ether 34:23:87:d6:85:0d txqueuelen 1000 (Ethernet)
RX packets 17 bytes 2022 (1.9 KiB)
RX errors © dropped © overruns @ frame 0
TX packets 61 bytes 7534 (7.3 KiB)
TX errors © dropped O overruns @ carrier © collisions @
device interrupt 19

3pecb npeacTaBneHbl 04HOBPEMEHHO pas/iMyHble (Mo NPMPoAE) CeTEBbIE NHTEPOIEICHI:

- BMpPTYyaUibHbIl MHTEpdielic cipsecO (BUpTyasibHasa yacTHas ceTb, VPN) co3gaHHbIi MporpaMMHbIMU
cpepctBamm (Cisco Systems VPN Client, ot Cisco Systems), pa6otaiowumii Yepe3 OAuH M3 peasibHbIX
om3nyecknx KaHanoB (Y4TO MNOATBEPXAAET CKa3aHHOe Bbille O BO3MOXHOCTW HECKO/SIbKMX CEeTeBbIX
NHTEPENCoB Hag OLHUM KaHasIOM).

- nHTepdoeiic manuyeckoro nposogHoro Ethernet agantepa emi.

- nHTepdeiic dmanyeckoin GecnposogHoi cetTb Wi-Fi wlol uuncera Broadcom Corporation BCM43228,
1 UMEHHO 3TO UMSA wlol onpeaenseTcsa UCnosb3oBaHMEM NPONPUETapHOro gpasepa ot Broadcom.

- nHTepdeiic pppO cusmueckoro becnposogHoro 3G CDMA mogema Ha USB wwiuHe.

- IOTMYecKunin NeTneBon nHTepdelic Lo, cospatowminics B 06O cnucteme, N NOAAEPXKUBAKOLLMIA 0601

n3 IP agpecos nokasibHOro gnanasoHa 127.X.X.X:

$ ping 127.254.254.254

PING 127.254.254.254 (127.254.254.254) 56(84) bytes of data.

64 bytes from 127.254.254.254: icmp_seq=1 tt1=64 time=0.087 ms

64 bytes from 127.254.254.254: icmp_seq=2 ttl=64 time=0.071 ms

nC

--- 127.254.254.254 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 999ms

rtt min/avg/max/mdev = 0.071/0.079/0.087/0.008 ms

KomaHga ifconfig nmeeT oueHb pasBuUTYH qoyHKLMOHA/IbHOCTbL, OHA NO3BOJISIET BbINOHSATH HE TOMBLKO
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OMarHocTrky, HO 1 ynpaBneHue nHTepdieiicamu: 3anyck 1 ocTaHOB MHTepdheiica (onepauun up n down),
npucesoeHue IP agpeca, macku, co3gaHue |IP annacos n mHoroe gpyroe. [na ynpasneHus co3gaBaemMbiM
CeTEBbIM WMHTepdieiicom (Hanpumep, onepauun up wuam down), B OT/IMUME OT AMArHOCTMKW, yTunuTa
ifconfig notpebyeT npaB root.

Bonee coBpemeHHbIM (6onee No3gHMM), HO 1 6o/iee pasBUTLIM UHCTPYMEHTOM, ABNAeTCA yTuauTa ip (B
HEKOTOPbIX ANCTPMOYTMBaX MOXET NOoTpeboBaTbCsA OTAesbHAaA YCTaHOBKA M3 peno3vTapus nakeTta,
N3BECTHOrO Nnof MMeHem iproute2), BOT pesysbrarbl BbIMOMHEHNS] TaKOW KOMaHAbl A1 HECKOSIbKO APYrom
annapartHoi KoHurypauuu:

$ ip link

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: eth®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN glen 1000
link/ether 00:15:60:c4:ee:02 brd ff:ff:ff:ff:ff:ff

3: wlan@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP glen 1000
link/ether 00:13:02:69:70:9b brd ff:ff:ff:ff:ff:ff

4: vboxnet®: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN glen 1000
link/ether 0a:00:27:00:00:00 brd ff:ff:ff:ff:ff:ff

5: pan@: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN
link/ether ae:4c:18:a0:26:1b brd ff:ff:ff:ff:ff:ff

6: cipsecO: <NOARP,UP,LOWER_UP> mtu 1356 gdisc pfifo_fast state UNKNOWN glen 1000
link/ether 00:0b:fc:f8:01:8f brd ff:ff:ff:ff:ff:ff

$ ip addr show dev cipsecO
cipsecO: <NOARP,UP,LOWER_UP> mtu 1356 gdisc pfifo_fast state UNKNOWN glen 1000
link/ether 00:0b:fc:f8:01:8f brd ff:ff:ff:ff:ff:ff
inet 192.168.27.101/24 brd 192.168.27.255 scope global cipsecO
inet6 fe80::20b:fcff:fef8:18f/64 scope link
valid_1ft forever preferred_1ft forever

o

YTunuta ip UMeeT O4YeHb Pa3BETB/IEHHbIA CUHTAKCUC, HO, K CYACTbl, U TaKyld Xe pPa3BETB/IEHHYIO,
[PEeBOBUAHYO CUCTEMY MOACKA30K C AeTasin3aumeii no K1veBbIM C/I0OBaM:
$ ip help
Usage: ip [ OPTIONS ] OBJECT { COMMAND | help }
ip [ -force ] -batch filename
where OBJECT := { link | addr | addrlabel | route | rule | neigh | ntable |
tunnel | maddr | mroute | monitor | xfrm }
OPTIONS := { -V[ersion] | -s[tatistics] | -d[etails] | -r[esolve] |
-f[amily] { inet | inet6 | ipx | dnet | link } |
-o[neline] | -t[imestamp] | -b[atch] [filename] }

$ ip addr help
Usage: ip addr {add|change|replace} IFADDR dev STRING [ LIFETIME ]
[ CONFFLAG-LIST]
ip addr del IFADDR dev STRING
ip addr {show|flush} [ dev STRING ] [ scope SCOPE-ID ]
[ to PREFIX ] [ FLAG-LIST ] [ label PATTERN ]

MpumeyaHue: YTunurta ip fonyckaeT B 3anncu KOMaHz COKpalleHUs K/IYeBbIX CMOB 40 OA4HO3HAYHOro
pacno3HaBaHUsl KOHTEKCTA, YacTo 3TO BCEro ofHa Oyksa. BOT Takme «CKOPOroBOPKM»: ip a S — BMEeCTO
3anucn ip address show, wam ip 1 — BmecTto ip 1link. 3TO o4YeHb 3KOHOMWUT BpeMs, YAO6HO, U Bbl
HeOoJHOKpaTHO byaeTe BUAETb Takne CoKpalleHns fanee rno TeKCTy.

Lnpokoe npvMeHeHVe 6eCpPOBOAHBIX CETEBLIX TEXHOMOMMIA (B YacTHOCTU WIiFi) nopoavnn Lenbiin Kkpyr
HOBBIX CNELUANYECKNX MHCTPYMEHTOB AJ151 X aHa/IN3a U HACTPOIKU UX MHTepheiicoB. HeKoTopble U3 HUX:

$ which iwconfig
/sbin/iwconfig

$ 1s /sbin/iw*
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/sbin/iw /sbin/iwconfig /sbin/iwevent /sbin/iwgetid /sbin/iwlist /sbin/iwpriv /sbin/iwspy

$ iwconfig

lo no wireless extensions.
eml no wireless extensions.
wlol IEEE 802.11abg ESSID:"ZTE"

Mode:Managed Frequency:2.412 GHz Access Point: C8:64:C7:8A:50:16
Retry short 1limit:7 RTS thr:off Fragment thr:off
Power Management:off

$ iw wlol info
Interface wlol
ifindex 3
wdev 0x1
addr 34:23:87:d6:85:0d
ssid ZTE
type managed
wiphy 0

$ rfkill list

0: hci@: Bluetooth
Soft blocked: no
Hard blocked: no

1: phy@: Wireless LAN
Soft blocked: no
Hard blocked: no

$ iw phye info
Wiphy phyo
max # scan SSIDs: 1
max scan IEs length: 0 bytes
Coverage class: O (up to Om)
Supported Ciphers:
* WEP40 (00-0f-ac:1)
* WEP104 (00-0f-ac:5)
* TKIP (00-0f-ac:2)
* CCMP (00-0f-ac:4)
* CMAC (00-0f-ac:6)
Available Antennas: TX 0 RX 0
Supported interface modes:
* IBSS
* managed
Band 1:
Bitrates (non-HT):
* 1.0 Mbps
* 2.0 Mbps (short preamble supported)
* 5.5 Mbps (short preamble supported)
* 11.0 Mbps (short preamble supported)

* 6.0 Mbps
* 9.0 Mbps
* 12.0 Mbps
* 18.0 Mbps
* 24.0 Mbps
* 36.0 Mbps
* 48.0 Mbps
* 54.0 Mbps
Frequencies:

* 2412 MHz [1] (20.0 dBm)
* 2417 MHz [2] (20.0 dBm)

* 2467 MHz [12] (20.0 dBm)
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* 2472 MHz [13] (20.0 dBm)
* 2484 MHz [14] (disabled)

Band 2:

Bitrates (non-HT):
6.0 Mbps
9.0 Mbps

*

*

*

*

Frequencies:

*
*

*

Supported commands:

* set_interface

* new_key

12.
18.
24,
36.
48.
54.

© © © & 6 6

5160
5170
5180

5480
5490
5500

Mbps
Mbps
Mbps
Mbps
Mbps
Mbps

MHz
MHz
MHz

MHz
MHz
MHz

[32] (20.0 dBm)
[34] (20.0 dBm)
[36] (20.0 dBm)

[96] (disabled)
[98] (disabled)
[160] (20.0 dBm) (radar detection)

DFS state: usable (for 5694 sec)
5510 MHz [102] (20.0 dBm) (radar detection)
DFS state: usable (for 5694 sec)

6130 MHz [226] (disabled)
6140 MHz [228] (disabled)

* join_ibss
* set_pmksa
* del_pmksa
* flush_pmksa

* connect

* disconnect
software interface modes (can always be added):
interface combinations are not supported

Device supports scan flush.

Wx ncnonb3oBaHue cneundMuHo, HO MOXET BbiTh B [OCTATOYHON MeEpe U3YYEHO W MOHSATO, UCMOSIb3Ys

BO3MO)XXHOCTU CMpPaBOYHO cuctemsl (man n —help).

3a nocnegHve rofpl, NpakTnyeckn B ntobon rpacumdecknii (GUI) meHegxep pabouero ctona (DE —
Desktop Environment) Bk/IlO4eH Takoli anneT ynpaBneHust okpyxeHusi, kak NetworkManager (NM):

$ 1s /sbin/N*
/sbin/NetworkManager

Takoli MHCTPYMEHT MpUCYTCTBYET B silobom rpacmyeckom meHemkepe (GNOME, KDE, Xfce, LXDE,
Mate, ...), XOTsl KOHKpPETHble ero peanm3auun nog pasHble DE MoryT B getansix OTnuyarbcs. IToro
WNHCTPYMEHTA, 3a4acTyto, BNosHEe A0CTaTOYHO A1 CO34aHus, KOH(UIYpMpoBaH/s 1 HACTPOIKM napameTpoB

KaK peasibHbIX, TakK 1 BUpTyasibHbIX (OpenVPN) ceTeBbIX MHTEPXENCOB:
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Eﬁ CeTeBkle coeWHEeHHWA + 0O X

HazpaHwue MocnegHee NOOKNHYEeHAE v "E' NobaEnTs
+ Ethernet

eml 1 MWUHYTa Ha3ag
- Wi-Fi

CoeguHeHWe Wi-Fi ZTE 1 MWUHYTa Ha3apg

TP-LINK 1 mecay Hazag

Freshtel 1X350 He Beno NoakKnoYeHns

* MoOWMNbHBIE
MTS connection 1 celdyac

% 3aKpLITh

Kpome rpachuueckoro (GUI) nutepdpeiica NetworkManager nmeet ewé v pasButblii KOHCONbHbIN (CLI)
nHTepdeiic nmc1i (command-line tool for controlling NetworkManager):

$ nmcli --help
Mcnonb3oBaHue: nmcli [MAPAMETPbHI] OBBEKT { KOMAHZA | help }

NAPAMETPbI
-a, --ask 3anpoc OTCYTCTBYWWWX NapameTpoB
-c, --colors auto|yes|no MCMonb30BaTb /NIM LBETHOI BbLIBOJ,
-e, --escape yes|no onyckaTb pa3fenutenn cTonbuoB B 3HaYeHUsX
-f, --fields <field,...>|all|common yKasaTb BbIBOAVMbE MOASA
-g, --get-values <field,...>|all|common kpaTkasa ¢opma gna -m tabular -t -f
-h, --help nokasaTb [AaHHYyKW CrnpaBKy
-m, --mode tabular|multiline pexum BbiBOAA
-0, --overview pexuMm o630pa
-p, --pretty KpacuBblii BbIBOA
-s, --show-secrets pa3pewnTb MOKa3 naponei
-t, --terse KpaTKNin BbIBOA
-v, --version nokasaTb BepPCUI0 MPOrpammbl
-w, --wait <seconds> HacTpouTb TaliMayT 3aBeplweHus onepauuii
OBbEKT
g[eneral] obwmnii ctatyc u onepauum NetworkManager
n[etworking] obwee ynpaBneHue ceTamU
r[adio] nepeknwoyatenun NetworkManager
c[onnection] nogknwyeHns NetworkManager
d[evice] ycTpoiicTBa, KoTopbimu ynpaBnseT NetworkManager
a[gent] areHT cekpeToB wau areHT polkit pgns NetworkManager
m[onitor] oTcnexmBaHue n3meHeHu’i B NetworkManager

KomaHaHblli nHTepgoeiic NetworkManager o4eHb OGLUMPHBIN, Xenalowme ero UCrnonb3oBaTh A0/MKHbI
M3YUNTb €r0 BO3MOXXHOCTM NO:

$ man 1 nmcli

NetworkManager — 3TO LUenas OrpoMHas MOACUCTEMA YnpaB/ieHWsl CeTEBbIMU UHTepdeiicamu,
npupacrtawollas rof OT roga BO3MOXHOCTAMMW [N KOHC(UIYpUPOBaHMS HOBbIX CETEBbLIX CAYX6. 3T0
a/IbTePHATUBHbLIA  (MNN AOMOMHSAIOWMI) CETEBLIM yTUAUTAM CMNOco6 OGbICTPOro Yynpas/ieHVs CETEeBOIA
nogcucteMoit Linux. 3Ty AONOMHUTENIbHYD BO3MOXHOCTb HYXHO «Jepxarb B yme» (0CO6eHHO Aans
KpaTKOCPOUHbIX M3MEHEHUIA). Ho Mbl, B fanbHeLLEM U3N0KEeHUW, A5 60MbLIei HarnsgHOCTN He byaem ero
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MnCcnosib3oBarb, a CTaHEM onepnpoBaTb UCK/THOYUTENIbHO YTUNTUTaAMW.

Ta6Gnuuya mapLipyTusayum

Hactonbko e BaxHOW WHopmauueli kak napameTpbl uHTepdpelicoB (IP agpeca, macks u gp.)
aBnaseTca Tabnuua Maplipytu3auun (s4pa  onepauvoHHOW cucTembl). [py  HapylweHHOW CTpyKType
Tabnuuabl MapLipyTM3aumMn paboToCnOCOOHOCTL CETEBOr0 XOCTa HEBO3MOXHA (Y4TO 4acTo YMnyckawT K3
BUAY), W HY)XHO TOMIbKO KOPPEKTHO BOCCTAHOBWTL 3anucy (CTPOKK) aToi Tabnmupl.

Ecnn Bce paccmarpvBaemble paHee napameTpebl: IP, macka, npedmkc... — 3T0 aTpubyTbl CETEBOIO
NUHTEpdoeiica, To Tabnumua poyTUHra — 3TO OTPMOYT CETEBOr0 XocTa B LEAOM, 3TO Tabnuua agpa
onepaumoHHO CUCTEMBI.

Tabnuua MapLipyTM3aUmm XocTa MOXeT 6bITb AYarHoCTMPOBaHa, Hanpumep B TakOM BUAE:

$ route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 1024 0 0 eml
80.255.73.34 0.0.0.0 255.255,255.255 UH 0 0 0 ppp®
192.168.1.0 0.0.0.0 255.255.255.0 U (0] (0] 0 eml
192.168.1.0 0.0.0.0 255.255.255.0 u 0 0 0 wlol

JTOl Xe KoMaHAoi (route), C COOTBETCTBYIOLWMMY NapamMeTpamMu, NPON3BOANTCA pefakTUpoBaHve Tabnumupl
(gob6aBneHune, yganeHune CTpok).

OpuH 13 ceTeBbIX MHTepdelicoB Bcerga oTMeyaeTcs B Tabnuue maplipyTM3aumMu Kak L3 no
ymMonuaHuio. Bce nakeTbl B CETEBOM CTeke (MOPOXAEHHbIE NPWIOKEHUSAMMW 3TOMO XOCTa, WK npullealne
M3BHE NO APYrMM BHELUHMM WHTepcpeiicam), Yein agpec nonyvarens He OTHOCUTCA HU K OOHON CTpoke
Tabnvubl Mapwpytu3aumm — OTMpaBiseTca B W/AK3 MO yMon4YaHuto. MaplpyT Mo yMOn4aHuto
o603Havaetca 3anucbio 0.0.0.0 B yncneHHoM nsobpaxeHuu (onumsa -n), nav 3anucbio default B cumBonbHOM
N306paxeHnn Tabamubl.

OO6bIYHO, NpK yNpaBfeHUn ceTeBbIMN MHTEpdencamm (komaHgammn ifconfig, ip, nam GUI annnetom
NetworkManager) B Tabnuue MapwpyTMsaummM KOpPPeKTHO  [o06aBnsAlTCcs WAM  yaansawTcs
COOTBETCTBYHOLLME CTPOKM. OfHAKO MHOrga 3TO COOTBETCTBME pa3pyLUaeTcs, Y4TO MOMHOCTbIO Hapyllaert
paboTy cetu. Torga BO3HMKAET HEOOXOAMMOCTb pefakTupoBaTh Tabnuuy Bpy4Hyl (406aBnsTe nnn yaanstb
CTpOKK). [lenaetcsi 3T0 TOW e KOMaHaoh route c pasHoo6pasHbiM HAbGOPOM ONUUIA M NapameTpoB.
MpocTeiwnii NpyMep UCNONb30BaHUS YTUAUTLI route ANns M3MEHEHW B Tabnvue poyTuHra byaet nokasaH
HWXe, B NpYMepe neperMeHoBaHuii CeTeBoro nHTepdeiica.

[na agpecos IPV6 1 IPv6 B aape coxpaHsTca 2 pa3Hbix Tabuubl poyTUHIa ogHOBpeMeHHO (MokasaHo
[0S CpaBHEHWNS C OOHOrO U TOTO e XOCTa):

$ route -n
Tabnuua mapwyTusauum sgpa npotokona IP
Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.0 192.168.1.3 0.0.0.0 UG 100 (¢} 0 enol

0.0.0.0 192.168.1.3 0.0.0.0 UG 600 (0] 0 wlx008736005357
169.254.0.0 0.0.0.0 255.255.0.0 u 1000 (¢} 0 enol

192.168.1.0 0.0.0.0 255.255.255.0 u 100 (0] 0 enol

192.168.1.0 0.0.0.0 255.255.255.0 u 600 0 0 wlx008736005357

$ route -n -6

Tabnuua mapupyTulaums sgpa IPve

Destination Next Hop Flag Met Ref Use If

1:1/128 H- U 256 1 0 lo

fe80::/64 H- U 1024 3 0 enol

fe80::/64 HH u 1024 1 0 wlx008736005357
1:/0 HH 'n -1 01 0 lo

1:1/128 o Un 0 6 0 lo
fe80::762:c6bf:9eaa:93a9/128 H- Un 0 5 0 enol
fe80::46a4:9424:ch31:2bd6/128 :: Un 0] 2 0 wlx008736005357
ffeo::/8 HH u 256 5 0 enol

ffeo::/8 HH U 256 5 0 wlx008736005357
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He

:/0 - 'n -1 01 0 lo

Ecnun Bbl Kak-TO M3MeHsIeTe NpaBuia poyTuHra gns uHtepdeiica B IPv6, TO OHM HMKaK HE U3MEHSIIOT U
oTo6paxaloTcs B poyTuHre ans IPv6.

Ewe Gonblue rny6uHy M TMOKOCTb YNPaBMEHUs POYTUHIOM MPEeAoCTaBMsSET YXe YNoMMUHaBLIasiCs

KOMaHAaip,BHOBOMHOTauMM3TOBbWﬂﬂAMTTaK

$ ip --help route
Usage: ip [ OPTIONS ] OBJECT { COMMAND | help }
ip [ -force ] -batch filename
where OBJECT := { address | addrlabel | fou | help | ila | ioam | 12tp | link |
macsec | maddress | monitor | mptcp | mroute | mrule |
neighbor | neighbour | netconf | netns | nexthop | ntable |
ntbl | route | rule | sr | tap | tcpmetrics |
token | tunnel | tuntap | vrf | xfrm }
OPTIONS := { -V[ersion] | -s[tatistics] | -d[etails] | -r[esolve] |
-h[uman-readable] | -iec | -j[son] | -p[retty] |
-f[amily] { inet | inet6 | mpls | bridge | link } |
-4 | -6 | -M| -B| -0 |
-1[oops] { maximum-addr-flush-attempts } | -br[ief] |
-o[neline] | -t[imestamp] | -ts[hort] | -b[atch] [filename] |
-rc[vbuf] [size] | -n[etns] name | -N[umeric] | -a[ll] |
-c[olor]}

JuarHoctmka Ansa Toro e XocTa YTo NnokasaH Bbllle:

$ ip route show

default via 192.168.1.3 dev enol proto static metric 100

default via 192.168.1.3 dev wlx008736005357 proto dhcp metric 600

169.254.0.0/16 dev enol scope link metric 1000

192.168.1.0/24 dev enol proto kernel scope link src 192.168.1.11 metric 100
192.168.1.0/24 dev wlx008736005357 proto kernel scope link src 192.168.1.235 metric 600

$ ip -6 route show

::1 dev lo proto kernel metric 256 pref medium

fe80::/64 dev enol proto kernel metric 1024 pref medium

fe80::/64 dev wlx008736005357 proto kernel metric 1024 pref medium

YnpassieHue poymuHa20m

Mpumep ynpaBneHne poyTtuHra IPv6 ¢ NOMOLLbIO YTUANTDI ip (BCE TOT Xe XOCT) ...

$ ip a s dev enol
2: enol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel state UP group default qglen

1000

link/ether 70:71:bc:a3:c5:c0 brd ff:ff:ff:ff:ff:ff

altname enp0s25

inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever

inet6 fe80::762:c6bhf:9eaa:93a9/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever

Jo6asnsat (dmsnuyeckomy Ethernet) nHtepdpelicy enol, KOTopblii He MMeEET HuKakoro IPv6 agpeca kpome

no

KasibHoro (fe80::762:c6bf:9eaa:93a9), HOBbI rnobanbHsbli IPV6:

$ sudo ip address add 31e:af75:7a27:75::5/64 dev enol
$ ip a s dev enol
2: enol: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen

1000
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link/ether 70:71:bc:a3:c5:c0 brd ff:ff:ff:ff:ff:ff

altname enp0s25

inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever

inet6 31le:af75:7a27:75::5/64 scope global



valid_1ft forever preferred_1ft forever
inet6 fe80::762:c6bhf:9eaa:93a9/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever

B Ta6nuue poyTuHra IPv6 aBToMaTMuecku [o6aBuiack 0fHa HoBasi CTPOKa:

$ ip -6 route show

::1 dev lo proto kernel metric 256 pref medium
3le:af75:7a27:75::/64 dev enol proto kernel metric 256 pref medium
fe80::/64 dev enol proto kernel metric 1024 pref medium

fe80::/64 dev wlx008736005357 proto kernel metric 1024 pref medium

Ho 370 ewwé He BCE 4TO XoTenock 6bl NoNyunTb. [,o6aB/lo BpyUHYO Yepes aToT nHTepdelic/agpec ewe oaHy
CTPOKY pOyTUHra B peasbHyto yaanéHHyto cetb 0200::/7 (3To mesh-ceTb Yggdrasil, HO 3T0 noka He BaXHO —
06 3TOM NoApPO6HO BYAET NO3XKeE):

$ sudo ip -6 route add 0200::/7 via 3le:af75:7a27:75::1

$ ip -6 route show

::1 dev lo proto kernel metric 256 pref medium
3le:af75:7a27:75::/64 dev enol proto kernel metric 256 pref medium
200::/7 via 31e:af75:7a27:75::1 dev enol metric 1024 pref medium
fe80::/64 dev enol proto kernel metric 1024 pref medium

fe80::/64 dev wlx008736005357 proto kernel metric 1024 pref medium

Bcé! Tenepb 3TOT nokasbHbIi xocT LAN nerko ping-utcs no IPv6 K peasibHOMY YyAasiEHHOMY XOCTY,
HaxogsAweMycs 3a TbiCAYN KUIOMETPOB B KasaxcTaHe:

$ ping -c3 221:58c9:9a6:99be:f3d:clac:2b5b:9771

PING 221:58c9:9a6:99be:f3d:clac:2b5b:9771(221:58c9:9a6:99be:f3d:clac:2b5b:9771) 56 data bytes
64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seqg=1 tt1=63 time=862 ms

64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=2 tt1=63 time=118 ms

64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=3 tt1=63 time=118 ms

--- 221:58c9:9a6:99be:f3d:clac:2b5b:9771 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 118.003/365.914/861.613/350.512 ms

AHasIorMyHoe ynpassieHue pPoyTUHIOM XOCTa MOXHO npou3soauTb (add, del, ...) ¢ paBHbIM ycnexom u
YTUNNTOR «CTaporo cTuns» route:

$ route --help
Mcnonb3oBaHue: route [-nNvee] [-FC] [<AF>] 0T06pa3uTb Tabnuuy MapwpyTusaumm sgpa
route [-v] [-FC] {add|del|flush} ... W3MeHUTb Tabnuuy MapwpyTusaumu pns AF.

route {-h|--help} [<AF>] [eTanbHOoe onucaHWe WCMOAb30BaHWe yKa3aHHOiW AF.
route {-V|--version} 0T0o6pa3uTb Bepcuw/aBTopa W BbLINTHU.

-v, --verbose 6onee pgetanbHulii BbIBOSA

-n, --numeric He npeo6pa3oBbiBaTb ajpeca B MMeHa

-e, --extend oTo6paxaTb Apyryk/60nbwe nMHGopMaLmm

-F, -fib oTo6pa3utb nHbopmaumio dopBapauHra 6a3bl (N0 yMONYaHUIo)
-C, --cache oT06pa3nTb K3Ww mapwpyTu3auum BmecTo FIB

<AF>=Use -4, -6, '-A <af>' or '--<af>'; default: inet

CN1COK BO3MOXHbI afjpeCcHblX CeMeicTB (KOTOpble MOAAEepPXMBaOT MapwpyTulaumio) :
inet (DARPA Internet) inet6 (IPv6) ax25 (AMPR AX.25)
netrom (AMPR NET/ROM) ipx (Novell IPX) ddp (Appletalk DDP)
x25 (CCITT X.25)

BOT Kak BbIrNsSguT «B CTapoi HoTauuu» Tabnuua poyTuHra IPv6 nocne TOMbKO-YTO MpogenaHHbIX MHOIA
MaHUNYNALNIA;

$ route -6
Tabnuua mapupyTusaumsa sgpa IPve
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Destination Next Hop Flag Met Ref Use If

ip6-localhost/128 [::] U 256 2 0 lo
3le:af75:7a27:75::/64 [::] U 256 2 0 enol

200::/7 raspberrypi UG 1024 2 0 enol

fe80::/64 [::] U 1024 3 0 enol

fe80::/64 [::] U 1024 1 0 wlx008736005357
[::]/0 [::] 'n -1 01 0 lo
ip6-localhost/128 [::] Un 0] 7 0 lo

nvidia/128 [::] Un o 3 0 enol

nvidia/128 [::] un 0 5 0 enol

nvidia/128 [::] un 0 3 0 wlx008736005357
ip6-mcastprefix/8 [::] U 256 5 0 enol
ip6-mcastprefix/8 [::] U 256 5 0 wlx008736005357
[::1/0 [::] 'n -1 01 0 lo

MonyTHO TYT Xe ybexgaemcs, UTO HUKaKue MaHunyasauum (4OCTaTtouHO CI0XKHbIE BbilLE MPOBELEHHbIE)
¢ Tabnuueit poytnHra gns IPv6é HuKak He 3aTparvsatoT Tabnvuy poyTuHra ans IPv4 ans Tex e ceTeBblX
NHTEpPdIENCOoB:

$ route
Ta6nuua mapwyTvsauuu sgpa npotokona IP
Destination Gateway Genmask Flags Metric Ref Use Iface

default GPON 0.0.0.0 UG 100 (0] 0 enol
default GPON 0.0.0.0 UG 600 0 0 wlx008736005357
link-local 0.0.0.0 255.255.0.0 u 1000 0 0 enol
192.168.1.0 0.0.0.0 255.255.255.0 U 100 0 0 enol
192.168.1.0 0.0.0.0 255.255.255.0 U 600 0 0 wlx008736005357

AnnacHble IP agpeca

MpocTeiwmnm NPUMEPOM MHOXECTBEHHOCTM JIOTMYECKUX CETEBbIX MHTEPhElicoB, pa3aensitomnx o6LWnit
thusnuecknii agantep, MOryT CAYXUTb CeTeBble asimacbl, Korga CyllecTBylolleMy UWHTepdeiicy
[ONOMHNTENBLHO NPUCBaMBAOTCA aApec 1 Macka, AenatoLme ero npeacTaB/ieHHbIM ewé B Apyroli NoAceTw.

PaccmoTpum npumep ... nonoxum, B LAN nogcetb 192.168.1.0/24, XOCT € NOKa/IbHbIM UMEHEM:

$ hostname
nvidia
$ ip -4 a s dev enol

2: enol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel state UP group default qglen
1000

altname enp0s25
inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever

$ route -n
Tabnuua mapwyTusauum sgpa npotokona IP
Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.0 192.168.1.3 0.0.0.0 UG 100 0 0 enol
169.254.0.0 0.0.0.0 255.255.0.0 u 1000 0 0 enol
192.168.1.0 0.0.0.0 255.255.255.0 u 100 (0] 0 enol

TpuBManbHbIA cnyyai... JobaBmum aTomy dmsmnyeckomy (nposogHomy Ethernet) nHtepdpelicy enol ewé
O0AMH anuacHbln agpec IPv4 n3 cosepweHHo apyroii nogcetn 10.0.0.2/24 :

$ sudo ifconfig enol:1 10.0.0.2 up

$ ifconfig

enol: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.11 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::762:c6bf:9eaa:93a9 prefixlen 64 scopeid 0x20<link>
ether 70:71:bc:a3:c5:c0 txqueuelen 1000 (Ethernet)
RX packets 4890 bytes 496512 (496.5 KB)
RX errors © dropped 1 overruns @ frame 0
TX packets 2637 bytes 261068 (261.0 KB)
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TX errors © dropped 0 overruns @ carrier © collisions @
device interrupt 20 memory Oxfe400000-fe420000

enol:1: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 10.0.0.2 netmask 255.0.0.0 broadcast 10.255.255.255
ether 70:71:bc:a3:c5:cO0 txqueuelen 1000 (Ethernet)
device interrupt 20 memory Oxfe400000-fe420000

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (JlokanbHas neTtns (Loopback))
RX packets 772 bytes 68251 (68.2 KB)
RX errors © dropped © overruns @ frame 0
TX packets 772 bytes 68251 (68.2 KB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

Ta6nmua MapLupyTM3aummn 3Toro XocTa aBToMaTnyecku (He TpeGyeT HaLero y4acTvsl) NOMeHsieTcs — B
Hell go6aBunack cTpoka (MapLupyT) A/l HOBOI NOACETU:

$ route -n
Tabnuua mapwyTusauum agpa npotokona IP
Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.0 192.168.1.3 0.0.0.0 UG 100 0 0 enol
10.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 enol
169.254.0.0 0.0.0.0 255.255.0.0 u 1000 0 0 enol
192.168.1.0 0.0.0.0 255.255.255.0 U 100 (0] 0 enol

Ha xocTe y Hac nosiBU/ICst HOBbI, OUKTUBHBIN MHTepdeiic enol:l ¢ annacHbim IPv4, KoTopbin (agpec),
€CTEeCTBEHHO, He BMAUTCS B ucxodHoh LAN, y Hero no macke gpyras nogcetb. C nw6oro xocta LAN oH
HeJOCTYyneH:

$ ping -c3 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

--- 10.0.0.2 ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2025ms

Tenepb BblIbepeM ApPYyroii, NPON3BONbHO B3SATbIA, XOCT 3To LAN:

$ hostname
nvme

$ ip -4 a s dev enp3s0O

2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen
1000

inet 192.168.1.138/24 brd 192.168.1.255 scope global dynamic noprefixroute enp3s0
valid_1ft 165109sec preferred_1ft 165109sec

$ /sbin/route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.1.3 0.0.0.0 UG 100 (0] 0 enp3s0
169.254.0.0 0.0.0.0 255.255.0.0 u 1000 0 0 enp3s0
192.168.1.0 0.0.0.0 255.255.255.0 u 100 (0] 0 enp3s0

(3gecb y MeHs paboTaeT pgpyroin auctpubytme Linux, y KOTOpOro kaftasor /sbin He nponucaH B
nepemMeHHyIo oKpyxeHus $PATH, uto notpebyeT yka3blBaTb MOJHbIA NYTb NPU BbI30BE HEKOTOPbLIX CETEBbIX
KOMaHf. Takas BO3MOXHOCTb OBOJSIbHO YacTas, U He Ao/HKHa BBOAWUTL Bac B HEOyMeEHMeE.)

Mpoaenato ¢ 3TUM XOCTOM NPYMEPHO TO Xe camoe, YTO 1 C NpeablayLInM:

$ sudo ifconfig enp3s0:1 10.0.0.5 up
$ echo $?
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0

(MHorga uenecoobpasHo cpasy e MPOBEpPUTb KOA, YCNELHOCTU 3aBEpPLUEHUS TOSIbKO-UYTO BbINO/THEHHO
KOMaHApl.)

VHTepdelic noMeHsin BuA;

$ /sbin/ifconfig enp3s0
enp3s0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.138 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::921b:eff:fe2b:fe3a prefixlen 64 scopeid Ox20<link>
ether 90:1b:0e:2b:fe:3a txqueuelen 1000 (Ethernet)
RX packets 442744 bytes 152787250 (145.7 MiB)
RX errors 0 dropped 51 overruns @ frame 0
TX packets 133419 bytes 13095746 (12.4 MiB)
TX errors © dropped 0 overruns @ carrier © collisions @

$ /sbin/ifconfig enp3s0:1

enp3s0:1: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 10.0.0.5 netmask 255.0.0.0 broadcast 10.255.255.255
ether 90:1b:0e:2b:fe:3a txqueuelen 1000 (Ethernet)

MpumeuyaHue: XapakTepHO, 4YTO Kak B 3TOM, Tak M B Mpedblgyliem criydae (Tam s He cTan
aKUEeHTMPOoBaTbCA Ha 3TOM /1 3KOHOMUWM MecTa) kKomaHaa ip (B otimume ot ifconfig) He 3HaeT 0 HOBOM
(cbmkTnBHOM, pacwennéHHom) nHtepdeice enp3s0:1, HO BUAMUT HOBbLIN anuacHblin IPv4 ana nkitepdelica,
KaK B €ro «kHOBOM», Tak N «CTapOM» MEHOBaHWUW:

$ ip -4 a s dev enp3s0O

2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen
1000

inet 192.168.1.138/24 brd 192.168.1.255 scope global dynamic noprefixroute enp3s0
valid_1ft 161823sec preferred_lft 161823sec
inet 10.0.0.5/8 brd 10.255.255.255 scope global enp3s0:1
valid_1ft forever preferred_1ft forever
$ ip -4 a s dev enp3s0:1

2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen
1000

inet 192.168.1.138/24 brd 192.168.1.255 scope global dynamic noprefixroute enp3s0
valid_1ft 161816sec preferred_lft 161816sec

inet 10.0.0.5/8 brd 10.255.255.255 scope global enp3s0:1
valid_1ft forever preferred_1ft forever

Tabnuua poyTuHra, Kak v ansi npeablayLiero XxocTa, noMeHsnach:

$ /sbin/route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.1.3 0.0.0.0 uG 100 0 0 enp3s0
10.0.0.0 0.0.0.0 255.0.0.0 u 0 0 0 enp3s0
169.254.0.0 0.0.0.0 255.255.0.0 u 1000 O 0 enp3s0O
192.168.1.0 0.0.0.0 255.255.255.0 U 100 0 0 enp3s0

MapLpyTbl K ABYM pasHbiM nogcetam (192.168.1.0/24 w 10.0.0.0/8) npepnctaBneHbl B Tabnuue
MapLupyTM3auui pasHbiMn 3anncsmu (CTpokamu). M Tenepb Mbl UMEEM MPO3pPaYyHOCTb Tpadiuka B HOBOVA
noacetun 10.0.0.0/8 (To, cO6CTBEHHO, A/1A Yero BCE U Aenasioch):

$ ping -c3 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_seq=1 tt1=64 time=0.554 ms
64 bytes from 10.0.0.2: icmp_seq=2 tt1=64 time=0.250 ms
64 bytes from 10.0.0.2: icmp_seq=3 ttl=64 time=0.368 ms

--- 10.0.0.2 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2032ms
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rtt min/avg/max/mdev = 0.250/0.390/0.554/0.125 ms

EctectBeHHO, ping (MPO3payHOCTb) TEX XXe «MpPenapuMpoBaHHbIX» XOCTOB B WCXOAHOW MNOACETU
192.168.1.0/24 npekpacHo coxpaHuncs!

Ho ewWwé nHrepecHee aKCnepuMMeHT CO CKaHNPOBaHMEM XOCTOB NOACETU (‘r'l €ro nokasbiBako C nepsoro mn3
PaCCMOTPEHHbIX XOCTOB, MOCKOJIbKY Y MEHA TO/IbKO TaM €CTb YCTaHOBJIEHHAA YTU/IUTa nmap):

$ ping -c3 10.0.0.5

PING 10.0.0.5 (10.0.0.5) 56(84) bytes of data.

64 bytes from 10.0.0.5: icmp_seqg=1 ttl=64 time=0.328 ms
64 bytes from 10.0.0.5: icmp_seq=2 tt1=64 time=0.205 ms
64 bytes from 10.0.0.5: icmp_seq=3 tt1l=64 time=0.259 ms

--- 10.0.0.5 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2045ms
rtt min/avg/max/mdev = 0.205/0.264/0.328/0.050 ms

$ nmap -sP 10.0.0.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2023-04-22 05:18 EEST
Nmap scan report for nvidia (10.0.0.2)

Host is up (0.00019s latency).

Nmap scan report for 10.0.0.5

Host is up (0.00027s latency).

Nmap done: 256 IP addresses (2 hosts up) scanned in 3.00 seconds

CkaHep nogcetn 10.0.0.0, pa6oTtatoweli Hag dmsmyeckoin LAN ¢ AobpbiM AeCATKOM XOCTOB NOACETU
192.168.1.0, BuAMT TOMbKO 2 xocTa (10.0.0.2 n 10.0.0.5). ®akTnyecku, Mbl cO3[asIM BUPTYasTbHYIO CEThb Haf
peasibHOI hN3MYECKOIA.

TexHunka co3gaHns U paboTbl C CETEBbIMK amacamy SIBMISIETCA B BbICLUEA CTeneHW NOone3Hoi npu
0TpaboTKe CETEBbIX MPOEKTOB M HANMMCaHUN MOAYen sapa, 0bCygaembix Jgasnee.

MpumeuvaHue: A nokasan paboTy C amacHbIMK agpecamun Mosb3ysiCb YTUIUTAMU «CTaporo CTUS»
(ifconfig u route u3 Linux naketa net-tools). To e camoe MOXHO HaBepHsiKa NpoAesnbiBaTb U C
YTUANTOR «HOBOTO cTuna» (ip u3 Linux naketa iproute2). 9 sToro He Aenasa U He NPOBEPSI ... U
OCTaB/IAl0 3TO B KAYECTBE 3a4aHns 411 CaMOCTOATE/IbHON NPopaboTkun unTaTensm.

MeTneBoii uHTepdenc

Ha nto6om KOMMLIOTEPHOM XOCTE (faxe ecnn OH BOOO6LLEe He UCNO/b3YEeT CETb, UM Jaxe MPOCTO HUKaK
He NOAKJ/TYEH K CeTU) MPUCYTCTBYET NeT/IeBOI uHTepdeiic (loopback, nHtepdelic 1o)

Mpynna agpecoB 127/8 BbigeneHbl Nog, NeTEBOIN UHTepdieiic:

$ ifconfig lo | head -n2
lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

WHorga ykasbiBaeTcs (B Ny6svkaumsx), 4To afpecom neTneBoro uHtepdeiica asnsetca 127.0.0.1 — ato
3a6nyxaeHne: agpecaMu neTneBoro MHTepdpeiica aesnsAoTcA Bce IP agpeca noacetn 127.0.0.0:255.0.0.0
Knacca A:

$ ping 127.255.255.254

PING 127.255.255.254 (127.255.255.254) 56(84) bytes of data.
64 bytes from 127.255.255.254: icmp_seq=1 tt1=64 time=0.061 ms
64 bytes from 127.255.255.254: icmp_seqg=2 tt1l=64 time=0.065 ms
nC

--- 127.255.255.254 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.061/0.063/0.065/0.002 ms

Ona cemeiictBa IPv6 agpec netnesoro uHtepdpeinca (loopback) BbIrNsauT B COKpaLLlEHHON 3anucu
0CO6EHHO 371eraHTHO ::1. [laxke ecnn Bbl He nosnb3yeTech IPv6, HO paboTaeTe Ha O4HOW M3 COBPEMEHHbIX
onepaLMoHHbIX, CUCTEM, Y Bac HaBEpHSIKa YCTaHOB/IEH 3TOT NPOTOKO/. ITO /IErKO NPOBEPUTHL, NPOMNMHIOBAB
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loopback.
$ ping -c3 ::1
PING ::1(::1) 56 data bytes
64 bytes from ::1: icmp_seqg=1 tt1=64 time=0.025 ms
64 bytes from ::1: icmp_seq=2 ttl=64 time=0.036 ms
64 bytes from ::1: icmp_seqg=3 ttl=64 time=0.036 ms

--- ::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2024ms
rtt min/avg/max/mdev = 0.025/0.032/0.036/0.005 ms

OTOT uHTepheiic NO3BONSAET KIMEHTY U CEPBEPY HA OAHOM M TOM XE€ KOMMbHTEpPE 06wWaTbcs Apyr C
Apyrom ucnosnb3dys ctek TCP/IP. MOXHO NpegnonioxuTb, YTO TPaAHCMOPTHbLIA YPOBEHb pAacrno3HaeT, 4To
yKasaHHbIl eMy YAa/eHHbIA agpec — 3TO NET/IEBOW aApec U KakMM-imbo 06pa3oM CoKpallaeT npouecc
06paboTkm gatarpamm. OgHako 310 He Tak. OcyLlecTBNSAETCS NonHaA 06paboTka AaHHbIX HA TPAHCMOPTHOM
1N CETEBOM YPOBHSIX, Nocse yero |IP gatarpamma HanpasnaseTcs no netne Hasag, ABurasick BBepx gocturaeT
NoNb30BaTeNIbCKOrO MPUIOKEHUS, oOXugalwero npuéma c 3toro uHTepdeica. Ho [P partarpamma,
nocbllaemMas B MET/IEBON MHTepdieiic, HMKorga He nonadaer B (oM3Mueckyto cpedy nepefaum (kabenb).
MoxeT nokas3aTbCsi He3a(phEKTMBHLIM TO UTO TPAHCMOPTHLIA U CETEBOI YPOBHW 06pabaTtbiBalOT AaHHbIE,
KOTOpble MOCbIIAKTCA No netne. Ho Ha Takylo peanv3aumnio ecTb ABa OCHOBaHWSA:

- Mpolle peann3oBaTb 06paboTKy eanHoo6pasHo, Korga MeT/ieBoli MHTepdeic A1s CETEBOr0 YpPOBHS
BbIFIAAUT NPOCTO Kak ele OAWH MHTepcheiic kaHasIbHOTo YPOBHsSI (Mbl GyAeM peasi30BbiBATb Takue
UHTepelickl NPM pacCMOTPEHUN CETEBBLIX [ipaiiBepoB Aanee);

- MOJIHOBECHass U eanHoobpasHas o6paboTka Tpaduka nNo MeT/IeBOMY WHTepdpeiicy nenaet ero
HE3aMeHVNMbIM WMHCTPYMEHTOM OTNaJKW, TECTUPOBaHUS U AUArHOCTUKM [7S CETEBLIX WHCTPYMEHTOB W
MPOEKTOB B /IOKa/IbHOM OKPY>XEHWUN.

MeTneBoii MHTephelic akTMBHO WCMNO/b3YKT pas/inyHble MNOACUCTEMbI LinuX M yCTaHOBNEHHbIX
CTOPOHHMX nporpaMM. HeakkypaTHOe WCnosib30BaHWe W paspylleHvne NeTNeBOro uHTepdheiica moxer
MO3TOMY MPMBECTU K AedhekTam paboTbl B CaMblX HEOXMAAHHLIX MecTax. Hukorga He yaansite netnieBoi
nHTepdeinc, gaxe ecnM OH KaXKETCA BaM COBEPLUEHHO JMLIHWMM: 3TUM Bbl MO/IHOCTBI paspylunTe
onepauuoHHyto cuctemy Linux, n Ao6bETeCh TO/ILKO €€ HOBOW NO/IHOM MHCTannsAuumn!

MepenmeHoBaHUe CETEBOrO UHTepelica

Nms ceTtesoro nHtepdielica, kak 6bI/10 yxe ckasaHo, 3afaétcs Modynem, co3garLymM 3ToT uHTepdelic
(Mbl yBMAMM 3TO Ha NpyMMepax HanucaHws mopgyneii nos3xe). Ho umsa ceteBoro nHTepdeiica (Co3gaHHOIO
Mogynem, Uan NPUCYTCTBYIOLLETO paHee B CUCTEME) He eCTb COBEpPLUEHHO KOHCTaHTHOE 3HayeHue, KoTopoe
[O/MKHO OCcTaBaTbCH HEM3MEHHbIM BO BCE Bpems paboTbl nHTepdeiica B cucteme. Mbl MOXeM MHTepdieiic
OMHaMMYecKkn nepemmeHoBaTth (B NPou3BosibHOE MMS)! I Ha4HEM Mbl 3TO AenaTh ¢ TpaauLmoHHoro Ethernet
NMPOBOAHOIO nHTEpdeiica:

$ ip -4 a s dev enol

2: enol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
1000

altname enp0s25
inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever

N 3acmkcupyem HopmasibHOE COCTOSIHWE B KOTOPOM HaxoauTcsa Tabnuua maplipyTtusauumn (IPv4 B
JaHHOM cnyyae):
$ route -n
Ta6nuua mapwyTusauuu sgpa npotokona IP
Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.0 192.168.1.3 0.0.0.0 UG 100 (0] 0 enol
169.254.0.0 0.0.0.0 255.255.0.0 U 1000 0 0 enol
192.168.1.0 0.0.0.0 255.255.255.0 u 100 0 0 enol

MepeuMeHOBLIBAEM MHTEPIEC KOMaHIO:

$ sudo ip link set dev enol name etho
RTNETLINK answers: Device or resource busy
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3aKOHOMEPHbIA UTOT: HeNb3s MaHMNy/MpoBaTb MHTEPIENCOM KOTOPbLIA akTuBeH (nogHAT) ! Moatomy
npaBu/ibHbIM NyTb OYAET HECKOSIbKO C/OXHEE:
$ sudo ifconfig enol down
$ sudo ip link set dev enol name etho
$ip 1
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: eth@: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel state UP mode DEFAULT group
default glen 1000

link/ether 70:71:bc:a3:c5:cO brd ff:ff:.ff.ff.ff.ff
altname enp0s25
altname enol

3: wlx008736005357: <BROADCAST,MULTICAST> mtu 1500 gdisc mg state DOWN mode DEFAULT group default
glen 1000

link/ether 00:87:36:00:53:57 brd ff:ff.ff.ff.ff.ff

MogbiMaeM uHTepdieiic M BoccTaHaBnMBaeM ero IP (A akcnepMMeHTMpoBasl C uHTepdeincom co
cTaTMyeckm NpucBoeHHbIM IP, mpu DHCP, BO3MOXHO, aapec MOXHO He yKa3biBaTb 1 BCé OyneTt npoye):
$ sudo ifconfig eth® 192.168.1.11 up
$ ip -4 a s dev etho

2: eth@: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fqg_codel state UP group default qglen
1000

altname enp0s25

altname enol

inet 192.168.1.11/24 brd 192.168.1.255 scope global etho
valid_1ft forever preferred_1ft forever

Apec BOCCTAHOB/IEH, HO 3TOr0 Masio: KOMaHaa ip, MaHunynupys ¢ nHTepdeiicom, 3a4acTyro nopTuT
Tabnuuy mapLipyTusaumm:

$ route -n

Tabnuua mapwyTusauum sgpa npotokona IP

Destination Gateway Genmask Flags Metric Ref Use Iface

169.254.0.0 0.0.0.0 255.255.0.0 u 1000 (¢} 0 etho
192.168.1.0 0.0.0.0 255.255.255.0 u (0] 0 0 etho

BoccTtaHasnmBaem MapLUpyT Mo ymonyaHuio Ha poytep 13 LAN Bo BHewwHo WAN:

$ sudo ip route add default via 192.168.1.3

$ route -n

Tabnuua mapwyTusauum sgpa npotokona IP

Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.0 192.168.1.3 0.0.0.0 UG 0 0 0 etho
169.254.0.0 0.0.0.0 255.255.0.0 u 1000 0 0 etho
192.168.1.0 0.0.0.0 255.255.255.0 U (0] (0] 0 etho

BoT Tenepb MOXHO MPOBEPSTb MPO3PAYHOCTb Tpadimka A1 HOBOro MHTepdeica (ykasblBaeTcs SIBHO B
KOMaHZAe) 1 o115 TIOKasIbHOW ceTun, 1 ana NHTepHeT:

$ ping 192.168.1.3 -c3 -Ietho

PING 192.168.1.3 (192.168.1.3) from 192.168.1.11 eth@: 56(84) bytes of data.
64 bytes from 192.168.1.3: icmp_seq=1 tt1=64 time=0.679 ms

64 bytes from 192.168.1.3: icmp_seq=2 tt1=64 time=0.670 ms

64 bytes from 192.168.1.3: icmp_seq=3 tt1l=64 time=0.606 ms

--- 192.168.1.3 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2032ms
rtt min/avg/max/mdev = 0.606/0.651/0.679/0.032 ms

$ ping 1.1.1.1 -c3 -Ietho
PING 1.1.1.1 (1.1.1.1) from 192.168.1.11 eth0: 56(84) bytes of data.
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64 bytes from 1.1.1.1: icmp_seq=1 ttl=57 time=9.50 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=57 time=8.79 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=57 time=9.07 ms

1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 8.785/9.116/9.499/0.293 ms

[anee c aTum HOBbIM MMeHeM nHTepgoeiica (eth0) paboTaloT BCe CETEBbIE YTU/IUTLI U MPOTOKObI.

JTa BO3MOXHOCTb OKa3blBaeTCs 4pe3BblMaliHO MOLYHbIM WHCTPYMEHTOM MNpW TECTUMPOBaHUW, Npw
3KCNepUMeHTax, Wam npu KOHGUIryprMpoBaHM NPorpaMMHbIX MaKeToB, BKIOUAOLLMX MOAYNN sApa CETEBbIX
YCTPOWCTB, KOTOPbIE CO34al0T CBOM HOBbIE CETEBbIE NHTEPAIENCI.

MpumeuaHue: CywecTByeT M onucaH B nyo6nukaumsx (M He oAmH) cnocob (MWuTe) U3MEHUTb UMS
nHTepdhelica nepmMaHeHTHO (MOCTOSIHHO OT 3arpy3ku) KOHUrypauuroHHbIMM NapameTpaMu onepaLyoHHOM
cuctembl. Ho MeHs He wHTepecyeT Takoii cnocob, a WHTepecyeT BO3MOXHOCTb MW3MEHSATb WMeHa
OVHaMU4YecKun, MHOTOKpaTHo (Npu HeobxoaMmocTun) 1 6e3 nepesarpysku.

B nopspgke wtora cchopmynvpyem Te npaBuia, KOTOPble HYXXHO COG/MOCTM NpyY AUHAMUYECKOM
nepevMeHOoBaHUM CETEBOIO UHTepdieiica:

N3MEHUTb MMS MOXHO TOMbKO AN OCcTaHOBNeHHoro (down) mHTepdielica, B NMPOTMBHOM Cryyae
NHTEpdeNnC ByaeT «3aHAT» AN onepayuu;

Mocne nepevMeHOBaHWS WHTEPENC HYXHO caenatb akTMBHbIM  (UP) C  MNPUCBOEHMEM
(BoccTtaHoBNeHME) emy IP agpeca;

MocnegHNM [ENCTBMEM HY)XHO B Tabnuue poyTMHra BOCCTAHOBMTbL MapLUpyT MO YMOYaHUKO Ha

LL/I03 BO BHELUHIOW CETb, VIHTEpHET (ecnun y Bac MHTepdeic xoamn BOBHE, YTO 3a4acTyl Tak 1
6blBaeT);

[LNs1 BOCCTAHOB/IEHMSI MapLLpyTa UCMO/Ib3yeM KOMaHAY, Kak 3To 6bI/10 NoKasaHo Bbille, BUAA:

# ip route add default via 192.168.1.3
Wnu, B «cTapoi HoTauum» (net-tools), Ans Tex xe 3HadeHuii (cpaBHUTe):

# route add default gw 192.168.1.3 etho

B o6si3aTenibHOM MNoOpsfKe TMpoBepsiiTe peasibHyl0 Mpo3padHoCcTb Tpadmka (KomaHabl ping,
traceroute, ... ¢ SIBHbIM yKa3zaHVEM UMEHU MHTephelica B KOMaHAE) No 3aBepLLIEHUIO NEPENMEHOBAHNIA.

A/ZIbmepHamusHble UMeHa

EcTb ellé ogHa BO3MOXHOCTb M3 NOA06HOI 06nacTu, NosiBUBLUAsICA B NakeTe iproute2 OTHOCUTEbHO
HefaBHO, yTBepXAaeTcs 4Tto ¢ Bepcum v5.4.0 (310 npumepHo rog 2019) — 31O anbTepHaTMBHblE MMEHA
NHTEpPdENnCcoB:

$ ip -v
ip utility, iproute2-5.15.0, libbpf 0.5.0

$ sudo ip link property add dev ethe altname eno2

$ ip 1 show dev etho

2:

ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP mode DEFAULT group

default glen 1000

link/ether 70:71:bc:a3:c5:c0 brd ff:ff:ff:ff:ff:ff
altname enp0s25

altname enol

altname eno2

$ ip -4 a s dev etho

2:
1000
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inet 192.168.1.11/24 brd 192.168.1.255 scope global etho
valid_1ft forever preferred_1ft forever

O6partuTe BHUMaHME: S [06aBASA HOBOE asibTepHATUBHOE UMSA MHTepdeicy (a nolxe yganto Opyroi
Ums) He ocTaHasnvBasA (down) ero, genaerca «Ha xogy»! Ipy 3TOM, eCTeCTBEHHO, UYTO U3MEHEHUs B
abTEPHATUBHBIX UMEHAX HUKaK He BMNSET Ha Tabnuuy poyTuHra, a fnoaToMy W He HapyllaeT paboTy
NHTEpgoeinca.

CUMMETPUYHO, asibTEPHATUBHOE WMS MOXET ObiTb YyAanieHo (NMKBUAMPOBAHO), [aXe ec/M 3To
nepBuYHOE NMS UHTepdelica, AaHHoe eMy Npu 3arpy3ke CUCTEMbI:

$ sudo ip link property del dev eno2 altname enol
$ ip 1 sh dev eno2

2: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fqg_codel state UP mode DEFAULT group
default glen 1000

link/ether 70:71:bc:a3:c5:cO brd ff:ff:.ff.ff.ff.ff
altname enp0s25
altname eno2

BaxHo uTOGbI yaansemMoe UMsi MHTepdielica He MIyprpoBasio Kak LeNIeBOi MHTepdieiic B 3anmcsix
Ta6IMLbl MapLIpyTM3aLUmMi:

$ route -n
Tabnuua mapwyTulaumu sgpa npoTokona IP
Destination Gateway Genmask Flags Metric Ref Use Iface

0.0.0.0 192.168.1.3 0.0.0.0 UG 0 0 0 etho
169.254.0.0 0.0.0.0 255.255.0.0 U 1000 0 0 etho
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 etho

3Ta 0THOCUTENBHO HOBast BO3MOXHOCTb pewaeT MHOorne I'IpO6]'IEMbI C NMeHOBaHNEM I/IHTep(*)eI‘/JICOB.

MopmbI MpaHCNOPMHO20 YPOBHS

Afpec HasHaueHus 0N CeTeBOro MHTepdpelica xapakTepusyetrca ero IP agpecom. Ho Ha xocte,
KOTOpPOMY NpUHAANEeXWUT 3TOT MHTepdielic co ceomM IP agpecom, MoxeT pabotarb O4HOBPEMEHHO MHOrO
CaMbIX PasINyHbIX CETeBbIX NPUIOKEHWUA. [na pasrpaHuyeHust MNpPUHALIEXHOCTM MaKeToB Mexay
npoueccamun (cepsepamu, cepsucamu, Cnyx6amu) M NpUkKIagHbIMM NPOTOKO/IaMX BBOAMUTCA eLé OAuvH
YpOBeHb ajpecaunm CBepx TOro: NOpTbl TPAHCMNOPTHOINO YPOBHA (Ha ypoBHe mnpoTokosioB TCP, UDP,
SCTP, ...).

Kaxxgomy npoTokony 6o0nee BbICOKMX YypoBHen (SSH, FTP, HTTP, ..) cooTBeTcTByeT CBOWA
CTaHAapTHbIA NopT. MopT BblpakaeTcs kak 16-6MTOBOE LE/I0YUCNIEHHOE 3HavyeHue, KO/IM4ecTBO MOpPTOB
OrpaHMYeHo ¢ y4étom 16-6MTHOI agpecaumm (216:65536, Hayano — «0»). MopTbl TCP 1 noptel UDP — 310
COBEpPLUEHHO pa3Hble CYLLHOCTK, a X BO3MOXHOE Y/C/IEHHOE coBnaAeHue [/11 OTAE/bHbIX CNYX0 AenaeTtcs
TOMbKO ANnA yao6ceTea. Bece nopThl pasgeneHsl Ha TpY Avana3oHa — o6Len3BecTHble (M cUcTeMHble, 0
—1023), 3aperucTtpupoBaHHble (UM nonb3oBaTenbckue, 1024—49151) n puHamuuyeckue (Uv
yacTHble, 49152—65535).

Pabota c cuctemHbiMM nopTamu Bcerga Tpebyer npasB root. 3aperMctpupoBaHHble MOPTbl — 3TO
NopThbl, KOTOpble Komuccus no peructpauumn IANA ocmumanbHO 3apeructpupoBasia 3a onpefenéHHbIMm
npoTokonamn (pekoMeHayemble). JuHamuyeckme u/unu npueatHble nopTel — OT 49152 pgo 65535. 91n
NopTbl AUHAMWYECKME, B TOM CMbIC/IE, YTO OHU MOTYT ObITb UCMO/Ib30BaHbl 1t06bIM NPOLECCOM 1 C /H060iA
uenbto. Yacto, nporpamma, paboTarolias Ha 3aperucTpuposaHHoM nopty (o1 1024 po 49151) nopoxpaet
Opyrve [o4vepHue npouecchl, KOTOpble 3areM WUCMOoJb3YT CBOWM AuvHamuyeckne noptel. Camasa cBexas
NHhbopMaLms o] perncrpauum HOMepoB nopToB MOXeT ObITb HaligeHa 30echb:
http://www.iana.org/numbers.htm#P .

COO0TBETCTBNS NPOTOKO/IOB NX YUC/IEHHbIM 3HadeHuam noptoB UDP nam TCP cmoTtpum B haiine
onucaHus ceTeBbIX CNYX6 /etc/services :

$ cat /etc/services

ftp 21/tcp

ftp 21/udp fsp fspd
ssh 22/tcp # SSH Remote Login Protocol
ssh 22/udp # SSH Remote Login Protocol
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telnet 23/tcp
telnet 23/udp

$ grep -v N$ /etc/services | grep -v M | we -1
318

BoT Takoe 4Mc10 cepBUCOB NpeaonpeaeneHo Ana pasnnyHbiX NpoTokonos komuccmein IANA. Ho 310 He
3HauMT 4TO n60I NPOTOKON 0653aH MCMONb30BaTb 3TOT CBOM MOPT — 3TO TOMbKO 3HAYEHUs no
YMO/IYaHUI0, pekoMeHayemMble. Mbl BNOIHE MOXEM, HanpumMep, npoeepaTb paboTaeT nm Ha kakom-to WEB
cepsep (cTaHgapTHbIA nopT 80) npotokona HTTP (Mbl He cobrpaemcs BECTW OUAsION, U TYT Xe NPepbiBaem
KOHHEKT):

$ telnet linux-ru.ru 80
Trying 90.156.230.27...
Connected to linux-ru.ru.
Escape character is 'A]'.
"]

telnet> Connection closed.

A ecnim Hac MHTepecyeT Mpo30oHAMpoBaTh 3almwéHHbin WEB cepBep npotokona HTTPS (cTtaHOapTHbIi
nopTt 443), To NoCTynaem Tak:

$ telnet linux-ru.ru 443
Trying 90.156.230.27...
Connected to linux-ru.ru.
Escape character is 'A]'.
A

telnet> Connection closed.

Ho 1 camn WEB cepsepa ucnons3ytot noptsl (80, 443) pekomeHayemble A8 HUX B /etc/services —
BeCbMa 4acTo Bbl cMOXeTe Habnogate WEB cepBepa Ha noptax 8080, 3128 un gpyrux.

[naBHOe npaBuiO COCTOMT B TOM, YTO Ha OLHOM CepBepe He MoryT paboTtarb 2 cepBuca OLHOMo
TpaHcnopTHoro npotokona (UDP ¢ TCP) ¢ coBnagawowmmu Homepamu nopta! He moryT oguH nopt
npocaywnBaTbs 04HOBPEMEHHO 2 CEPBEPHbIX NMPUTOXEHNS.

Ho npexge, yeM o6cyxaaTb BO3MOXHOCTU U OCOGEHHOCTY paboThl C NOGLIM U3 CETEBBLIX NMPOTOKO/IOB,
HY)XXHO y6eauTbCsl, UTO MCMOMb30BaHME 3TOTO NPOTOKO/A He 3anpeLleHo B HacTpoiikax dhaliepsBona Balleld
cuctembl. locne 3Toro (YTOUHMB XapaKTepUCTUMKM MHTepPecyloLlero Hac npoToKosa) paspellaem ero K
MCMNOMb30BaHUI0 CPeAcTBaMn KOHhurypuposaHus haiiepsona (ytunutbl iptables nam GUI o6onouku gns
eé ynpasneHus).
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2. TMpOTOKOJIbl U UHCTPYMEHTbI NPUKNA[HOI0 YPOBHSA

Uncno yTuauT npegHasHayYeHHbIX A58 paboThbl C CETEBLIM CTEKOM OrpoMHO. OHO NPEBOCXOAUT 06YIo
[pyroii pasgen pa6oTbl KOMMbIOTEPA. 3HAUYNTE/LHYIO YaCTb AOCTYMHLIX YTUANT Mbl YXXE BUAEN MO TEKCTY
paHee. 3fecb Xe Mbl MPOBEAEM TO/IbKO HEKOTOPYH UX CUCTEMATU3ALMIO.

YacTb 06cyxaaemblx YyTUANT yCTaHaBNMBaeTCA B Linux N0 yMONYaHUIO NPpY UHCTaUINALUN CUCTEMbI (M TO
Kakasi 370 4aCTb — 3aBUCUT OT KOHKpPETHOro anctpmbyTtmea Linux). pyras 4acTb MOXET ObITb YCTaHOBNEHA
N3 CTaHOAPTHOrO Peno3nTopus AMcTpmbyTmBa TuNoBbIM crnocobom (apt, dnf wn gpyrve). A, 3a ouveHb
peaKvMn UCKIYEeHUAMU, He Oyay Has3BaTb HWKaKMX YTUAUT U MPOEKTOB, OTCYTCBYHOLWMX B CTaHAaPTHbIX
penosuTopusax (M BaM COBETYIO TOrO e W He 000MbLIATbCA CTOPOHHUMWU UCTOYHMKamu). B Tex peakmx
c/ydasx, Korga peub 6yAeT uATM 0 cOopke M3 MporpaMMHbLIX UCXOAHbIX KOAOB, 3TO OyaeT oroBapuBarbCs
ABHO.

NHcmpymeHmbl QuazHOCMUKU

BaxHeniwmmn XapakTepuctnkamm ceTeBoW nogcucTtemMmbl XocCTa ABNIAKOTCA KOanﬂypauMH CeTeBbIX
nHTepdeiicoB 1 Tabnuua MapupyTMlaumm agpa, Kotopast MOIHOCTbHO W OAHO3HAYHO onpeaenser
Hanpas/fieHns pacnpocTpaHeHns Tpaduka mexay nHTepdielicamm, HanprumMep:

$ ip link
1: lo: <LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: eml: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP mode DEFAULT group
default glen 1000

link/ether a0:1d:48:14:93:5c brd ff:ff:ff:ff.ff:ff

3: wlol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP mode DORMANT group
default glen 1000

link/ether 34:23:87:d6:85:0d brd ff:ff:ff:ff.ff:ff

4: pppO: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UNKNOWN mode
DEFAULT group default

link/ppp

$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 1024 0 0 eml
80.255.73.34 0.0.0.0 255.255,255,255 UH 0 0 0 pppo
192.168.1.0 0.0.0.0 255.255.255.0 u (0] (0] 0 eml
192.168.1.0 0.0.0.0 255.255.255.0 u 0 0 0 wlol

Tabnuubl mapwpyTnsauum ans IPv4 n IP v6 pasnimuHble

HecooTBeTcTBUE Tab/MLbl POYTUHIAa COCTOSIHUSIM CETEBbLIX MHTEPIENCOB (YTO BECbMA 4YacTo C/yvyaercs
npu aKcnepMMeHTax u OT/1afke CeTeBbIX MoAynel a4pa) — Hanbonee yactas npuynHa OTINYNS NOBeAEHNS
ceTm OT oOxugaemoro (KapTuHa BOCCTAHaBNMBAETCA  COOTBETCTBYHOLLMMM  KOMaHgamu  route,
JobaBnsoWwmyMn uan  yaansaowyMmM  HanpasneHua B Tabnuuy). Camoe KpaTkoe M uMcuepnbiBatouiee
onucaHne pabotbl TCP/IP ceTn (M3 n3BecTHbIX aBTopy) Aan Y. P. CTuseHc:

1. IP-nakembi (co3darouyuecss Ha xocme u/iu Mpuxoosiue Ha Hea20 CHapyxu), ec/iu OHU He
npeodHasHadyeHbl 0aHHOMY XOocmy, PempaHc/upyromcsi 8 cOOmMmBemcmsuU ¢ OOHOU U3 CMpPOK
mabsiuybl poymuHaa Ha ocHose IP adpeca nosiydamers.

2. Ecnu Hu odHa cmpoka mabnuybl He coomsemcmasyem aopecy rosydamesisi (noocems U/U
Xocm), mo nakems! pempaHc/upyromesi 8 uHmepgelic, Komopbili 0603Ha4YeH Kak uHmepaedc rno
yMmosiHaHuro, komopsbil sceada npucymemsyem 8 mabsiuye poymuHaa (uHmepdgpelic ¢ Destination
pasHbimM 0.0.0.0 8 npuMepe rnokasaHHOM Bbile).

3. [lMakem, npuwedwuli ¢ HeKOMOPo20 uHMepdghelica, HUKO20a HEe PempaHC/IupPyemcst 8 3mMom xe
uHmepgedc.

Mo aTomMy anroputmy BCerga MOXHO pa3obpartb KapTUHY NMPOMCXOAALLEro B cucteme c /oboi camol
CNOXHOW KoHduUrypaumeii nitepdeliicos.

OCHOBHble MHCTPYMEHTbl ynpaBfeHuWs ceTeBbiMM uHTepdpeiicamu (ip, ifconfig, route,
NetworkManager, nmcli ...) 6b11M 06CyXaeHbl paHee. OHM NPMMEHUMbI KakK A1 peasibHbIX, Tak U Ans
BMPTYaU/TbHbIX CETEBbIX MHTEPAIENCOB, Hanpumep, pasHoobpasHbix VPN (Virtual Private Network):
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$ ifconfig

cipsecO Link encap:Ethernet HWaddr 00:0B:FC:F8:01:8F
inet addr:192.168.27.101 Mask:255.255.255.0
inet6 addr: fe80::20b:fcff:fef8:18f/64 Scope:Link
UP RUNNING NOARP MTU:1356 Metric:1
RX packets:4 errors:0 dropped:3 overruns:0 frame:0
TX packets:18 errors:0 dropped:5 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:538 (538.0 b) TX bytes:1670 (1.6 KiB)

30ecb nokasaH BUPTYaslbHbIA MHTepdeinc (BMpTyanibHast yactHas ceTb, VPN) co3gaHHbIini nporpaMmMHbIMM
cpeactBamm (Cisco Systems VPN Client) ot Cisco Systems (cipsec0), paboTawouwmii 4yepes oguH u3
dm3myecknx KaHasnoB xocTa. lMokasaTtenbHo, 4yto ecsim ToT Xe VPN-kaHan co3gatb «pofHbIMu» Linux
cpeacteamn OpenVPN (c nomowpto NetworkManager) Kk TOMy e yAan&€HHOMY CepBepy-XxOCTy, TO Mbl
Nosy4YMM COBEPLUEHHO APYrol (U gaxe, ec/i HYXHO, ellé oavH AOMNOJIHUTENIbHO, NapassieNlbHo) CETEBO
NHTEpgIeNnCc — pas3nmuna B UHTepdiencax 06ycnoBneHbl MOAYNAMU A[pa, KOTOPbIe UX CO34aBasIn:

$ ifconfig

tuno@ Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:192.168.27.112 P-t-P:192.168.27.112 Mask:255.255.255.0
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1412 Metric:1
RX packets:13 errors:0 dropped:0 overruns:0 frame:0
TX packets:13 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:1905 (1.8 KiB) TX bytes:883 (883.0 b)

Ho Kpome 6a30BbIX MHCTPYMEHTOB YynpaB/ieHNA CETEBbIMU I/IHTGpCbGVICElMI/I, ana OTpﬂﬁOTKI/I CeTeBbIX
MPOEKTOB H806XOAMHA ewé [ocraroyHo UJMpOKMM Ha6op cpenctes ANArHOCTUKKM, YyhnpasieHUA, OT/IadkKnu U
TecTnpoBaHuUA.

NHCTpyMeHTbl HaGMaeHus

Mockonbky nNpeAcTaBneHWe CEeTEBbIX WHTEPCECOB AOCTATOMHO MYAPEHO U NPUHLMUMUAIBHO
OT/IMHaETCHA OT CUMBOJIbHbIX UM B104HBIX YCTPOWUCTB (B /dev), To Npu oTpaboTke MoAy/en sapa nogaepKKm
CeTeBbIX CpeACTB (4a M ApyrMx CeTeBbIX KOMMOHEHT MpOCTpaHCTBa MNOMb30BaTesns) WCNonb3yeTcs
COBEpLUEHHO 0CO60Ee MHOXECTBO KOMaHA-YTUAMUT. VIX Mbl UCMONb3yeM [ANS KOHTPONS, AUArHOCTUKM U
ynpaBfieHnsi ceTeBbIMU MHTepdielicamn. Habop ceTeBbiX YTUAWT, NCNOMb3YEMbIX B CETEBON pa3paboTke —
orpomeH! Hmxe Mbl TO/IbKO Ha30BEM HEKOTOpPbIE U3 HUX, 6e3 KOTOpbIX Takasd paboTa NPoCTO HEBO3MOXHA...

MpocTelMn  UHCTPYMEHTaMM AWArHOCTUKM B Hawei oTpaboTke npumepoB OyaeT nocblika
«nynbcoB» — TecTupyrowmnx ICMP naketoB ping (nNpoBepka [OCTUXMMOCTM XOCTa) U traceroute
(3a4epkKa NPOXOXAEHUSA NPOMEXYTOUHbIX XOCTOB Ha TPacce MapLipyTa):

$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seqg=1 ttl=51 time=57.3 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=51 time=58.5 ms

AC

--- 8.8.8.8 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 57.374/57.959/58.544/0.585 ms

$ traceroute 80.255.64.23

traceroute to 80.255.64.23 (80.255.64.23), 30 hops max, 60 byte packets
1 192.168.1.1 (192.168.1.1) 1.052 ms 1.447 ms 1.952 ms

* * %

10.50.21.14 (10.50.21.14) 32.584 ms 34.609 ms 34.828 ms
umc-10G-gw.ix.net.ua (195.35.65.50) 37.521 ms 38.751 ms 39.052 ms

* * %

a b~ W N
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EWwE oaHO npefcTaBfeHMe CeTeBblX WHTepPdENCOB M 0TOGpPaXeHME CTATUCTUKU WUCMO/Ib30BaHuA B
JMHaMVIKE:

$ netstat -i
Kernel Interface table

Iface MTU Met RX-0OK RX-ERR RX-DRP RX-OVR TX-OK TX-ERR TX-DRP TX-OVR Flg
etho 1500 0 0 0 0 0 0 0 0 0 BMU
lo 16436 0 5508 0 0 0 5508 0 0 0 LRU
wlano® 1500 0 154771 0 0 0 165079 0 0 0 BMRU

YctaHoBneHHole TCP coeguHeHus:

$ netstat -t
Active Internet connections (w/o0 servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tep 0 0 notebook.localdomain:56223 2ip.ru:http TIME_WAIT
tcp 0 0 notebook.localdomain:45804 178-82-198-81.dynamic:31172 ESTABLISHED
tcp 0] 0 notebook.localdomain:48314 c-76-19-81-120.hsd1.ct:9701 ESTABLISHED
tep 0] 0 notebook.localdomain:56228 2ip.ru:http TIME_WAIT
tep 0 0 notebook.localdomain:56220 2ip.ru:http TIME_WAIT
tep 0] 0 notebook.localdomain:41762 mail.ukrpost.ua:imap ESTABLISHED
tep 0 0 notebook.localdomain:46302 bw-in-f16.1e100.net:imaps ESTABLISHED
tep 0 0 notebook.localdomain:56222 2ip.ru:http TIME_WAIT
tep 0 0 notebook.localdomain:ssh 192.168.1.20:57939 ESTABLISHED
tep 0 0 notebook.localdomain:56204 2ip.ru:http TIME_WAIT
tep 0] 0 notebook.localdomain:48861 maill.ks.pochta.ru:imap ESTABLISHED

[dnarHoctvka n ynpasneHve Tabnuuein paspeweHns MAC agpecoB B agpeca IP (3TOT MexaHU3m
onpeaenéH Tonbko ans IPv4):

$ arp

Address HWtype Hwaddress Flags Mask Iface
192.168.1.20 ether f4:6d:04:60:78:6f c wlano
192.168.1.1 ether 94:0c:6d:ab5:c1:1f (o wlano

Ytunutel nslookup, host, dig ncnonb3ytotca ana padotbl ¢ DNS cepBepamu paspelleHns VIHTepHeT
uméH wn IP apgpecoB. Takoe MHOroobpasve asbTepHaTMBHBLIX YTWIUT OMNPeAEensieTcsl, HaBEpPHOE,
(PyHAAMEHTa/IbHOCTBIO 3TOrO Npouecca B xoge paboTbl BCceMupHON ceTu. Mpumepb! 3anpocoB kK DNS Ha
npsiIMOe 1 06paTHOe paspeLLeHNe MMEHN:

$ nslookup fedora.com
Server: 192.168.1.1
Address: 192.168.1.1#53

Non-authoritative answer:
Name: fedora.com
Address: 174.137.125.92

$ nslookup 174.137.125.92
Server: 192.168.1.1
Address: 192.168.1.1#53

Non-authoritative answer:
92.125.137.174.in-addr .arpaname = mdnh-siteboxparking.phl.marchex.com.

Authoritative answers can be found from:
125.137.174.in-addr.arpa nameserver = c
125.137.174.in-addr .arpa nameserver = d.ns.marchex.com.
125.137.174.in-addr.arpa nameserver = a.ns.marchex.com.
125.137.174.in-addr.arpa nameserver = b.ns.marchex.com.

BTopbim (Heob6si3aTenbHbIM) NapaMeTpom koMaHabl nslookup MoxeT 6bITb IP agpec DNS-cepBepa, yepes
KOTOpbIA TpebyeTcs BbINOJHUTL paspelleHne WMEH (MpuM  ero OoTcyTcBMM OyaeT  Mcnosib3oBaHa
nocneposatenibHOCTb DNS, KOHIUIYPMPOBaHHbIX B CUCTEME MO YMOMYaHMIO).
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$ host fedora.com
fedora.com has address 86.105.245.69

$ host 86.105.245.69
69.245.105.86.1in-addr.arpa domain name pointer 86-105-245-69.haip.transip.net.

$ dig fedora.com

; <<>> DiG 9.18.12-0ubuntu0.22.04.1-Ubuntu <<>> fedora.com

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31162

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494

;7 QUESTION SECTION:

;fedora.com. IN A

;+ ANSWER SECTION:
fedora.com. 42 IN A 86.105.245.69

;; Query time: O msec

;3 SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;7 WHEN: Wed Apr 26 14:14:25 EEST 2023

;7 MSG SIZE rcvd: 55

[na aHanusa Tpadhmka paspabarbiBaEMOro ceTeBoro nHTepdpeiica Bam 6e3ycnoBHO NOTPeBYOTCA YTO-
TO M3 YnCna U3BECTHbLIX YTUIUT ceTeBbIX cHUMepoB, Taknx kak tcpdump (http://www.tcpdump.org/), nim eé
GUI akBmBaneHT Wireshark (http://www.wireshark.org/). MocmoTpum kak OyAeT BbIIALETb pe3ysibrar
tcpdump ansa BOT Takoro ceTeBoro nHtepdoeica (p7pl):

$ ip addr show dev p7p1
3: p7pl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP glen 1000
link/ether 08:00:27:9e:02:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.101/24 brd 192.168.56.255 scope global p7p1
inet6 fe80::a00:27ff:fe%9e:202/64 scope link
valid_1ft forever preferred_1ft forever

34ecb Mbl MOXEM paccMOTPeTb MosydeHHbld B tcpdump gamn ceTeBoro Tpadmka (MokasaHO TOJbKO
Havas10) NpU BbINOSIHEHMW OMepaumn ping Ha aToT MHTepgIelic ¢ BHeWHero xocTa LAN:
$ sudo tcpdump -i p7p1
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on p7p1, link-type EN1GMB (Ethernet), capture size 65535 bytes
08:57:53.070217 ARP, Request who-has 192.168.56.101 tell 192.168.56.1, length 46
08:57:53.070271 ARP, Reply 192.168.56.101 is-at 08:00:27:9€:02:02 (oui Unknown), length 28
08:57:53.070330 IP 192.168.56.1 > 192.168.56.101: ICMP echo request, id 2478, seq 1, length 64
08:57:53.070373 IP 192.168.56.101 > 192.168.56.1: ICMP echo reply, id 2478, seq 1, length 64
08:57:54.071415 IP 192.168.56.1 > 192.168.56.101: ICMP echo request, id 2478, seq 2, length 64
08:57:54.071464 IP 192.168.56.101 > 192.168.56.1: ICMP echo reply, id 2478, seq 2, length 64

BugHo paboty ARP mexaHuM3Ma paspeLueHus IP agpecoB B /I0Ka/IbHOW CETU (Havasio NPoToKona), U Npuém n
nepepayy IP naketos (Tvn npoTtokona ICMP).
C nomowpto nporpammbl tcpdump, cdopmupysi CroxHble ycnoBusi ¢hunbTpa oTO0Opa NakeToB Ans

npotokona (No ceTeBbiM UWHTepdhelicam, NpPOTOKO/aM, agpecaM WCTOYHWKA W Noay4YaTens...) MOXHO
NokanunsoBaTtb NPO6/EMbI U U3yUNUTb NPaKTUUYECKM 060N CETEBOI OOMEH.

AnbTepHaTvBoi (doyHKUMOHanNbHO) tcpdump, HO yxe c rpadmnyeckum mHTepdericom (GUI) siBnsietcs
nporpamma WireShark.

Ytnnuta WireShark, B otanuum ot tcpdump cogepXut, Kpome Toro, 60/1bLIoe KOIMYECTBO Napcepos
ONs ceTeBblX MakeToB (Hanpumep MOXHO nNpoc/ywaTtb He 3aKkoAuMpoBaHHble Buaeo/ayomo  MNOTOK,
nepeparoLnincs B naketax npotokona RTP npu SIP coeguHeHusix B IP-TenedioHnn), a Takxke no3BosseT
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[06aBNATbL COOCTBEHHblIE Napcepbl AN CBOMX MaKeToB. 3TO OYeHb MOME3HO, Hanpumep, ecnau
cofepxunmoenaketa 3akoguposaHo (encrypted), 4TO O4eHb pacrnpoCcTpPaHeHO B KOMMEPUYECKUX NpoeKTax.

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e & gl a = F & IEE -

Filter: [ Expression... v
No. Time Source Destination Protocol Lengt
2 63.968340 127.0.0. 127.0.0. UDP ¢

127.0.0.

1
1 TCcP 7l

0.1 ]
1

=) — (=N

127.0.0.
Gl [ B
I Frame 1: 43 bytes on wire (344 bits), 43 bytes captured (344 bits)

P Ethernet II, Src: 00:00:00 _00:00:00 (60:00:00:00:00:00), Dst: 00:00:00 _00:00:00 (00:00:00:0
P Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
[
>

User Datagram Protocol, Src Port: 50613 (50613), Dst Port: 50613 (50613)
Data (1 byte)

=] n [>]
0oo0 00 00 00 00 00 00 00 00 OO0 OO0 00 00 0B 00 45 00 ........ ...... E.

0010 ©O0 1ld GO0 00 40 00 40 11 3c ce 7f 00 00 01 7f OO P

0020 ©0 01 ¢5 bS ¢S5 b5 00 09 fe lc OO LiLoo.

@ lo: <live capture in progress... = Packets: 5 Displayed: 5 Marlk... = Profile: Default

MHCTpPYyMEHTbI TeECTUPOBaHUA

B cucteme Linux (POSIX-coBmectumolri, UNIX-like) Havayywmmm MHCTpyMEHTamMu TecTUpOBaHUs
ABNSAOTCA camu cTaHdapTHble yTunutbl POSIX/GNU, Takme kak echo, cat, cp u gpyrme (B 3TOM
NPOSBNAETCA CUMMETPUYHOCTbL M OPTOroHaNbHOCTL cucteM UNIX). [N TeCcTMpoBaHUA U OTNIafKU CeTeBbIX
Moaynei sapa Takke XOpowo Obl NpeaBapuTeslbHO OMPeAeMTbCs C HAbOpPOM TECTOBbIX MHCTPYMEHTOB
(yTMuT), KOTOpble Takke OblIM Obl OTHOCUTENIbHO CTAHA4APTU30BaHbl (MM LUMPOKO WUCMOMb3yEMbIE), W
KOTOpble MO3BONS/IM Obl MPOBOANTL TECTUPOBaHME ObICTPO, AOCTOBEPHO M C HAVMEHBLLUUMW 3aTpaTamu.

OAVH 13 yaayHbIX BapuaHTOB TECTEPOB MOrYT ObITb YTUANTLI Nepegadn dpannos no npotokony SSH —
sftp n scp. Obe yTnnnTbl KONUPYIOT yKasaHHbI (Mo URL) ceteBoii havin. PasHuua cOCTOUT B TOM, YTO
sftp TpebyeT ykasaHusi TO/IbKO UCTOYHMKA M KOMUPYET €ro B TEKYLLUMIA KaTasor, a A1 SCP yKasblBaeTcs U
NCTOYHMK W MPUEMHMK (U KaxXAblA U3 HUX MOXET ObiTb ceTeBbiM URL, Takum 06pasom p[onyckaertcs
BbINOJIHEHWE KOMNMPOBaHWSA U U3 3-ro, CTOPOHHETO y3Na):

$ sftp olej@192.168.1.9:/home/olej/YYY

01lej@192.168.1.137's password:

Connected to 192.168.1.9.

Fetching /home/olej/YYY to YYY

/home/olej/YYY 100% 98MB 10.9MB/s 00:09

$ scp olej@192.168.1.137:/boot/initramfs-3.6.11-5.fc17.i686.img img1l
01lej@192.168.1.137's password:
initramfs-3.6.11-5.fc17.1686.1img 100% 18MB 17.6MB/s 00:01

OOVH 13 NyYwnx MHCTPYMEHTOB CETEBOrO NporpaMMmucTa A8 TECTUPOBAHUSA W OTNafKu — yTunura
Netcat (ums ncnonHumoro paiina nc). NMNogo6bHo yTnnnte cat oHa No3BOMSET OTNPABMATL (MW NOyYaTb)
6aliToBbI MOTOK, HO He B MOTOK BBOAA-BbIBOAA, & B CETEBOM COKET. Y 3TOW YTUAUTbl €CTb MHOXECTBO
BO3MOXHOCTel (OnMcaHHbIX B man), B YaCTHOCTM OHAa MO3BOJISIET Kak nepefasaTtb AaHHble B CETb (KNNEHT),
Tak M OXmgaTtb NPUMHUMAEMble 3TU faHHble M3 ceTu (cepBep, € onuuein -1). MpocTedwnii npumep
MCMO/b30BaHNA NC MOXET ObITb NOKa3aH, ec/iv Mbl B O4HOM TEpPMUHAsIE 3anyCTUM 3K3EMM/IAP NC B pexume
npocnywmsaHua coketa (cepsep, TCP nopt 1234), Toro, 4to 6yaeT BBOAUTLCA C TepMuHana Apyrum
3K3eMMNIAPOM Nc, paboTatoWwum B peXxnme KaneHTa:

$ nc -1 1234
BXOJHaa cTpoKa
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111111133131311
2222222222
333333

AC

A BOT TEpPMMHAJT C KOTOPOIO Ta e nporpamma nc paboTana Kak K/IMEHT, KOMMPYIOLWMIA B CETEBOW COKET BBOJ,
C KnaBunatypsbl (TO, 4TO Mbl 1 NONyYaeM Ha CTOPOHE cepBepa):

$ nc 127.0.0.1 1234
BXOoAHasA CTpoOKa
1111111111111
2222222222

333333

Mpymep yNpoLweEH N cxemaTuyeH, HO MHOTOYUC/IEHHBIMU ONUMAMK 3amnycka NC MOXHO BapbupoBaTh:
afipeca ceTeBbIX Y3108, NpoTokosibl (TCP no ymonuyaHuio u UDP npu onumn -u), NOPTbl U MHOroe Apyroe.
OT0 penaet YTWIUTY YHMBEPCA/IbHbIM OT/MIAA0YHbLIM  VHCTPYMEHTOM MPakTUYEeCKU HeorpaHnYeHHbIX
BO3MOXHOCTEW. BO MHOrMx cniyyasix, npy OT/1af04vHbIX paboTax, NC MOXET 3aMEHWUTb MPOTOKOA U YTUANUTY
telnet paccmatpuBaeMble fanee.

P.S. O6paTtute BHUMaHME (3TO BaXXHO M MOXET C3KOHOMUTb MHOMO HanpacHO MOTEPSIHHOIO BPEMEHN),
YTO B COBPEMEHHbIX ANCTPUBYTMBaX MOXET ObITb (B MAKETHOI CUCTEME, B BUAE MAKETOB) ABE COBEPLUEHHO
pasHble peasm3aumm, HasBaHHble: TpaamunoHHbIA Netcat n Netcat BSD. Bonee Toro, N0 yMO/THaHUI0 MOXET
ycTaHaBmBaTbcs MMeHHO Netcat BSD, a TpagnumoHHbIin Netcat notpebyeT py4Hoi ycTaHOBKM. Peanm3aumm
HECOBMECTUMbI HW MO KOMaHOHOMY WHTepdgeiicy, HM no ceTteBoMy npoTtokony! [lockonbky nc
npeAHasHa4veH A/1s1 CBA3bIBaHUS pa3HbIX CETEBbLIX XOCTOB — CNeAmuTe YToObl Ha pasHbIX KOHLAX paboTanu
CX0fHble peanu3auun Nc (3TO MOXHO BbISICHWUTb 3amnyCcTuB YTUANUTY ¢ onuueli -h).

[Be peanuzaumy [OMyckalT OAHOBPEMEHHYH YCTAHOBKY B CUCTEMY, a ObICTpOE nepek/toveHne
TeKyLLEen MCnosb3yoLLeiics Bepcun o6ecnedrBaeT cuctemMa ynpas/ieHus anstepHatusamm Linux:

$ galternatives

$ update-alternatives --display nc
NC - PYYHOI pexum
nydwas Bepcus ccbikn — /bin/nc.openbsd
CCblIKa ceivyac ykasbiBaeT Ha /bin/nc.traditional
ccbinka nc — /bin/nc
noAgYnHEHHaa nc.l1l.gz — /usr/share/man/mani/nc.1.9z
noAg4ynHéHHaa netcat — /bin/netcat
nogunHéHHas netcat.l.g9z — /usr/share/man/manl/netcat.1.gz
/bin/nc.openbsd — npuoputeT 50
NOAYMHEHHLIK Nc.1.9z: /usr/share/man/manl/nc_openbsd.1.gz
NOAYUHEHHBIA netcat: /bin/nc.openbsd
NOoAYNHEHHBIN netcat.1.gz: /usr/share/man/manil/nc_openbsd.1.9z
/bin/nc.traditional — npuoputeT 10
NOAYMHEHHLIK Nc.1.g9z: /usr/share/man/manl/nc.traditional.l.gz
noguYMHEHHbI netcat: /bin/nc.traditional
NOAYMHEHHbIA netcat.l.gz: /usr/share/man/manl/nc.traditional.l1.gz

Kak nerko otcioga BUAETb, camMy OpPUTMHasIbHbIE MPOrPaMMbI-yTUIUTbI UHCTANIMPYIOTCA B CUCTEMY MNOJ,
nmeHamu nc.traditional n nc.openbsd:

$ nc.traditional -h

[v1.10-47]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [-options] [hosthame] [port]

$ nc.openbsd -h
OpenBSD netcat (Debian patchlevel 1.218-4ubuntul)
usage: nc [-46CDdFhkINnrStUuvzZz] [-I length] [-i interval] [-M ttl]
[-m minttl] [-0 length] [-P proxy_username] [-p source_port]
[-g seconds] [-s sourceaddr] [-T keyword] [-V rtable] [-W recvlimit]
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[-w timeout] [-X proxy_protocol] [-x proxy_address[:port]]
[destination] [port]

G Alternatives - 08

NpunoxeHne

BRE Q 0 nc
/bin/nc

Groups Auto: No description

montage

nc Priority  nc.1.gz netcat netcat.1.9z

montage-im6
L /bin/nc.openbsd 50 Jusr/share/man/mani/nc_openbsd.1.9z /bin/nc.openbsd fusr/share/man/man1/nc_openbsd.1.9z
movemai

© /bin/nctraditional 10 Jusr/share/man/man1/nc.traditional.1.9z  /bin/nc.traditional /usr/share/man/man1/nc.traditional.1.gz

mpi
mpi-x86_64-linux-gnu
mpirun

mt

my.cnf

newt-palette
odt2txt
open
pack200
pager
pasteurize
pdftk

Cepsucbl cemu u systemd

MpakTuyeckn BCce pJanee paccmaTpuBaemble ceTeBble cepBuUCbl (M elWwé MHOXECTBO He
paccmaTpmBaeMbliX) MOCTPOEHbI HA KIMEHT-CEPBUCHOM apXUTEKTYPe: KNMEHTbI 3anpallumBaloT 06CyXMBaHns
y cepBepa Nno ceTeBOMY MpoToKoy. CTPYKTypa npakTUyeckn BCEX CBOOOAHO pPa3BMBAEMbLIX CETEBbIX
npoekToB (Linux — onepauMoHHass cucTemMa CBO6OAHAs U C OTKPbITbIMU WUCXOAHbIMU KOAaMu BCeX eé
NpoAyKTOB!), 13-3a MX CETEeBOIN cneuuuyHOCTM, COBEPLUEHHO OAMHAKOBa, U COCTOMT M3 3-X KOMMOHEHT
OCHOBHbIX: 1). npoTokonn XXX, 2). KIMeHT xxX, 3). cepBep XXX. KnueHt, kak npaswio, rotos AN
MCMOMb30BaHNs, XOTA MHOrAa TpebyeT npeaBaputenibHoi KoHurypauum. 3anyck cepBepos, B COBPEMEHHbIX
AncTpnbyTnBax (B nogasnsowemM 60/bLLIMHCTBE) 06ecnevmBaeTcs cpeacrtesamm systemd.

Cxema yCTaHOBKM U 3anycka B 3KCM/yaTauuio BCEX CETEBbIX NMPOEKTOB OAHOTMMHA U eAnHOo6pasHa, u
MoO3TOMY, YTOGbI HE NOBTOPSTL €€ Aasiee Kaxaplil pas B AeTa/IAX 1 OTHOCUTE/IbHO KaXA0ro HOBOTO CepBuca,
BCMOMHVM €[MHYI0 CXeMy o6pallleHuss C CeTeBbIMW AUCTPUOYTMBHLIMKU MakeTamu, Oo6Llyl Ans
NoAaB/ISAoLLErO 60/bLIVHCTBA CETEBbIX NPOEKTOB:

1. YcraHoBKa Bbl6paHHOro npoekTta (YCNOBHO HA30BEM ero XxX) M3 CETEBOro Penos3vTopus CBOEro
AncTpubyTmBea:
$ apt install xxx
Wnn gna RPM anctprbyTMBOB:
$ dnf install xxx

2. KoHdurypupyem cepsep yCcTaHaB/IMBaemMoro npoTokona XXX. MecTononoxeHune
KOHpUrypaumoHHbix ¢aiiioB, 06bIYHO, YTOUHSETCA BO BPeEMS YCTAHOBKW, CMOTPUM ANS Hadvana
oarinbl /etc/default/xxx, letc/xxx.conf, /etc/xxx.d/xxx.conf

3. 3anyckaem cepsep cpeacTsamu systemd:
$ sudo systemctl start xxx
4. TIpoBepsieM cTaTyc 3anyLeHHOro cepeepa Ha npegMeT OTCYTCTBUSA OLUMOOK:

$ systemctl status xxx

lMoBTOpsieM CHOBa HaumMHasi ¢ Nn.2 A0 Tex Nop, NoKa 3TOT LWar He NPOoXoAnM 6e3 OLIMGOK.

5. Ecan nnaHnpyem AONTOCPOYHO WUCMO/Mb30BaTh cepBep NpoTokona XXX, ycTaHaBIMBaeMm A1 Hero
aBTOMAaTMYECKMNIA 3anycK NpK 3arpyske onepauyvioHHON CUCTEMBI:

$ sudo systemctl enable xxx

MpoTtokon SSH (Secure SHell) npuwén Ha cmeHy npoTokony telnet u, Kak MOHATHO U U3 CaMOro
Ha3BaHWA, MNepBOHaYa/lbHOE W OCHOBHOE €ero npegHasHayeHve Obl1I0 — opraHM3aums  3almEHHbIX

LUINCpOBaHMEM B KaHasie TEPMUHASIbHBIX CECCUIA (B 3aLLMLLEHHOCTM M COCTOMT FNaBHoe oT/mune oT telnet).
Ho B panbHeiem SSH Tak «MpULLENCSA KO ABOPY», YTO Ha HEro 6bI/10 BO3/IOKEHO MHOXECTBO ApPYrux
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BO3MOXHOCTEW (TOMIbKO MaJTylo YacTb KOTOPbIX Mbl CEAYAC 1 MOCMOTPYM).

[ns Linux cywecTByeT HECKO/IbKO peasm3auuii ans npotokona SSH. Ho camas lWmnpoko ncnonb3yemas

M3 HNX — 3TO0 openssh. KnneHT openssh-client ycTtaHOBMEH MO yMON4YaHWO B N060OM gucTpmnbyTtmse

Linux — 3TO OCHOBHOI 1 NOGUMbIA MHCTPYMEHT /1t060r0 CETEBOr0 aagMUHUCTpaTopa. CepBep Xe 13 Toro xe

npoeykta openssh-server (1 no xenaHuiwo openssh-sftp-server) HyXXHO YyCTaHOBUTb AOMNOIHUTENbHO

(4To A pekomeHAoBan 6bl genatb MepBEMlIMM AeNCTBMEM MOC/Ee MHCTaNNAUMM o6oro AncTpmnbyTtmsa
Linux):

$

i

aptitude search openssh- | grep /i

openssh-client - knuMeHT npoTokona SSH, Ana 3awMwéHHOro yaanéHHOro gocTtyna
i openssh-server - CepBep SSH gna 6econacHoro gocTtyna C yAanéHHbIX KOMMboTEpoB

i openssh-sftp-server - secure shell (SSH) sftp server module, for SFTP access from remote
machines

Mocne ycTaHOBKM CepBep 3anyckaercs yepe3 systemd cTaHgapTHbIM CNoco6oM:

$ sudo systemctl start sshd
$ systemctl status sshd
e ssh.service - OpenBSD Secure Shell server

Loaded:
Active:
Docs:

Process:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/1lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
active (running) since Sun 2023-04-23 07:07:20 EEST; 6h ago

man:sshd(8)

man:sshd_config(5)

1313 ExecStartPre=/usr/sbin/sshd -t (code=exited,
1331 (sshd)

1 (limit: 115786)

3.2M

25ms

/system.slice/ssh.service

status=0/SUCCESS)

L-1331 "sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups"

anp 23 07:07:20 R420 systemd[1]: Starting OpenBSD Secure Shell server...
anp 23 07:07:20 R420 sshd[1331]: Server listening on 0.0.0.0 port 22.
anp 23 07:07:20 R420 sshd[1331]: Server listening on port 22.

anp 23 07:07:20 R420 systemd[1]: Started OpenBSD Secure Shell server.

$ pgrep sshd
1331
19252
19262

UTto o3HauyalT nocnegHuwe 2 CTpoyky BbiBoga (1-A 310 MOHATHO, aTo PID cTraproBaBllero cepsepa sshd,
coBnajawwmini n ¢ 3HayeHmem B cTatyce systemd nokasaHHbIM Bbilwe). A 2 nocnegHve CTPOuKu: a).
COOTBETCTBYIOT KaXK[as O4HOWN MOAKMHOYEHHON KMMEHTCKOW ceccun, 6). ykasbiBaloT Ha To 4To SSH-cepsep
ato fork-arowmini cepsep, B). 1 Kaxgasa M3 aTux CTPoK 310 PID godepHero npouecca Ans 06CayXuBaHus
CBOEI TEPMUHAsILHOI ceccun.

N 5 cpasy e nocne yctaHoBkM cepBepa SSH paspewnn 6bl yepes systemd ero aBToMaTU4eCKuid
3anyck nocne nepesarpy3kvm CUCTEMbI:

$ sudo systemctl start sshd

CWHTaKcuC KnueHTa SSH2:

$ ssh olej@192.168.1.13
01lej@192.168.1.13"'s password:
0lej@R420:~$ hostname

R420

0lej@R420:~$ exit

BbIXOA,

Connection to 192.168.1.13 closed.

Wnn Tak:

2 51 Be3ze B puUMepax IOKa3bIBalo0 B IPUMepax CBOE PerMCTPALMOHHOE UMs 110/1b30BaTess olej (uToObl He rOpOAUTb KAaKUX-TO
YCJIOBHBIX KOHCTPYKLVSI TUTIA <user> He ITOXOKMX Ha CHHTAKCHUC PeasibHBIX KOMaH[). Bbl, ecTecTBeHHO, AO/DKHBI TIOJCTaBUTh
BMeCTO PerCTPaLjIOHHOe UMsI TI0JIb30BaTesIsi B CBOel chcTeMe.
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$ ssh -1 olej 192.168.1.13
0lej@192.168.1.13"'s password:

MokasaHo 3TO A58 TOro 4TO6bI MOATBEPANTL: KNMEHT SSH Bcerga 3anpocuTt naposib nosb3oBarens (310
naposib 3TOr0 UMEHW NOJIb30BaTeNS Ha yAa/IEHHOM XOCTe, a He r4e-To B Hegpax camoli cuctembl SSH). (3T10
€ec/n Ha yaanéHHOM XOCTe He paspelléH 6ecnaposbHbli SSH A0oCTyn, HO paspellarb Takoi AoCTyn — 3TO
nocnegHee pgeno.) HeT HMKakoil cuHTakcuueckol ¢hopMbl 3anpoca SSH-KOHHEKTa B KOTOPOW SIBHO
ykasblBasiCA Obl Naposib OAHOBPEMEHHO C MMEHeM (4epe3 3HaK [ABOETOYMS KaK 3TO [OMycKalT MHorue
ceTeBble NPOTOKO/bI M KOMaHbl). 3TO cAenaHo 4M1A NpefoTBpalleHns BUAUMOCTU Napons npu Habope Ha
TepMmuHane.

SSH ponyckaeT ncnonb3oBaHue agapecos kak IPv4 Tak u IPv6 (y knueHTa SSH aaxe ecTb yTouHSAOW e
onumn -4 n -6, HO OH pacno3HaéT MX U NO NPaBWIbLHON 3anucu agpeca). Bot, Hanpumep, ceaHc SSH B
nokasnibHOM ceTn no nokasbHoMy (fe80::/64) agpecy IPv6 (kak y)xe ynoMUHasIoCb paHee, A1S1 NTIOKa/IbHOro
agpeca [o/mkeH 6bITb 0683aTeNbHO YKka3aHo UMS UHTepdielica nam ero Homep, B JaHHOM criyyae Homep):

$ ssh olej@fe80::522d:d0bd:b221:a526%2
olej@fe80::522d:dObd:b221:a526%enol's password:
Linux nvme 5.10.0-21-amd64 #1 SMP Debian 5.10.162-1 (2023-01-21) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Fri May 5 13:03:47 2023 from 192.168.1.14

olej@nvme:~$ exit

BbIXOA,

Connection to fe80::522d:d0bd:b221:a526%enol closed.
B koHcburypauum SSH cepsepa TOT UM UHOW NPOTOKON MOXET ObiTb paspeLuéH (Mo ymMosyaHuio 06bI4YHO
paspeLleHbl 06a) Uiy 3anpeLLéH:

$ grep AddressFamily /etc/ssh/sshd_config

# AddressFamily inet # TONbKO IPV4
# AddressFamily inet6 # Tonbko IPV6
# AddressFamily any # MO yMOJl4aHMI0, UCMONb3yKTCA 06a

Mpu nogknwuveHuUn K ypanéHHomy cepsepy B VHTepHeT no IPv6 (B oOT/iMuMe OT nNoOKas3aHHOro
MOAK/IOYEHMSA B NTOK&/IbHOW CETU), BaC CKOpee BCEro, OXugaeT Takas BOT HEOXMOAHHOCTb (C 3aMeTHOI
naysoli No BpeEMeHN):

$ ssh 221:58c9:9a6:99be:f3d:clac:2b5b:9771
ssh: connect to host 221:58c9:9a6:99be:f3d:clac:2b5b:9771 port 22: Connection timed out

Takoli athdpekT cBsA3aH He C KoHMrypauuei cepsepa SSH, a ¢ Tem, 4To (paiiepBosn, npakTMyeckn Bcerga
3anyLleHHbI Ha cepBepax AOCTYMNHbIX B VIHTEpHET, no3BonsieT IPv4 Ha 22 nopt TCP, Ho 3anpewaeT IPv6
Aoctyn. Ecnm Mbl XOTUM MMeTb goctyn u IPv6, To, 3aiiaa Ha cepsep no SSH IPv4, BbINOAHUM TaMm:

# sudo ufw allow in on tun@ to any port 22

Rule added

Rule added (v6)

# ufw status numbered | grep "22 (v6)"

[14] 22 (v6) on tun® ALLOW IN Anywhere (v6)

W BoT Teneps:

$ ssh 221:58c9:9a6:99be:f3d:clac:2b5b:9771

The authenticity of host '221:58c9:9a6:99be:f3d:clac:2b5b:9771
(221:58c9:9a6:99be:f3d:clac:2b5b:9771)"' can't be established.

ED25519 key fingerprint is SHA256:tUEdy1iSRcHZzplT6ds7GmMI6LOEBXYy95rAXPMoXEicC.

This host key is known by the following other names/addresses:
~/.ssh/known_hosts:57: [hashed name]

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '221:58c9:9a6:99be:f3d:clac:2b5b:9771"' (ED25519) to the list of known
hosts.
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0lej@221:58c9:9a6:99be:f3d:clac:2b5b:9771's password:
Linux 277938.1local 4.19.0-23-amd64 #1 SMP Debian 4.19.269-1 (2022-12-20) x86_64

I nonpocvm cepBep NnokasaTb YCTaHOB/IEHHbIE TaM CECCUM:

$ who

olej ttyl 2023-03-29 11:16

olej pts/0 2023-05-06 12:43 (193.28.177.65)

olej pts/2 2023-05-06 12:43 (193.28.177.65)

olej pts/3 2023-05-06 13:01 (21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f)

MHorga Hac MOXEeT WHTepecoBaTb B K/IMEHTE He BO3MOXHOCTb YCTAHOBUTb [0/ITOBPEMEHHYIO
TEPMUHA/IbHYIO CECCUI0, a 3anyCTuUTb YAasIEHHO nporpamMmmy (UM HECKO/IbKO nporpamm), ¢ oTobpaxeHnem
Ha Haw JIOKa/IbHbIA TepmuHas. Torga doopMar KomMaHAbl HEMHOT0 W3MEHUTCS — MNOoCneaHuM
Heob6s3aTe/IbHbIM NapaMeTpoM Mbl 3a4aéM KOMaHZy, KOTopas AO0/HKHA BbINO/HUTLCA, U Aasiee, BO3MOXHO,
napamMeTpbl 1 ONUMK 3TOI KOMaHAbI:

$ ssh o0lej@192.168.1.13 df -h
0lej@192.168.1.13"'s password:
daiin.cuctema  Pa3mep Wcnonb3oBaHo JocT Wcnonb30BaHO% CMOHTMPOBAHO B

tmpfs 9,56 2,1M 9,5G 1% /run

/dev/sda5 109G 456G 60G 43% /

tmpfs 486G 20K 486G 1% /dev/shm

tmpfs 5,0M 4,0K 5,0M 1% /run/lock
/dev/nvmeOnipl 229G 58G 160G 27% /home

/dev/sdb2 229G 83G 135G 39% /home/olej/3arpy3ku
/dev/sdal 511M 3,3M 508M 1% /boot/efi

/dev/sdc2 910G 19G 846G 3% /mnt/sdc2

/dev/sdc3 576G 140G 408G 26% /mnt/sdc3

tmpfs 9, 5G 132K 9,56 1% /run/user/1000

Mocne BbINOMHEeHUs yAanEéHHO KOMaHpl B TakoM chopmare ceccust SSH 3aBepluaeTcs.

nu, ecnm Ham HyXHO BbINO/IHUTL NOC/EA0BAaTE/IbHOCTb HECKO/IbKUX (CKO/Mb YTOHO MHOT0) KOMaHa, TO
o6beayHseTe U3 B 04HY 06LLYHO CTPOKY:

$ ssh o0lej@192.168.1.13 "uptime && free -m"
0lej@192.168.1.13"'s password:
18:59:04 up 11:51, 1 user, load average: 3,74, 2,27, 1,71

total used free shared buff/cache available
NamsaTb: 96607 7194 85954 389 3458 88249
NogKayka: 2047 0 2047

MpumeyaHue: HanomHo, 4YTO B LeNoyke (NocnefoBaTe/lbHOCTM) KOMaHA MOryT WCMob30BaTbCs B
KauecTBe pasgenutenss M6o a). YCNOBHbI && — BbINOMHATL TO/IbKO MNPV YCMELWHOM 3aBEPLUEHUN
npegplayLen komaHasl, mbo 6). 6e3yCcri0BHbIN ; — BbINONHATL NPU II0O0M MCX04e NpeablayLleid kKomaHabl.

BosmoxHOCTU cucTteMbl SSH Ha cerofHsi MpocTO Heo603pvMbl: TYHHENW ANsi APYrUX CETEBbIX
MPOTOKO/I0B, MPOKCMPOBAHUE C OAHOTO pecypca Ha Apyroli U MHoroe Apyroii... Mbl pacCMOTPUM TOJSbKO
HEKOTOpbIE 13 BO3MOXHOCTEN, KOTOPbIE OYEHb MOME3HbI HA NPAKTUKE, HO HEAOCTATOUYHO LUMPOKO U3BECTHbI.

Mepepaua haitnos no SSH

K cogpyxecTtBy yTunut SSH nosxe 66111 go6asneHbl yTUAUTbI KONMPOBaHWSA yaanéHHbIX daiinos yepes
npoTokon SSH: komaHap! sTtp u scp.

KomaHga konupyeT sftp yganéHHbiii chaiin Ha dainnoBytd CUCTEMY NOKaNIbHOrO KOMMbiOTEpPA Ha
KOTOPOM Mbl paboTaem (MM M3 NIOKASILHOTO XOCTa Ha yAasiéHHblli). DTO HEMHOrO HanoOMMHAET NPOTOKON
FTP, HO nepefava MAET B 3alUMdIPOBAHHOM KaHase. [N 4iCcTOTbl 3KCMEPUMEHTA KOMMpPOBaHWE Aenak B
BHOBb CO3/j@HHbI MyCTOI KaTasor:

$ mkdir tmp && cd tmp
$ 1s -1
ntoro 0

Konvpyem chaiin no cetu ... ¢ cepBepa HaxogsALLEerocs 3a TbiCA4M KUIOMETPOB (XOCTUHT B KasaxcTaHe):
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$ sftp olej@linux-ru.ru:prefix

olej@linux-ru.ru's password:

Connected to linux-ru.ru.

Fetching /home/olej/prefix to prefix

prefix 100% 36 0.2KB/s 00:00

MonyyeHHbI pe3ynbrar:
$ 1s -1
ntoro 4
-rwxr-xr-x 1 olej olej 36 anp 23 15:01 prefix

O6palllaeM BHUMaHMe Ha HECKONbKO HeOObIYHbIi CUMHTAKCMC yKasaHusi flokanu3aumm Konmpyemoro
(halina Ha yganéHHom xocTe: 1). uma cepBepa OTAENSIETCS OT MyTEBOr0 UMeHW (palina ABoeTounem, 2).
nyTeBoe MMs dhaiisia, nocse ABOETOYUS, OTCUMTLIBAETCA He abCOMOTHO (OT KOPHSA yAanéHHoW dhalifioBol
CUCTEMbI), a OT AOMallHero kKarasiora TOro Mnosib30BaTesisl, KOTOPbIi perucTpupyercsa B KoMaHge (nepeg,
CUMBOJIOM @).

KomaHaa scp elé MHTepecHee: OHa KONMpyeT chaiin mexay ABYMS /IoKauusiMu, Kaxgas u3 KOTOpbIX
MOXET ObITb YAaNEHHOW (HO MOXET 1 fIokasibHOW). B cneayowem npumepe Mbl konupyem daiin Bcé ¢ Toro
Xe BecbMa YAa/IEHHOrO pecypca (3a TbiCAYM KW/TIOMETPOB), HO HE Ha CBOI /I0KasIbHbIA KOMMNbIOTEP, @ Ha
COCeHUIA XOCT B Hallell NoKasibHOW CeTu:

$ scp olej@linux-ru.ru:prefix olej@192.168.1.11:
olej@linux-ru.ru's password:

Ha xocTe nonyuyatens Ha6nwgaem (M TyT e KOHTPO/IMPYEM BPEMSI CO3[aHusi, YTOObl y6eauTbCa YTo 3TO
TONbKO-YTO NOJTYYEHHbIV doaiin):

$ 1s -1 prefix

-rwxr-xr-x 1 olej olej 36 anp 23 15:05 prefix

$ date

Bc 23 anp 2023 15:06:05 EEST

KomaHAbl 3TU XOTb U NPOCThbI, HO o6nap,ar0T BO3MOXXHOCTAMU ropasao 60M1bWNMN YEM TE, YTO MbI yxe
ycnesin NOCMOTPETb:

$ sftp --help

unknown option -- -

usage: sftp [-46AaCfNpqgrv] [-B buffer_size] [-b batchfile] [-c cipher]
[-D sftp_server_path] [-F ssh_config] [-1i identity file]
[-J destination] [-1 1imit] [-o ssh_option] [-P port]
[-R num_requests] [-S program] [-s subsystem | sftp_server]
destination

$ scp --help

scp: unknown option -- -

usage: scp [-346ABCOpgRrsTv] [-c cipher] [-D sftp_server_path] [-F ssh_config]
[-1 identity_file] [-J destination] [-1 1limit]
[-0 ssh_option] [-P port] [-S program] source ... target

N3 cambix oueBuAHbIX Bewleli: 1). koMaHAbl paboTalT Kak ¢ IPv4 Tak n ¢ IPv6, 2). ecnv KOMaHfbl
BbIMO/IHATL C OMUMEeR -r, TO KOMUPYeTCA He OTAeNbHbI haiii, a BeCb KaTasior PeKypCcUMBHO CO BCEM €ro
COAEPXUMbIM.

Ho cnHTakcuyecky npocTo nepeHecTy oopmy 3anucu KomaHasl ns IPv4 B IPV6 He nonyynTcs:

$ sftp -6 olej@221:58c9:9a6:99be:f3d:clac:2b5b:9771:backup-10.05.2023_19-14.sql
ssh: Could not resolve hostname 221: Address family for hostname not supported
Connection closed.

Connection closed

TyT npugétcs BOCMNOMb30BaTbCs TO dhopmoii 3anucy IPv6 0 KOTOpoOii yxe roBopuioch (agpec
3akn4vaeM B CKOOKM), HaNpuMep:

$ sftp -6 olej@[221:58¢c9:9a6:99be:f3d:clac:2b5b:9771]:backup-10.05.2023_19-14.sql
0lej@221:58c9:9a6:99be:f3d:clac:2b5b:9771's password:
Connected to 221:58c9:9a6:99be:f3d:clac:2b5b:9771.
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Fetching /home/olej/backup-10.05.2023_19-14.sql to backup-10.05.2023_19-14.sql
backup-10.05.2023_19-14.sql 100% 57MB  2.2MB/s  00:26

EcTecTBeHHO, UTO O/19 3TUX KOMaH[, Ha XOCTe UCTOYHUKE (a AN1A SCP U Ha XOCTe nosy4varesne) AO/KeH
paboTaTb cepBep SSH.

SSH nmc

JTO He JOCTaTOYHO M3BECTHO, NMPO TO, YTO B TAaKOM MONY/SIPHOM 2-MaHeNbHOM haiiloBOM MeHegxepe
mc (Midnight Commander) onepauusi ans naHenein (NeBoil U NpaBoii), KOTopas Has3BaHa B MEHK Kak
«Shell-coegMHeHne» — 3T0 M eCTb COeAMHEHME 3TON MaHenn K CETEBOMY XOCTY MO LIMAPOBAHHOMY
npotokony SSH. 3To camblii NPOCTOl 1 BM3yasibHbIV cnocob paboTbl ¢ haiinamm Ha yaanéHHOM CeTeBOM
pecypces.

mc [olej@R420]:~ = O e
@ain Mpaeka Bwao Mowck TepMmuHan Bknagkn [Momollb
mc [olej@277938.local]:~ L3 olej@277938: ~ X mc [olej@R420]:~ x
i i I ELEERE]
Cnucok dainos
BbICTpbIii NpocMoTp

WHbopMauma
[epeso

@opMaT CMMCKa. ..
MopANOK COPTHMPOBKM. . .
OUNbTP. . .

Boibop KOQMPOBKM. . .

SFTP-COEIMHEHKE. . .
NaHenu3auna

-BBEPX-
159G G (B9
CoseT: Wcn J'Ib3j.«'|:“1TE C-X p ONA KONMpOBaHWA 20 NYTH B KOMaHOHYKW CTPOKY.

6 8

Torga, ANs HarNAAHOCTU, Mbl MOXEM B MPaBO NaHenun, HanpuMep, ykasaTb COCEAHWUIA XOCT B /I0Ka/lbHOM
cetu:

3 U 30T criocob 1o3BoIsieT CO3/aTh MOAK/IIoUeHHe K (aiijIoBoi crcTeMe B OMepalMOHHbIX CUCTEMAX OTVIMUHBIX OT Linux:
FreeBSD, Solaris OS, Minix 3 ... u gaxke Windows ¢ HeKOTOpPBIMI OrOBOPKaMH (13-3a pa3niunii B kogupoBkax UNICODE,
uMeHa (aii/ioB Ha HAI[MOHA/IBHBIX SI3bIKaX OyAyT UCKaXKaThCs).
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mc [olej@R420]:~ - o @

@ain  Mpaeka Bug TMMowck TepmwuHan Brnagkw [MNomouwb

mc [olej@277938 local:~ L3 olej@277938: ~ X mc [olej@R420]:~ X

ma

/goroot

Shell-coeguHenwe C yoan&HHOW MawMHOR
BBeOMTEe MMA MalMHbl (OeTtanu no Fl):

"]

[< Oanbwe >] [ MpepBaTthb ]

/W300pamenHuna
~KHWUT W
/Pabounit cTon

A B MpaBoil NaHenu, aHanorMuyHo, MOXeM OnpeAenuTb ANS MNOAK/HUEHUS, HANpUMep, YAanEHHblii (Ha
HECKO/IbKO ThICSiY KU/TOMETPOB) cepBep:

mc [olej@R420]:~/2023/own.BOOKs/NET — O Q
@ain MNpaeka Bwg Mowck TepmwHan Bxnagkw Momollb

mc [olej@277938.local]:~ L3 olej@277938: ~ L3 mc [olej@R420]:~/2023/own.BOOK... X

&= ~/2023/0wn.BO0Ks/NET

M Wma |Pazmep |Bpems

/NET .BOOKs
mples

k.BC

—— Shell-coepunenne c ynan&HHOW MaWMHOA
BBeoMTe MMA MawuHel (petanu no F1):

[< Oanbwe =] [ Mpepeatb ]

MOROR R
W R R

4096

-
o

-BBEP

: [InA OTMeTKW KaTanoroe B [Wanore swifopa AofaBbTe KOCYW YepTy.
2023 /own . BOOKs/NETS

EcCTecTBeHHO, 1 B TOM 1 B APYrOM MOAK/IOMEHUN Yy HAC MONPOCAT Napony aBTopu3auun Ans yKaszaHHOro
UMeHN nosib3oBaTensi. BoT nToroBasi kapTvHa naHenei ¢aiAinioBoro MeHemkepa MNocsie OCyLLeCTB/IEHUS
NOAK/THOHEHNIA;
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mc [olej@R420]:/sh://olej@linux-ru.ru/

@ann TMpaeka Bwug TMowck TepmuHan

olej@277938: ~ x

Brnagku

olej@277938: ~

= sh://olej@linux-ru.ru/ -0

Mg

7
4096
3020
4096
4096

7

|Pazmep |Bp

asr
anp
Map

anp :

AHB
aBr

J(aBr

9

16
16384
4096

409
0
4096
760
8
4096
B |anp

aBr
aBsr
aBr
aBsr
aBr
aBsr
Map
anp

anp :

aBr
aBr

A NpaBK

2019
06:50

29 11:13

06:58
2020
2019
2019
2019
2019
2019
2019
2019
2019

29 11:13

9 02:30
18:11
2019
2019
9 01:09

Momowes

x mc [olej@R420]:/sh:;//olej@linux-ru.... X

.168.1.11/

.-". .
~bin
/boot
Jcdrom

/home
~lib
~1lib32
~1ib64
~libx32
/lost+found
/media
/mnt
fopt
/proc
Jroot

-BBEPX-
nepemeHHol oBono4kn EDITOR.

6 7 8

Pa3mep
-BBEPX-
7
4096
4096
4480
12288
4096
7

J[OKT

9

10
16384
4896

6 |Map

]
4096
1260

8
4096

Mas
OKT
anp
AHB 26
anp 2:
anp
wion
OKT

OKT
OKT
aHB
Map

@ L

RN R
o WD WO W L

Wk RO s

HOA
anp
anp
anp
OKT
fek

=R R R R
0

=

Tenepb Mbl MOXeM (NPOCTbIMW AEWCTBMSAMU C BU3YasIbHbIM KOHTPOEM):
* no Tab nepemelLaTbCcs MeXAy N€BON-NPaBON NoKaumu;

* cB0OOAHO nepemellatbcs NO painfioBoOli MepapxuMn KaokAoW U3 nokKauvili nonb3yscb AN 3TOr0
cTpenkam knasuartypsl (1 Enter);

» konupoBartb (no F5) nnu nepemewatb (No F6) daiinbl mexay nokauusmu (He B3npasi Ha T0 YTO UX
pasgensiet TbiCAYN KWTOMETPOB);

« npocmartpuBarh (no F3) unun gaxe pegaktmposats (Mo F4) cogepxumoe haiinos, HaxoaaWwmxcs ot
Hac 3a TbICAYMN KNIOMETPOB...

mc [olej@R420]:/sh://olej@linux-ru.rufhome/olej =

)

@ain MNpaeka Bwua Mowck TepmuHan Benagku [Momoulb

X  olej@277938: ~

me [olej@R420]:/sh://olej@linux-ru.... X

NGOE
BpeMa npaBKu

9 2820

4096|aHB 9 2020

Bpema npasku
6|lanp 19 2015
anp 11 2014
WoH 6 20818
KonupoBaHwe of 2015
KonuposaTe $ain "bacsend" c MCXoOQHbM WaGNOHOM: eB 2818
- KT 2821

[x] MeTacumeonel shell HB 2010
np 108
:08
+19
142

[
W=

RN}

] BHyTpb MofgkaTanora, ecnu ecTb

[ ] Pa3bMeHOBLIBATE CCHUTKM [
[ 1 N3MeHATE OTHOCHMTENBHLIE CCHUTKH

[x] CoxpauAaTb aTpuByThl

o R R R R

[« Oanbwe =] [ B doHe ] [ NpepeaTte ]
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Npadmueckan ceccus B SSH

BbiLle 6bI/10 Y)Xe BCKO/b3b YNOMSAHYTO O TOM, YTO MPOTOKOS SSH MOXET MCNosb30BaTbCA Kak TYHHEes b
LN MHOTUX ApYrMx CeTeBblX NPOTOKOMOB BHYTPU cebs. DTO oyeHb O6LIMpHas OTAeslbHas Tema, HO Hac
30eCb UHTEpPeCcyeT YacTHOCTb: SSH MOXeT TYHHeNnupoBaTb, B TOM Yuc/e, 1 rpaduyeckuii npotokon X11 (Ha
KoTopoM nocTpoeHa Bca rpadmka B UNIX/Linux). A 3TO 3HAUYUT 4YTO Mbl MOXEM Ha (CKOMb YrofHo)
yO&UIEHHOM cepBepe 3anyckaTtb tobble npuBbiYHbIe rpadinyeckne GUI nNpuioxeHns ¢ Tem, 4ToBbl KX
rpadmyecknii akpaH oTobpaxasics (M B3aMMOAENCTBOBa/1) Ha HalleM JIOKa/IbHOM MOHUTOpE (STOKa/IbHOro
X0CTa).

[nsa Toro utobbl SSH ceccus 3anyckanacb ¢ TYHHeNMpoBaHMeM NpoTokona X11, komaHay SSH knneHTta
HY)XHO 3anyckatb C onuuamu -X, win gaxe -Y, 4To npegycmarpuBaeTr, BO BTOPOM C/lyyae OTCyTCTBUE
lwndgpoBaHua B SSH npotokone. BTopoli BapuaHT (-Y) genaet coeguHeHue elé ObicTpee, U MOXET
NPUMEHSITLCS B JTIOKa/TbHBIX CETSIX, KOrAa y Bac ecTb JJOBEPUE K Tpacce NpoxoxaeHus IP nakeTos.

MpocTeiiwee GUI npunoxeHne BbINOSHAOWEECS YAATEHHO:

$ ssh -X olej@192.168.1.13 xclock
0lej@192.168.1.13"'s password:

xclock

Bonee cnoxHoe (BecbMa cnoxHoe) GUI npunoxeHue, BbINOSHAEMOE YAANEHHO — 3TO MOXET ObITb,
Hanpumep, MeHemkep BUPTYasibHbIX MallvH VirtualBox, korga BupTyasibHble MalluHbl ByAyT BbINOHATCA Ha
opHom xocTte LAN, a oTobpaxeHue (4eCKTOMNOB BUPTYasIbHbIX MaLLWH) HanpasisaTe HA APYroMm:

$ ssh -Y olej@192.168.1.13 VirtualBox
0lej@192.168.1.13"'s password:
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Pann MawwuHa

BEE WHcTpyMeHTEl

CrpaBeka

(=B Astra_2.12.45

@ BuiknmoyeHa

Astra Smolensk 1.6
@ BuiknmoyeHa

ROSA.R11.LXQT
@) BuiknoyeHa

SUSH

antix-19
@) BuiknoyeHa

—H
CJ

alt-p10
@ BuikmoyeHa

Galliumos-haswell
@ BuiknioueHa

Lite-5.6
@ BuiknmoyeHa
@ Bhikmo4eHa

Mint 20.3.edge
@ BoikmoveHa

Mint 21.1
@ BuiknmoyeHa

NN N CEDE

Ubuntu-20.04.3-server

antiX-21.32
(@) Belknio4eHa

EPY NuTyX 22.07
‘ @ BeiknioueHa
PuppyRus
@) BuixmoueHa

Puppy-7.5
@ BuiknioyeHa

Android-x86

SSH B ckpunTtax

Kak nocnegHwo U3 0COGEHHOCTElN Monb3oBaHNA SSH xoTenocb 6bl
MCNOMb30BaHNst KOMaHg, KaMeHTa SSH B UCMOMHMMbIX ckpunTax. Kak yxe ynoMuHanocb paHee, y KoMaHapbl
ssh, npu BCcE&m 6oratcTBe BblOOpa, HET CUMHTaKCU4Yeckoi popMmbl, KOTOpas nossofsdna Obl 3anucaTb
CMMBO/IbHYIO CTPOKY Maposisi HenocpeACTBEHHO B KOMaHAy — 3TO AJ1 TOro, YTobbl Takylo KOMaHAy MOXHO
6bl/10 BbINO/IHATL B COCTABE CKPUMTa, HE TPEOYHLEro AManoroBoro BMeLLaTelbCTBa Mosib3oBarens. IT0
ObIBaET 3[10POBO HY>XHO MpU paboTe B COGCTBEHHOI AoBepeHHON LAN, nam ¢ co6CTBEHHbIMI BUPTYasIbHbIMM

Oracle VM VirtualBox Menegxep

TIL 3
= obwue

Wma:  antiX-21.32
OC:  Other Linux (32-bit)

@] cucrema

OnepaTMBHAA NaMATh:
Mpoueccopsl:
MopAAoK 3arpy3ku:
YckopeHue:

=] nNpessio

4096 MB
2

HECTKWA QUCK
VT-%/AMD-V, Nested Paging,

MapaesnpTyannsauma KVM

M pucnnea

BuoeonamaTe:

Ipagn4ecknin KOHTponnep:
YckopeHue:

Cepsep yoanéHHoro gucrnnies:
3anuce:

Hocutenu
Kontponnep: IDE

MNepenyHoe ycTponcTeo IDE O:
BropusHoe ycTponcTeo IDE O:

o0 Aayawo
BriknioyeHo

= CeTw

16 MB
VMSVGA
3D-yckopeHwe
Bhikno4eH
BuIKN04eHa

antix-21.32.vdi (O6ei4HbIA, 8,00 I'B)
[OnTuyeckuih npueoa] VBoxGuestAdditions.iso (60,93 ME)

Apnantep 1: PCnet-FAST Il (CeTegoit MocT, 'enol’)

(7 usB

USB-kouTponnep:
PUNLTPB YCTROWCTE:

[C] o6wme nankn
OTcyTCcTBRY 0T
© Onucanue

OTcyTcTeyeT

MawimHaMu ... HO He TOJIbKO.

Onsi Takux Leneit B Linux (B cTaHAAPTHBIX PENO3MTOPUSX MAKETHBLIX CUCTEM) MMEETCS Takoe HeGo/bLIoe

OHCI, EHCI
0 (0 akTMEHO)

NpUNoXeHne, KOTopoe HYXXHO OTAE/IbHO YCTaHOBUTb!

$ sudo apt install sshpass

YTeHne CNUCKOB MNaKeToB..

rfotoso

NMocTpoeHne pgepesa 3aBUCKMMOCTEN
YTeHne nHdopmMauum o0 COCTOSHUWU.. FTOTOBO
Cnepytwwme HOBHIE nakeTbl 6yAyT YCTaHOBMEHbI:

sshpass

06HOBNEHO 0O nakeToB, YCTaHOBNEHO 1 HOBbLIX NaKeToB, A1 yAa/leHUs OTMe4yeHO O nakeToB, U 6 MNakeToB He

06GHOB/IEHO.

Heobxogmmo ckauyaTb 11,3 kB apxuBoB.

NMocne pgaHHOW onepauun 06bLEM 3aHATOrO0 AMCKOBOr0 MpocTpaHcTBa BO3pacTéT Ha 31,7 kB.
Non:1 http://deb.debian.org/debian buster/main amd64 sshpass amd64 1.06-1 [11,3 kB]

MonyyeHo 11,3 kB 3a 1c (11,2 kB/s)
Bbibop paHee He BblGpaHHOro naketa sshpass.

(YTeHne 6asbl faHHbLIX ..
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MoaroTtoBka K pacnakoBke ../sshpass_1.06-1_amd64.deb ..
PacnakoBbiBaeTcs sshpass (1.06-1) ..

HacTpauBaeTca nakeT sshpass (1.06-1) ..
O6bpabaTbiBaloTcs Tpurrepol ans man-db (2.8.5-1) ..

Mocne 3toro Bbl Nto6blE KOMaHAbl K/MEeHTa SSH moxeTte nepenaBarb MPUNIOXKEHNO sshpass Ha
BbINosIHEHME. [Mpole YeM 06bSCHATL 3TO NMoKasaTb Ha NMPUMEpPE, BOT Kak MOXET BbIMMSAAETb TEPMUHAIbHAS
ceccusa.

$ sshpass -p 'xyz123' ssh -1 vasja -Y 192.168.1.107

You have new mail.

Last login: Fri Jul 19 16:23:52 2019 from 192.168.1.103

$ uname -a

Linux astra 4.19.0-1-generic #astral SMP Wed Mar 20 12:59:21 UTC 2019 x86_64 GNU/Linux
$ whoami

vasja

30echb (Kak AO/MKHO ObITb MOHATHO):
- vasja — 3To NI0rWH Nosib3oBaTtesia Ha xocTe 192.168.1.107

- Xyz123 — 37O Naposib K 3TOMY JIOTUHY

ECTecTBEHHO, YTO B TaKoii Xe MaHepe Ans sshpass MOXHO nepefaBaTh BCe CUHTaKCUUYecKue hopMbl
ssh paccmatpmBaemble paHee.

Bce nokasaHHble Bbllle MpUMeEpbl OTHOCUMTENbHO WCNONb30BaHWA IP agpecoB 6biiM nokasaHbl Ha
npumMepax (MKCMPOBaHHbLIX 3Ha4YeHWin agpeca, Tvna: 192.168.1.11 — Takue agpeca MpuUcBamBasIMCb

NHTEpdoencam BpyUHyH. 151 /IOKasIbHOM CETU B KOTOPOW A0 AecsATka XOCTOB 3TO BrosiHe npuemsemo. Ho
yto aenatb ¢ LAN 1 Kak eé agMUHUCTPUPOBaTb €CNIN B HE COTHSA XOCTOB? [11s1 3TOro NpeanoXeH NpoToKos
DHCP (Dynamic Host Configuration Protocol, npoTtokon AuHaMU4eckol KoHdurypauum ysnos) W
peanuayloLime ero ciyxobbl (cepBep, KNMEHTbI, ynpasneHue).

Mpotokon DHCP — 3T0 K/IMEHT-CepBEpPHbI MPOTOKO/, KOTOPLI aBTOMaTUYECKUN NPEAOCTaBSET XOCTY,
B MOMEHT ero 3arpysku, ans Hero |P-agpec (M3 onpefenéHHoro nynia agpecoB) U Apyrue Cesi3aHHble
CBefleHNs1 0 KoHdurypauuu, Takume Kak Macka MoACceTV W W3 no ymonyaHuo. Mages DHCP kpaiiHe
npocTas:

» CepBepy B KOH(pUrypauusix NpOMNWCbIBAETCS OAMH WM HEecKoMbKo Auanas3oH IP agpecoe (nyn
ajpecos);

 [na aToro AmanasoHa ycTaHaB/MBaETCs efuHblii Habop conyTcTBylowel nHopmaummn (macka,
L3 No ymonyaHuio, DNS cepsep noacetn);

e Ha 3anpoc ouepeaHoro sarpyxaollerocsi knveHta cepsep DNS BbibupaeT emy cBoGoAHbI (He
3aHATLIN elwg) IP agpec us nyna (ecnu Tam, KOHEUHO, eLlé OCTasICsA He3aHATbI aapec)...

* .. 1 BO3BpALLAET ero K/MEHTYy BMECTe C KOMIM/IEKTOM COMyTCTBYIOLWEN MHGOpMaLuM Ansi 3TOro
[AManasoHa;

* Tocne BblaeneHus IP no 3anpocy cepsBep XpaHUT WHAOPMAUMIO O HEM Kak O 3aHATOM
(3ape3epBupoBaHHOM) €eLLE HEKOTOPOe BpeMs, HasblBaeMOe BpPeMEHeM apeHpbl (CBA3blBasA 3Ty
apeHay ¢ MAC agpecoMm KnneHTa KoTopoMy 6bl/1 BO3BpaLéH 3ToT IP).

RFC 2131 n 2132 onpegenstoT npotokon DHCP B kauecTBe ctaHgapTta Internet Engineering Task Force
(IETF), ocHoBaHHOro Ha 60siee paHHeM MpPOTOKO/e HauvasibHOW 3arpy3km (BOOTP)4, npotokona, yepes
KoTopblii DHCP 1 npefoctaBAsieT MHOTO HY>HbIX CBEAEHWA.

DHCP knueHT B Linux NpMCyTCTBYET U3HAYA/IEHO B /1060 MHCTANNALMKA CUCTEMbI, APYTOW BOMPOC, YTO
OH MOXET 6bITb BK/IOYEH A/ OTAE/IbHOTO CETEBOrO MHTEpMpelica, MW BbIK/KYEH U TOT4a HUKAK cebs He
MPOsIB/ISIET.

DHCP cepBep MeHee M3BECTEH, HO 3TO TO/IbKO MOTOMY, YTO OH Ha CerodHs BCTpamBaeTcs B /060
CETEBON poyTep, Aaxe B npocTeliwmne n gewésble SOHO, gomallHero Ucnosib3oBaHus, knacca. Takum

4 BOOTP nepBoHauaabHO CO37,aBasICs ¥ IIMPOKO MCIIO/IB3YeTCsI /11 HauaAbHOH 3arpy3KHy 4epe3 CeTh BCSIKKUX PasHOOOPasHBIX
BcTpanBaeMbix (embedded) v aBTOHOMHBIX YCTPOMCTB B He 0OC/TY>KIIBAEMOM pPeXXHUME.
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06pas3om, Bce Mbl U KaxXablih geHb nosb3yemcs ycinyramm DHCP cepBepa npocTto 06 3T0M 4acTo He 3Has, U
ero He 3ameyvasi. Ho kaxablin (Mo4TM) poyTep Ha cerogHa — 310 Linux, 1 Ha HEm paboTtaeT Tunosoit DHCP
cepsep.

Ho wHorga TpebyeTca MO HeobxoAMMOCTU M BO3HMKAET Takoe >xenaHue yctaHoBuTb DHCP cepsep
OTAE/NIbHO Ha aBTOHOMHOM XOCTEe JI0Ka/IbHON ceTn (Mpu 3TOM OTK/IIOYMB, Kak NpaBu/io, BCTPOEHHbIN DHCP
cepBep poytepa — 2 n 6onee DHCP cepsepa B ogHoit LAN 3T0, Kak npaBuio, TPYAHO AMarHoCcTupyemble
npo6nemsl!).

OavH 3 cambix nonynsipHbix B Linux DHCP cepBepoB isc-dhcp-server (paHee M3BECTHbI Kak
dhcp3-server):

$ aptitude search isc-dhcp-server
p  isc-dhcp-server - ISC DHCP server for automatic IP address assignment
p isc-dhcp-server-1ldap - DHCP server that uses LDAP as its backend

CTaHAapTHbI/i Peno3nTopuin — cTaHAapTHasi ycTaHoBKa:

$ sudo apt install isc-dhcp-server
YTeHne CNUCKOB nNakeToB.. F0TOBO
NocTpoeHue fepeBa 3aBUCUMOCTENR.. FTOTOBO
UTeHne nHPopmaymm O COCTOSHWUW.. [OTOBO
ByayT yCTaHOBNEHb cnegywuwme AONOMHUTENbHbIE NaKeThl:
libirs-export161 libisccfg-export163 policycoreutils selinux-utils

Mocne TakoW yCTaHOBKM CEpBEP YXe NMPUCYTCTBYET, HO OH MOKa OCTAHOB/EH, YTO BMOJSIHE ECTECTBEHHO —
nepeg, 1-M 3anyckoM ero HyXXHO KOH(UIypupoBarTh:

$ systemctl status isc-dhcp-server
e isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.d/isc-dhcp-server; generated)
Active: inactive (dead)
Docs: man:systemd-sysv-generator(8)

Mocne ycTaHOBKM €CTb CMbIC/T ONpeAenTb Kakne ceTeBble UHTepdeiickl 6yaet npocnywmate DHCP
cepsep 1, COOTBETCTBEHHO, KyJla OH ByaeT oTBevarhb:

$ ip 1 sh
1: lo: <LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: enp3sO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode DEFAULT group
default glen 1000

link/ether 90:1b:0e:2b:fe:3a brd ff:ff:ff:ff.ff:ff

# tail -n3 /etc/default/isc-dhcp-server

# Separate multiple interfaces with spaces, e.g. "eth® ethi".
INTERFACESv4="enp3s0"

#INTERFACESv6="enp3s0"

Kak Bngute 13 3arotoBku atoro aina (co3gaHHOro npu yctaHoske isc-dhcp-server) a). cepBep MOXeET
o6cnyxmBatb kak DHCP4 Tak 1 DHCP6, 6). MOXHO BbIOOPOYHO YKa3aTb MHTephelicbl Ha XOCTe CO MHOMMMM
nHTepdpeiicamMm 1 B). MO KaxAOMYy MPOTOKO/lY MOXHO YKasaTb MO HECKOSbKo (Npy Heob6xoAMMOCTH)
nHTepdencos.

A camy KOHdurypaumm cepBepa HaxogsTcs (ecnvM 3ToT MyTb He MepeonpegeneH B doaiine
/etc/default/isc-dhcp-server) B /etc/dhcp/:

# 1ls -1 /etc/dhcp/dhcpd*.conf
-rw-r--r-- 1 root root 3331 okT 4 2022 /etc/dhcp/dhcpd6.conf
-rw-r--r-- 1 root root 3496 okT 4 2022 /etc/dhcp/dhcpd.conf

KoHdhurypalumnoHHble oaisibl OTAMYHO MPOKOMMEHTUPOBaHbI (Kak 3TO uallle Bcero M 6biIBaeT B CETEBbIX
WHCTPYMEHTax) 1 TaMm M3 3Havallyx Mosieil Hy)KHO OCTaBWUTb W/WAW BhMcaTb, Hanpumep Ans IPv4, 4to-To
™na:
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$ grep -v "# /etc/dhcp/dhcpd.conf | grep -v /$
default-lease-time 600;
max-lease-time 7200;
subnet 192.168.1.0 netmask 255.255.255.0 {
option routers 192.168.1.3;
option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.1.3,8.8.4.4,1.1.1.1;
range 192.168.1.25 192.168.1.35;
range 192.168.1.240 192.168.1.250;

34ecb HEKOTOpbIe NMapaMeTpbl 3anucaHbl ¢ NpeAaLlecTsyowWymM option, a gpyrue 6e3. BoT To UTo 3anucaHo
c option — 370 1 GyaeT nepefaBaThCs KNMEHTY B OTBET Ha €ro 3anpoc.

3pech: default-lease-time u max-lease-time — Bpems apeHObl BblaeneHHoro IP B cekyHaax,
COOTBETCTBEHHO MO YMOSMAHUIO W MakCUMasibHbIA NUMUT €CNM KIWEHT 3anpocun SBHO; napamMeTpbl
MoAceTH, L3 Mo yMonYaHuio ana Heé u cnucok DNS cepsepoB ceTu; range — auanasoH IP 13 Kkotoporo
DHCP cepBep, no cBoeMy YCMOTPEHUIO, BbliAensAeT B apeHay IP Ha 3anpoc knneHTa. A cneumanbHO nokasan
2 range ydactka 4To6bl OblI0 MOHATHO, YTO AManasoH apeHAbl MOXeT 6biTb «pBaHbIN» W COCTOATb U3
HECKO/IbKNX YYaCTKOB.

Takunx cekuuin subnet mMoxeT 6bITb 0AgHA UM HEecKonbKo (Hanpumep, ana DHCP4 n DHCP6, nnn ans
HECKO/IbKMX pasHbIX nogceTteit).

MockosbKy Ha NpakTuke KoHdourypvpoBaHne DHCP cepBepa — [enio TpYAOEMKOe, X/I0MNOTHoe W
Tpebyloulee 60/bLION TLIATENLHOCTM, NPOEKT NpeaycMaTpuBaeT BO3MOXHOCTb aBTOHOMHOI (6e3 3anycka)
MPOBEPKM NOArOTOB/IEHHOIO haiina KoOH(UrypaLmm Ha oTCYTCTBME OLLUMBOK CUHTaKcuca.

# which dhcpd
/usr/sbin/dhcpd

MpaBuM dhaitn KoHUrypauum Ao Tex Mop Moka He Mo/y4Yum 4YTo-TO Nofgo6Hoe (COooO6LeHus C
OTCYTCTBYHOLMMUN OLIMOKaMK):

# dhcpd -t -cf /etc/dhcp/dhcpd.conf

Internet Systems Consortium DHCP Server 4.4.1

Copyright 2004-2018 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/
Config file: /etc/dhcp/dhcpd.conf

Database file: /var/lib/dhcp/dhcpd. leases

PID file: /var/run/dhcpd.pid

BoT Tenepb BCE roToBO YTOOLI 3anyCTUTb MPUIOTOB/IEHHLI cepBep (NpeaynpexaeHue: eciv Bbl He
KOHchurypmpoBasin HopManbHo chaiin /etc/dhcp/dhcpd6.conf, a Mbl MO TekCTy 3TOro He genaim — TO
3aKOMMeHTUpyiiTe nHTepgoeiic IPv6 B /etc/default/isc-dhcp-server, 6e3 atoro DHCP cepBep He cTapTyerT, OH
3aBepwmnTca (patanbHo Ha ctapte DHCP6!)

$ sudo systemctl start isc-dhcp-server
$ sudo systemctl status isc-dhcp-server
e isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.d/isc-dhcp-server; generated)
Active: active (running) since Sun 2023-04-23 13:33:10 EEST; 17s ago
Docs: man:systemd-sysv-generator(8)
Process: 14925 ExecStart=/etc/init.d/isc-dhcp-server start (code=exited, status=0/SUCCESS)
Tasks: 4 (limit: 14232)
Memory: 4.4M
CPU: 42ms
CGroup: /system.slice/isc-dhcp-server.service
L-14941 /usr/sbin/dhcpd -4 -q -cf /etc/dhcp/dhcpd.conf enp3s0

anp 23 13:33:08 esprimop420 systemd[1]: Starting LSB: DHCP server...

anp 23 13:33:08 esprimop420 isc-dhcp-server[14925]: Launching IPv4 server only.
anp 23 13:33:08 esprimop420 dhcpd[14941]: Wrote O leases to leases file.

anp 23 13:33:08 esprimop420 dhcpd[14941]: Server starting service.
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anp 23 13:33:10 esprimop420 isc-dhcp-server[14925]: Starting ISC DHCPv4 server: dhcpd.
anp 23 13:33:10 esprimop420 systemd[1]: Started LSB: DHCP server.

$ ps -A | grep dhcpd
14941 ? 00:00:00 dhcpd

Bcé! Y Bac paboTaeT cobcTBeHHbIi DHCP cepsep!

Pas3peweHue uméH, cnyx6a DNS

Cuctema pgomeHHbix MMmeH (DNS, domain name system) npeacTtaBnsieT coO60i pacnpefeneHHyto
CUCTEMY XpaHEHMS 1 06paboTKM MHGOPMaLMM O AOMEHHbIX 30Hax. OHa HeobxoanMma, B MepBYyH0 o4vepenp,
ONs cOOTHeceHus (NpsiMoro K o6patHoro) |IP agpecoB YCTPOWCTB B CETUM W 6onee YyAOGHbIX Ans
YeNoBEeYECKOro BOCNPUATUS YA060UNTAEMBIX CUMBOJIbHBIX UMEH.

CuctemMa [AOMEHHbIX WMEH paspaboTaHa B euwe 80-x rogax nMPOLW/IOFO0 BeKka W MPoAo/HKaeT
obecneunBatb YA06CTBO paboTbl C aApPecHbIM MPOCTPAHCTBOM VHTepHeTa [0 cux Mop. M1 ecTecTBeHHO
MO3TOMY /151 HEE CYLLECTBYET MHOXECTBO TOHKMX MOANVKALMIA.

OpraHu3aunoHHo 1 Tononormyeckn cuctema DNS npeactaBnsieT co60OW mepapxuMyeckyld CUCTeEMY
HenpepbiBHO paboTtarowmx DNS-cepsepoB. Bo rnase wuepapxum pacnonaratotca 13 DNS-cepsepos
OTBeYalLuii 3a KOPHEBbIE 30Hbl, C YYETOM AyOMMPYIOLLMX CEPBEPOB, HA CaMOM fene, Kak yTBepxaaercs,
nx 123. OHWM ynpaBAsTCA pPasUYHbIMK OMeparopaMyi M opraHM3auusMi, 4TO UCKAYaeT cbou no
NoOAYNHEHHOCTN.

Mo norvke pabota cuctembl DNS (Ha Ka4eCTBEHHOM YPOBHE, «Ha NasibLiax») BbIMA4NT Tak:

 [na sawen LAN wunm gns Bawero xocta B LAN HasHayeHo (yka3aHMeM WMX COOCTBEHHbIX |P)
Heckonbko (1, 2, 3, 4 ... 06bI4HO He 6oblie) DNS-cepBepoB CeTU. ITO HazHaYeHUe [0/rocpoyHoe
N MOXET NPOMCXOAMTbL CaMbIM pa3HbiM 06pa3oM: NPefoCTaBASATLCS BallMM CETEBbIM NPOBaigepomMm,
HasHa4aTbCs BPY4HYHO, Npu ykasaHuu B NetworkManager n gpyrme mexaHusmel.

* Korga Bbl Habupaete URL B agpecHoi CTpoke Gpay3epa OH 4epe3 CEeTeBON cTek (cam 6paysep
HMYEro He ymeeT — 3TO 0OLlee CBOWCTBO CTeka A1 BCEX CETEBbIX NMPWUIOXKEHWUI), OH MOCbIIaeT
3anpoc DNS-cepBepy cetu B cneuynasibHoMm ceteBoM DNS-npotokosie. DNS-cepsep cetu, B CBOHO
oyepeab, nMbo oteBevaeT cam (ecnu atoT URL emy u3BecTeH), /iMb0 nepechbiaer 3anpoc no
nepapxuv OAHOMY W3 [OMEHHbIX CepBepoB 60siee BbICOKOrO YPOBHA (MM, B KOHLUE LEMOYKM
KOPHEBOMY CepBeEpY).

+ 3arem 3anpoc HauMHaeT CBOe nyTellecTBME — KOPHEBOW cepBep MepechinaeT ero cepsepy nepsoro
YPOBHS (NOAAEPXMBAIOLLEr0, HAaNpPUMepP, AOMEHHYK 30HY .ru). TOT — cepBepy BTOPOr0 YpPOBHS B
3anpoweHHoMm URL (oTgensiembix TOUKO), N Tak fanee, noka He HaligeTcs cepBep, KOTOPbIA TOYHO
3HaET 3anpoLUeHHOe NMS 1 afpec, MO0 BbISICHAETCS, YTO TAKOr0 MUMEHU He CYLLIECTBYET BOOOLLE.

» Tlocne nonyyeHns OTBeTa 3anpoc HaYVMHAET ABWXEHME 0OpaTHO POBHO MO TOMY Xe NyTW, TOMbKO B
ob6parHoii nocnefoBareslbHOCTY.

+ T[lpakTnyeckn Bce cepBepa B Yy3/ax 3TOW Mepapxuv SIBAAIOTCS K3LWMPYOLWMUMUK, JI0Ka/IbHO
3anoMMHalOT 4acTo MOBTOPSIOLLIMECS MMeHa B NMOTOKE 3anpocoB, MO3TOMY BCSl Ha3BaHHas Bbllle
LIenoYka OKa3blBAaeTCsl MHOFOKPaTHO Kopoue — mMonysisipHble WHTEpHET MMeHa paspeluarTcs Ha
MepBbIX YPOBHAX MepapXxun U3 NOKasIbHOrO Kallia O4epeaHoro cepeepa.

Cam DNS-npoTokos MoXeT 6asmpoBartbes simb6o Ha UDP, 6o Ha TCP TpaHcnopTe (Ha paHHUX atanax
3T0 6bIn ToNbko UDP), n ncnons3dyeT no ymonyaHuio nopt 53 (u B8 UDP u B TCP — paHble Mbl yxe
roBopunu 4to noptbl UDP 1 TCP 3T0 04eHb pasHbie BeLM U MOTyT ObiTb YUAC/IEHHO PaBHbI).

BoT Ha kauyecTBeHHOM ypoBHe onucaHme DNS Toro ypoBHsi AeTanusaumm, KOTOpPOW A0CTaTovyHO Ansi
KOHKpeTu3auum Tembl ncnosb3oBaHnd DNS.

M3 ckasaHHOro rnaBHbIM SIBASIETCA crieaytowme TpeboBaHus kK DNS:
* PaboTa ero go/mkHa 6bITb 6ecnepeboliHasn 24x365 (BCE BpeMsi paboTbl XOCTa);

e O6CcnyXnBaHMe 3anpocoB AO0/MKHO ObITb Kak MOXHO ObiICTpee — MMEHHO OHO Onpeaensier, BO
MHOIOM, «TEMM>» paboTbl XOcTa C VIHTEPHET;

68



NokanbHblt DNS pe3onsep bind

YXe HecKonbko gecatunetuii knaccukoii DNS pesoneepa sinsietcs bind9. Bbl MoXeTe HaiTu ero B
peno3uTopun NCNosb3yemMoro Bamu AUCTpubyTrBa.

$ apt search bind9

p bind9 - cnyx6a DNS

p bind9:1386 - cnyx6a DNS

p bind9-dev - Static Libraries and Headers used by BIND 9
p bind9-dev:1386 - Static Libraries and Headers used by BIND 9
i bind9-dnsutils - Clients provided with BIND 9

p bind9-dnsutils:1386 - Clients provided with BIND 9

p bind9-doc - Documentation for BIND 9

p bind9-dyndb-ldap - LDAP back-end plug-in for BIND

i bind9-host - yTunuTa Ana BbINONHEHWA 3anpocos DNS

p bind9-host:1386 - yTwiuTa A8 BbiMO/IHEHMA 3anpocoB DNS

i bind9-1libs - Shared Libraries used by BIND 9

p bind9-1ibs:i386 - Shared Libraries used by BIND 9

p bind9-utils - Utilities for BIND 9

p bind9-utils:i386 - Utilities for BIND 9

p bind9utils - Transitional package for bind9-utils

v bind9utils:i386 -

YUTo-TO M3 €ero K/ANEeHTOB, MNOoYTU HaBepHAKa, YCTaHOB/IEHO Y Bac (I'IO ymonanmo) npaMo  npu
MHCTaNNAUnn Linux, U OHK MCMNOJIb3YKOT CMNUCOK WNCNOJ/Ib3yeMbIX DNS-cepBepOB cetn (O KOTOpPbIX
ynoMuHanoch paHee) 13 chaiina:

$ cat /etc/resolv.conf

# Generated by NetworkManager
nameserver 1.1.1.1

nameserver 8.8.8.8

nameserver 192.168.1.3

3710 cnncok DNS-cepBepoB 1-ro ypoBHSA K KOTOPOMY 3a pa3peLleHrsamMn MMEH 0bpaLLaeTcs ¢ 3anpocamu
ceTeBasi nogcucTeMa Bawlero xocta. (3gecb, Ans 6onblein o6LWHOCTN, nepBble 2 IP ykasbiBaoT Ha DNS-
cepBepa gasieko B rnobasnbHOi cetu, a 3-i1 — Ha MeCTHOM poyTepe, CAyXallUMm LLU30M U3 J10Kas1bHO
CeTn B rnobanbHyt. Takum 06pasoM, TEPPUTOPUANIBHOCTb pasMELLEHNs], «Aaeko/6nn3ko», ans paodoThbl
pe3sonsepa DNS He nMeeT 3HaYeHUs — YTO eMy yKasasim TO OH 1 UCMOJb3YET.)

Npes nokanbHOro pesofniBepa COCTOUT B TOM, YTO:
*  YcTaHOBUWTb Kawwmpyowmin cepeep bind9 Ha oamH 13 xoctoB LAN, ckaxem 192.168.1.53;
*  Ykaszatb emy cnucok DNS-cepBepoB BEPXHEr0 YPOBHS NOAOOGHLIN NOKa3aHHOMY;
* A ansd Bcex octavlbHbIX XocToB LAN ykasbiBatb B KayecTBe DNS-cepBepa cetn 192.168.1.53;

Vaes cocTtouT B TOM, UYTO ANS KaKAOro nosib3oBaTesil MacCMpoBaHHas yacTb €ro 3anpocoB MAET K
o4yeHb Hebonblwomy Habopy URL, 1 Bce OHM MOBTOPHO 6yaAyT paspeluaTrbCsl He BbixOAsA 3a Npefesibl CBOEW
e NoKasIbHOW ceTu.

A He Byay nokasblBaTb 34€Cb YCTAHOBKY M 3anyck bind9 notomy uTo:
e 3a pgonrve rogbl 3T0 MHOrOKPaTHO U NOAPO6BHO onMcaHo B Ny6aMkaumsx;

+ Cam bind9 — 3aT0 kpynHas rpomo3sakasi cuctema, KOTOpYyH JIOKasIbHO UMEET CMbIC/ yCTaHAB/IMBATb
ToNbko Anst LAN oueHb KpynHbIX opraHu3auuii, HacUMTbIBAIOLLE MHOTME AECATKU UMW JaXe COTHM
XOCTOB.

* MHe BaxXHO 3adMKCMpOBaTb cam MpUHUMN Kawwvpyowero DNS, KOTopblii OCTAETcs HEW3MEHHbLIM
HEe3aBMCUMO OT crocoba peannsaumm — NpuGAN3UTb PE30/IBEP Kak MOXHO G/nXe K MEeCTy co3faHus
3anpocoB ¥ TeM PaaVKa/ibHO YMEHLLLUTL BPEMS OXMAAHWS pa3peLLeHNs 3anpoca.

Kawunpyrowmin DNS dnsmasq

OpauvH 13 nonynsapHbix Kawmpylowmx DNS ans Hebonbwunx ceteii Dnsmasq — HeTpeboBaTesbHbIi,
npocToii B HacTpoiike DNS TpaHcnsitop u DHCP cepsep. Pa3spaboTaH ans npegoctaBneHus criyx6 DNS u,
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pononuutensHo, DHCP pgna He6onbliunx ceTeil. MOXeT 06CAyXuBaTb WMEHA JIOKa/lbHbIX MalluVH He
HaxogsAwmxcsa B rnobanbHoin DNS. DHCP cepBep nHTerpmpoBaH ¢ DNS cepBepoM 1 MO3BOASIET MalLMHAM C
afgpecamy, nonydeHHoiMv no DHCP, nyénukoBaTtb B DNS uMeHa, 3a/laHHble Ha camMOM XOCTe WM B
rnobanbHom dpaiine HacTpoek. Dnsmasq nogaepXxuBaeT cTaTMyeckoe W AMHaMWYecKoe BblAeneHne
agpecos no DHCP, a Takxe npotokon BOOTP/TFTP ans yganéHHoR 3arpy3km 6e341CcKOBbIX MaLlnH.

MpoekT Dnsmasg 3a rogbl CTas HaACTOMbKO NONyAsiPHbIM B Linux, 4TO BO MHOrMX AUCTPUOYTUBAX OH
YCTaHOB/IEH MAKETHOM CUCTEMOW AaxKe MO YMO/IHaHNIO;

$ lsb_release -a
No LSB modules are available.
Distributor ID: Debian

Description: Debian GNU/Linux 11 (bullseye)
Release: 11
Codename: bullseye

$ aptitude search dnsmasq

p dnsmasq - Small caching DNS proxy and DHCP/TFTP server
i A dnsmasg-base - Small caching DNS proxy and DHCP/TFTP server
p dnsmasqg-base-lua - Small caching DNS proxy and DHCP/TFTP server
p dnsmasqg-utils - Utilities for manipulating DHCP leases

Mo kpaiiHeli Mepe B ero 6a30BbIX KOMMNOHEHTAX ...

$ aptitude show dnsmasq-base

MakeT: dnsmasqg-base

Bepcua: 2.85-1

CocTosiHMe: yCTaHOB/EH

YcTaHoB/MEeH aBTOMaTUYeCKN: Aa

NpuopnTeT: HeobA3aTe NbHbIA

Pasgen: net

ConpoBoxgawwmnii: Simon Kelley <simon@thekelleys.org.uk>
ApxuTekTypa: amdé64

Pa3mep B pacnakoBaHHOM Buge: 963 k

3aBucuT: adduser, libc6 (>= 2.28), libdbus-1-3 (>= 1.9.14), libgmp1@, libhogweed6 (>= 2.4-3),
libidn2-0 (>= 2.0.0), libnetfilter-conntrack3 (>=

1.0.1), libnettle8 (>= 2.4-3)
PekomeHgyeT: dns-root-data
KoHbonukTyeT: dnsmasqg-base-lua
JNlomaeT: dnsmasq (< 2.63-1~)
3ameHsieT: dnsmasq (< 2.63-1~), dnsmasq-base
NpepocTtaBnsetca: dnsmasq-base-lua (2.85-1)
OnucaHue: Small caching DNS proxy and DHCP/TFTP server

This package contains the dnsmasq executable and documentation, but not the infrastructure
required to run it as a system daemon. For that,

install the dnsmasq package.
JomawHsAa cTpaHuua: http://www.thekelleys.org.uk/dnsmasqg/doc.html

MeTku: admin::boot, admin::configuring, implemented-in::c, interface::daemon, network::server,
protocol::dhcp, protocol::dns, protocol::tftp,

role::program, scope::utility, use::proxying

[na ncnonb3oBaHUA ero Kak cepBepH0|7| Cﬂy)K6b| HY>XHO €ro AoyCtaHOBUTb A0 MNMOJ/IHOro cocCcTtaBa.:

$ sudo apt install dnsmasq
YTeHne CnNMCKOB MakeToB.. NOTOBO
NocTpoeHne gepesa 3aBucuMmocTel.. FOTOBO
YTeHne nHopmMauum O COCTOSIHUWU.. FTOTOBO
Npegnaraemble nakeThl:
resolvconf
Cnepytwowme HOBLIE nakeTbl 6yAyT YCTaHOBMEHSbI:
dnsmasq

06HOBNEHO O MakeToB, YyCTaHOBAEHO 1 HOBbLIX MaKeTOB, [ANS yAaneHus oTMevyeHo O makeToB, M 1 MakeToB He
06HOB/IEHO.

Heo6xogumo ckavaTb 32,0 kB apxuBoB.
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Nocne paHHOW onepaumMn 06bLEM 3aHATOrO AWCKOBOrO NpPOCTpaHCTBa BO3pacTET Ha 120 kB.
Mon:1 http://deb.debian.org/debian bullseye/main amd64 dnsmasq all 2.85-1 [32,0 kB]
MonyyeHo 32,0 kB 3a Oc (226 kB/s)

Bbibop paHee He BblGpaHHOro naketa dnsmasq.

(UTeHne 6a3bl faHHLIX .. HA AaHHbIi MOMEHT ycTaHoBneHo 351157 ¢alinoB uM KaTanoros.)
MoarotoBka K pacnakoBke ../dnsmasg_2.85-1_all.deb ..

PacnakoBbiBaeTca dnsmasg (2.85-1) ..

HacTpauBaeTca nakeT dnsmasqg (2.85-1) ..

Created symlink /etc/systemd/system/multi-user.target.wants/dnsmasq.service -
/1ib/systemd/system/dnsmasq.service.

invoke-rc.d: policy-rc.d denied execution of start.

$ /sbin/dnsmasq -v
Dnsmasq version 2.85 Copyright (c) 2000-2021 Simon Kelley

Compile time options: IPv6 GNU-getopt DBus no-UBus i118n IDN2 DHCP DHCPv6 no-Lua TFTP conntrack
ipset auth cryptohash DNSSEC loop-detect inotify dumpfile

This software comes with ABSOLUTELY NO WARRANTY.
Dnsmasq is free software, and you are welcome to redistribute it
under the terms of the GNU General Public License, version 2 or 3.

$ systemctl status dnsmasq

e dnsmasqg.service - dnsmasq - A lightweight DHCP and caching DNS server
Loaded: loaded (/lib/systemd/system/dnsmasq.service; enabled; vendor preset: enabled)
Active: inactive (dead)

Janblie, Kak n Ona BCEX CETeBbIX CEPBUCOB O YEM U Kak YyXe roBOpw/ioCb paHee, NpeacTtouT
KOHChurypmpoBaTtb 1 3anyctutb cepsuc. Ho, B gaHHoM cnydvae (cepeep DNS) npeasaputenibHO ciefoBasio
6bl NPOBEPUTL Kakoe paspelleHne MMEH DNS 1Mcnosb3yeTcs Ha XOCTe Ha [aHHbIi MOMEHT, U y6eanTbea He
paboTaeT N1 34ecCh YXXe Kakas-To cuctema kalwmposaHms DNS:

$ cat /etc/resolv.conf

# Generated by NetworkManager
nameserver 1.1.1.1

nameserver 8.8.8.8

nameserver 192.168.1.3

$ nslookup linux-ru.ru | grep -i server
Server: 1.1.1.1

Mpu yctaHoBke dnsmasq co3gaéTcsa CTPYKTypa ero KoHdurypaumoHHbIX haiinoB. 3arotoBka danna
/etc/dnsmasq.conf ouyeHb 06CTOATENbHAA, W UCYEpnbiBaKOLWE B KOMMEHTapUAX ONUCbIBaEeT
KOHPUIYpMpOBaHMe, HO BCe CTPOKM 3TOT0 60NbLIOrOo haiina KOMMEHTUPOBAHBI:

$ grep -v N$ /etc/dnsmasq.conf | grep -v A#

$ 1s -1 /etc/dnsmasq.conf

-rw-r--r-- 1 root root 27381 anp 4 2021 /etc/dnsmasq.conf
$ 1s -1 /etc/dnsmasq.d

ntoro 4

-rw-r--r-- 1 root root 211 anp 4 2021 README

A 6bl B 06wem KoHUrypaumoHHOM dhainie ybpas 3HaK KOMMEHTapusi TOMbKO C OHOW CTPOKM, a
pasgenbHble dainbl KoHgurypauuin /etc/dnsmasq. d:

$ grep -v A$ /etc/dnsmasq.conf | grep -v A#
conf-dir=/etc/dnsmasq.d/, *.conf

A ans DNS n DHCP coenan 6bl oTAeNbHble KOHQoUrypaumoHHble chalinel
/etc/dnsmasq.d/dhcp.conf wu /etc/dnsmasq.d/dns.conf B katanor /etc/dnsmasq.d,
CKONMPOBAaB B HMX, 3a OCHOBY, 3TOT 06CTOATENbHLIN /etc/dnsmasq.conf, a ganblue yopaB KOMMeHTapum
TOMBKO C HY>HbIX MHE CTPOK (3TO TOSIbKO WAMKOCTpaums A8 NPOCTbIX C/lydaeB, HO HU B KOEM C/lyYaeB He
pekoMeHaauma o nogpaxaHus):

$ 1ls /etc/dnsmasq.d/*.conf
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/etc/dnsmasq.d/dhcp.conf /etc/dnsmasq.d/dns.conf

$ grep -v N$ /etc/dnsmasq.d/dhcp.conf | grep -v A#
dhcp-range=192.168.1.30,192.168.1.45,255.255.255.0,12h # o6bABnsem gnana3oH ajpecoB A1 apeHbl
dhcp-option=option:router,192.168.1.3 # OCHOBHOI W3 A5 3TOlW nog ceTwu
log-dhcp # 3anuceiBaTb 0TNafo4YHyl MHbopmaLuio

$ grep -v N$ /etc/dnsmasq.d/dns.conf | grep -v "#
listen-address=127.0.0.1 # NpUHMMaeM 3anpockl Ha J/lOKaJbHOM ajpece

interface=enp3s0 # cnywaTb TONbKO 3T WHTepdeicel (13 LAN)
domain-needed # HMKOrga He nepecebnaTb agpeca 6e3 [OMEHHOW 4YacTwu
bogus-priv # HMKOrpga He nepecblnaTb ajgpeca
# N3 HemMapuwpyTu3npyemoro npocTpaHcTBa
stop-dns-rebind # OTK/NOHATbL OTBEeThH OT BbluecToAwnx DNS cepBepoB
# c IP agpecamu nokanbHoOW ceTu (6nokmpoBaTb DNS aTaku)
rebind-localhost-ok # OTKMOYUTbL MpoBepku Ansa 127.0.0.0/8
strict-order # nepecblnaTb 3anpockl, C NepBOro U No MNOPSAAKY
no-resolv # He wncnonb3oBaTb /etc/resolv.conf
no-hosts # He TpebyeTcsa uuTaTb /etc/hosts
domain=1localdomain
local-tt1=7200 # HaCTPOWKM BPEMEHN XW3HW K3wa B CeKyHAax 7200=2h (gBa 4aca)

neg-tt1=14400

max-tt1=86400

server=192.168.1.3 # LAN router to WAN
server=8.8.4.4#53 google OpenDNS
server=4.2.2.6#53 # Verizon DNS

I+

Tenepb MOXHO 3anyckaTb CKOH(UIYPUPOBaHHBI cepBep:

# systemctl start dnsmasq
# systemctl --no-pager --full status dnsmasq
e dnsmasqg.service - dnsmasq - A lightweight DHCP and caching DNS server
Loaded: loaded (/1lib/systemd/system/dnsmasq.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2023-04-25 15:17:26 EEST; 3min 59s ago
Process: 19486 ExecStartPre=/etc/init.d/dnsmasq checkconfig (code=exited, status=0/SUCCESS)
Process: 19494 ExecStart=/etc/init.d/dnsmasq systemd-exec (code=exited, status=0/SUCCESS)

Process: 19505 ExecStartPost=/etc/init.d/dnsmasq systemd-start-resolvconf (code=exited,
status=0/SUCCESS)

Main PID: 19504 (dnsmasq)
Tasks: 1 (limit: 14232)
Memory: 588.0K
CPU: 44ms
CGroup: /system.slice/dnsmasq.service

L-19504 /usr/sbin/dnsmasq -x /run/dnsmasg/dnsmasq.pid -u dnsmasq -7
/etc/dnsmasq.d, .dpkg-dist, .dpkg-old, .dpkg-new --local-service --trust-
anchor=.,20326,8,2,e06d44b80b8f1d39a95c0b0d7c65d08458e880409bbc683457104237c7f8ec8d

anp 25 15:17:26 esprimop420 systemd[1]: Starting dnsmasq - A lightweight DHCP and caching DNS
server...

anp 25 15:17:26 esprimop420 dnsmasq[19504]: started, version 2.85 cachesize 150

anp 25 15:17:26 esprimop420 dnsmasq[19504]: compile time options: IPv6 GNU-getopt DBus no-UBus
i18n IDN2 DHCP DHCPv6 no-Lua TFTP conntrack ipset auth cryptohash DNSSEC loop-detect inotify
dumpfile

anp 25 15:17:26 esprimop420 dnsmasq-dhcp[19504]: DHCP, IP range 192.168.1.30 -- 192.168.1.45,
lease time 12h

anp 25 15:17:26 esprimop420 dnsmasq[19504]: using nameserver 4.2.2.6#53

anp 25 15:17:26 esprimop420 dnsmasq[19504]: using nameserver 8.8.4.4#53

anp 25 15:17:26 esprimop420 dnsmasq[19504]: using nameserver 192.168.1.3#53
anp 25 15:17:26 esprimop420 dnsmasq[19504]: cleared cache

anp 25 15:17:26 esprimop420 systemd[1]: Started dnsmasq - A lightweight DHCP and caching DNS
server.

# cat /var/log/syslog | grep dnsmasq-dhcp

72



Apr 25 15:17:26 esprimop420 dnsmasq-dhcp[19504]: DHCP, IP range 192.168.1.30 -- 192.168.1.45,
lease time 12h

BoT Tenepb Mbl MOXeM Mo3KcnepuMeHTMpoBaTb ¢ DNS cepBepoM, M OUEHUTbL YTO AAET HaM (PaKT
K3LUMPOBAHMSI. ..

MpoBepsieM: paspelleHne yepes ceteBoli DNS (310 Google DNS, 13 unicna nonynspHbIX U Ay4ylinx),
[Ns1 2-X MPOV3BO/IbHO B3SIThIX UMEH®:

$ host -v qnx.org.ru | grep Received
Received 44 bytes from 1.1.1.1#53 in 348 ms
Received 80 bytes from 1.1.1.1#53 in 60 ms
Received 57 bytes from 1.1.1.1#53 in 48 ms
$ host -v linux-ru.ru | grep Received
Received 45 bytes from 1.1.1.1#53 in 60 ms
Received 81 bytes from 1.1.1.1#53 in 64 ms
Received 77 bytes from 1.1.1.1#53 in 56 ms

A Tenepb [fenaem TO Xe camMoe, HO o6pallascb 3a paspelleHueM K TOSIbKO-YTO 3anyLLeHHOMY
nokanbHomy Kawmpytowemy DNS. [lenaem nocnegosatesibHO 2 3anpoca, napamu (Mo 1-my nokanbHbliit DNS
06patnTcA B CeTb MO nepapxumn, 2-in CTaHeT paspeLlarbcs U3 BHYTPEHHEro Kalla):

$ host -v linux-ru.ru 127.0.0.1 | grep Received
Received 45 bytes from 127.0.0.1#53 in 108 ms
Received 81 bytes from 127.0.0.1#53 in 128 ms
Received 77 bytes from 127.0.0.1#53 in 76 ms

$ host -v linux-ru.ru 127.0.0.1 | grep Received
Received 45 bytes from 127.0.0.1#53 in 0 ms
Received 29 bytes from 127.0.0.1#53 in 0 ms
Received 77 bytes from 127.0.0.1#53 in 56 ms

$ host -v qnx.org.ru 127.0.0.1 | grep Received
Received 44 bytes from 127.0.0.1#53 in 144 ms
Received 80 bytes from 127.0.0.1#53 in 76 ms
Received 57 bytes from 127.0.0.1#53 in 228 ms
$ host -v gnx.org.ru 127.0.0.1 | grep Received
Received 44 bytes from 127.0.0.1#53 in 0 ms
Received 28 bytes from 127.0.0.1#53 in 0 ms
Received 57 bytes from 127.0.0.1#53 in 44 ms

BMAHO HACKOJIbKO 3Ha4uUTE/IbHO YCKOPAETCA 3arnpoc paspelleHnda MMeHU, KOTOpPOoE YyXe HaxoguTCA B
Kale cepBepa. OcTaéTcs Bonpoc: novyemy paboTaeT (YCnewHo kak BuaMMm) kawmpytowmii DNS, Ho 3anpocsbl
no ymonuyaHuio (6e3 ABHOMO ykasaHus cepsepa) uayT no-npexHemMy K yaanéHHbim cetesbiM DNS? MoTomy
YTO BCE eLlé:

$ cat /etc/resolv.conf

# Generated by NetworkManager
nameserver 1.1.1.1

nameserver 8.8.8.8

nameserver 192.168.1.3

MeHsaewMm:

$ cat /etc/resolv.conf
# Generated by NetworkManager
nameserver 127.0.0.1

W Tenepsb:

$ host -v linux-ru.ru | grep Received
Received 45 bytes from 127.0.0.1#53 in 0 ms
Received 29 bytes from 127.0.0.1#53 in 0 ms
Received 77 bytes from 127.0.0.1#53 in 60 ms
$ host -v qnx.org.ru | grep Received

5 Kowmanza host otnipaBsisieT ociezoBaresibHO 3 3arpoca U nosyuaet 3 oTBeTa s ronyueHuss DNS 3amuicei, COOTBETCTBEHHO,
turos: A (IPv4), AAAA (IPv6), MX (3amvchb A7t 57IeKTPOHHOM TT0UTHI, YKa3bIBaromast, KAKUMH CepBepaMi OHa
obpabateiBaetcst). [ToaTomMy /1151 OLieHKH 0611[ero BpeMeHH OTBeTa MOXKHO MCIIO/IB30BaTh CyMMY 3THX 3-X 3HaueHHH.

73



Received 44 bytes from 127.0.0.1#53 in 0 ms
Received 28 bytes from 127.0.0.1#53 in 0 ms
Received 57 bytes from 127.0.0.1#53 in 40 ms

HakoHeu, nycTb Nt060 apyroi Xoct atoil LAN 3anpocut paspeLleHne MMeHU y 3TOro BHOBb CO34aHHOro
DNS cepsepa:

$ host -v linux-ru.ru 192.168.1.138 | grep Received
Received 45 bytes from 192.168.1.138#53 in 116 ms
Received 81 bytes from 192.168.1.138#53 in 84 ms
Received 77 bytes from 192.168.1.138#53 in 1156 ms
$ host -v linux-ru.ru 192.168.1.138 | grep Received
Received 45 bytes from 192.168.1.138#53 in 4 ms
Received 29 bytes from 192.168.1.138#53 in 4 ms
Received 77 bytes from 192.168.1.138#53 in 72 ms

MokasaHHble pe3ynbTaTbl NO3BONSIOT YOeANTLCA B TOM, YTO UCMOSIb30BaHME /IOKA/IbHOTO K3LUMPYHIOLLEro
cepBepa DNS no3BofseT CHU3NTL 3aePXKy paspeLleHnsl UMeHU 4acTo UcnosibayeMbix URL B HECKO/BKO
JlecsATKOB pa3 (B pasHbiX CUTyaLMsiX aBTOP HaG/04an yMeHbLIeHe BPeMEHN 0TBETOB /10 60 pas).

Kawunpyrowmia DNS cpepgctBamu systemd

MepBbIit BbiNyck NpoekTa Dnsmasq oTHocuTcs kK 2001 (nocnegHss pegakumsa 2.89 — a1o 04.02.2023).
Ycnex npoekTa Ha NpoTshxeHUU 22 NeT, HaBepHoe, 1 nobyann paspabdotumkoB systemd (Lennart Poettering
C CcOTOBapuLLM) BBECTM (PYHKUMOHa/IbHOCTL Kawwwupyowero DNS HenocpeACTBEHHO B COCTaB CUCTEMBI
ynpas/ieHns cepsrcamu Linux.

3anyck systemd BCTPOEHHOlW cucTeMbl KkawmpoBaHHOrO DNS s nokaxy, Ans pasHoobpasns u
ybeauTenbHOCT, Ha MUKpo-apxutektype ARM opgHonnartHoro (SoC — system on a chip) komnbiotepa
Raspberry Pi:

$ lsb_release -a
No LSB modules are available.
Distributor ID: Raspbian

Description: Raspbian GNU/Linux 11 (bullseye)
Release: 11
Codename: bullseye

$ uname -a
Linux raspberrypi 6.1.21-v7+ #1642 SMP Mon Apr 3 17:20:52 BST 2023 armv71l GNU/Linux

Pe3oneep systemd HocuT HasBaHue systemd-resolved.service, HO B OT/IMYME OT MHOXEHCTBA
OPYIMX CETEBbIX CEPBMNCOB-CEPBEPOB (PACCMOTPEHHBLIX Bbille M TeX KOTopble OyAyT el pacCMOTPEHbI
no3xe) He TpebyeT nHctannauum! OH NpUcCyTCTBYET (YCTAHOB/IEH) B CUCTEME M3HAYa/IbHO, MO YMOJTHAHWIO,
BMECTe C camoii nogcuctemoli systemd, HO He aKTUBUPOBaH:

$ systemctl status systemd-resolved.service --no-pager --full
e systemd-resolved.service - Network Name Resolution

Loaded: loaded (/1lib/systemd/system/systemd-resolved.service; disabled; vendor preset:
enabled)

Active: inactive (dead)
Docs: man:systemd-resolved.service(8)
man:org.freedesktop.resolvel(5)

$ resolvectl status
Failed to get global data: Unit dbus-org.freedesktop.resolvel.service not found.

A paspelueHne UMEH B He MOAUMPMLMPOBAHHON cucteme NAET TpagULMOHHLIM 06pa3om, Yepes Cnncok
ceTeBbIX cepBepoB DNS:

$ nslookup linux-ru.ru
Server: 1.1.1.1
Address: 1.1.1.1#53

Non-authoritative answer:
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Name :

linux-ru.ru

Address: 90.156.230
$ cat /etc/resolv.conf

# Generated by resolvconf
nameserver 1.1.1.1
nameserver 8.8.8.8

.27

Ham ocTaétca HekoTOopbiM 06pa3oMm 3anofiHWTb KOHQIMrypauui u 3anyckatb cepsuc. KoHdumrypaums
pe3soneepa Haxogutca B /etc/systemd/resolved.conf, npekpacHo foKyMeHTUMpOBaHa (B KOMMEHTapusx) u, B
npocreiwem Buge, Tyaa AOCTATOYHO 3aMO/HNUTbL TO/IbKO OAHY CEKLMIO:

$ grep -v " /etc/systemd/resolved.conf | grep -v /$
[Resolve]
DNS=1.0.0.1 8.8.4.4 9.9.9.9

Bcé! MoxHo 3anyckarb:

# systemctl start systemd-resolved.service
# systemctl status systemd-resolved.service --no-pager --full
e systemd-resolved.service - Network Name Resolution

Loaded: loaded
enabled)

Active: active

Docs: man:sy
man:or
https:

managers

https:

Main PID: 22564
Status: "Proce

Tasks: 1 (lim
CPU: 702ms

CGroup: /syste

L2256

anp 18 15:00:58 ras
anp 18 15:00:58 ras

anp 18 15:00:58 raspberrypi systemd-resolved[22564]: . IN DS 20326 8 2
e06d44b80b8f1d39a95c0b0d7c65d08458e880409bbc683457104237c7f8ec8d

anp 18 15:00:58 raspberrypi systemd-resolved[22564]: Negative trust anchors: 10.in-addr.arpa

16.172.
21.172.
26.172.
31.172.
test

in-addr.arpa
in-addr.arpa
in-addr.arpa
in-addr.arpa

(/1lib/systemd/system/systemd-resolved.service; disabled; vendor preset:

(running) since Tue 2023-04-18 15:00:59 EEST; 2s ago
stemd-resolved.service(8)
g.freedesktop.resolvel(5)
//www.freedesktop.org/wiki/Software/systemd/writing-network-configuration-

//www. freedesktop.org/wiki/Software/systemd/writing-resolver-clients
(systemd-resolve)

ssing requests..."

it: 1595)

m.slice/systemd-resolved.service
4 /1lib/systemd/systemd-resolved

pberrypi systemd[1]: Starting Network Name Resolution...
pberrypi systemd-resolved[22564]: Positive Trust Anchors:

17.172.in-addr.arpa 18.172.in-addr.arpa 19.172.in-addr.arpa 20.172.in-addr.arpa
22.172.in-addr.arpa 23.172.in-addr.arpa 24.172.in-addr.arpa 25.172.in-addr.arpa
27.172.in-addr.arpa 28.172.in-addr.arpa 29.172.in-addr.arpa 30.172.in-addr.arpa
168.192.in-addr.arpa d.f.ip6.arpa corp home internal intranet lan local private

anp 18 15:00:59 raspberrypi systemd-resolved[22564]: Using system hostname 'raspberrypi'.
anp 18 15:00:59 raspberrypi systemd[1]: Started Network Name Resolution.

B vutore nonyyaem:

$ ps -A | grep resolve

22564

? 00:0

$ resolvectl status
Global

Protocols:

resolv.conf mode:

Current DNS Server:

DNS Servers:

Link 2 (etho)
Current Scopes: LLM
Protocols: -De

Link 3 (tun@)
Current Scopes: LLM
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0:00 systemd-resolve

+LLMNR +mDNS -DNSOverTLS DNSSEC=no/unsupported
foreign

1.0.0.1

1.0.0.1 8.8.4.4 9.9.9.9

NR/IPv4 LLMNR/IPV6
faultRoute +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported

NR/IPV6



Protocols: -DefaultRoute +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported

1 npoBepsieM ero paboTocnoco6HOCTb:

$ host -6 ya.ru 127.0.0.53
Using domain server:

Name: 127.0.0.53

Address: ::ffff:127.0.0.53#53
Aliases:

ya.ru has address 77.88.55.242

ya.ru has address 5.255.255.242

ya.ru has IPv6 address 2a02:6b8::2:242
ya.ru mail is handled by 10 mx.yandex.ru.

(Obpallaem BHMMaHue, 4TO pesonBep systemd wucnosnblyer He BOOOLIE KaKOW-TO agpec NeT/IeBOro
nHTepdeiica Localhost, a BblgeneHHbln ansa atoro IP 127.0.0.53)

Ho pgedhaynTHoe paspeLlueHune, noka eLle, 6yaeT NpoMcxoanTs Yepes cnucok agpecos DNS cepBepos:

$ cat /etc/resolv.conf

# Generated by resolvconf
nameserver 1.1.1.1
nameserver 8.8.8.8

OpVH 13 BapnaHTOB COCTOUT B TOM, YTOObI 3aMeHUTb cogepxumoe /etc/resolv.conf cTpokoii:

nameserver 127.0.0.53

Ho pokymeHTaumsi systemd pekomeHAyeT Apyroit cnocob: caenatb BMecto /etc/resolv.conf
CCbI/IKYy Ha MOATOTOB/EHHbIN haitn /run/systemd/resolve/stub-resolv.conf (BO3MOXHO COXpaHuUB
cTapblii /etc/resolv.conf nog HoBbIM MeHeM, Tuna /etc/resolv.conf.old, Ha BCcakuii cnyyaid, Ha
byayujee):

# sudo ln -svi /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf
1n: 3ameHuTb '/etc/resolv.conf'? y

'/etc/resolv.conf' -> '/run/systemd/resolve/stub-resolv.conf'

$ grep -v M# /etc/resolv.conf | grep -v /$

nameserver 127.0.0.53

options eth® trust-ad

search

lMpoBepsem:

$ host ya.ru

ya.ru has address 77.88.55.242

ya.ru has address 5.255.255.242

ya.ru has IPv6 address 2a02:6b8::2:242
ya.ru mail is handled by 10 mx.yandex.ru.

onTumunsauusa ncnonblyembix cepsepoB DNS

Kak yxe 6bl/10 3aMeyeHo paHee, raBHas (1, noxanyii, eanHcTBEHHas) 3aa4a nosb3osatens DNS (Mbl
HEe rOBOpPMM O Tex KTO npedocTaBnser ycniyrn DNS) coctouT B TOM, 4TO6bl MakCUMasibHO YCKOPWTb
noslyyeHne OTBETOB Ha 3anpockl DNS. Beab no 60/bLIMHCTBY CrlydaeB nosib3oBatesib (UM Nonb3oBaTesnu
LAN opHoli opraHusauun) 3aHMMAalTCs CEPGIMHIOM MO BecbMa OrpaHWuYeHHOoW rpynne [OMEHOB U
CyGOMEHOB, CBSI3aHHbLIX C WX LEMEBO [AeATENbHOCTbIO. A CKOpoCcTb OTKAMka DNS u co3pgaér, B
3HAUNTENBHON Mepe, CYy6GHLEKTMBHOE OLLYLLEHNE «BbICTPOro MIHTEPHET».

Ho, 6yap TO mpocTas ceTeBas Cxema paspelleHus yepes CnucoK cepBepoB B /etc/resolv.conf, unu
nobas n3oLpEHHas cxema K3LMPOBaHKWS, 3anpockl B nepapxmnyeckoii cucreme 3anpocos DNS, B KOHEYHOM
CUYéTe, NayT K TemM Heckonbkum cepsepam DNS, koTopble onpegeneHbl Kak ceTeBble cepsepa 1-ro ypoBHs
ONns Xocta. Agpeca KOTOPbIX, B KOHEYHOM WTOre, Mbl BPYYHYKO MPOMMChLIBAEM, Hanpuvep, B npouecce
KOHhMrypmpoBaHus KawmpoBaHusa DNS.
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OueHb 4acTO B KauecTBe cepBepoB 1-ro ypoBHA Ball nposaigep VIHTepHeT «nogbpacbiBaeT» CBOU
cob6cTBeHHble cepBepa DNS. M a0 mMoxeT ObiTb COBCeM He njoxoe peweHne. C Apyroil CTOPOHbI Bbl
MOXeTe CaMOCTOATe/IbHO BblbpaTh ajpeca ONTUMasIbHbIX CEPBEPOB 1-r0 YPOBHSA, ONTUMAIbHOCTb KOTOPbIX
onpefensieTcs, Hanpuvep, BalM TeppuTopuasibHbIM PacrnosiokeHneM 1 AOCTYNnoM K 3TuMm cepsepam. B
noboM criyyae CTOUT NPOM3BECTM aHa/M3 1 BbI6Op Habopa OnNTMMasibHbIX CEPBEPOB /18 CBOEN CUTyaL .
30ecb obLme pekomeHgauun He noMmoryT!

TecTupoBaHne 1 cpaBHeHMe ckopocTu DNS (Mo nopsiaky BEMUYUHBI) MOXHO MPOM3BOAWTL U TUMOBbLIMM
ymmnutamm (host, dig, ...), HO HY)XXHO y4MTbIBaTb UTO BpPeMS OTkIMKa DNS — BennMumnHa ctatmctmyeckas.
[na oueHkn ckopoctv DNS cepusiMvM 3anpocoB, MOTOMY Kak 3TO 3afjadva HacylwHas, 6bl10 caenaHo
[OCTAaTOMHO MHOTO MPU/IOKEHW ... HO OHW, No 6onblwuHcTBY, AnA Windows/MacOS, a 370 Hac He
nHTepecyet. OAVH 13 NPUTOAHBLIX NPOEKTOB A5 TECTMPOBAHUS MOXET ObiTb NosyyeH u3 apxmeoB Google
(https://code.google.com/archive/p/namebench/downloads), apxus npoekra:

$ 1s -1 namebench-1.3.1-source.tgz
-rw-rw-r-- 1 olej olej 1118505 anp 26 12:36 namebench-1.3.1-source.tgz

Mocne pasapxnBMpoBaHUA:
$ 1s -1 namebench-1.3.1

drwxr-xr-x
drwxr-xr-x

olej olej 4096 WioH
olej olej 4096 wioH

2010 templates
2010 tools

uToro 272
-rw-r--r-- 1 olej olej 197383 moH 6 2010 ChangelLog.txt
drwxr-xr-x 4 olej olej 4096 moH 6 2010 cocoa
drwxr-xr-x 2 olej olej 4096 wmioH 6 2010 config
-rw-r--r-- 1 olej olej 11358 uwH 6 2010 COPYING
drwxr-xr-x 2 olej olej 4096 mioH 6 2010 data
-rw-r--r-- 1 olej olej 8601 moH 6 2010 JSON.txt
drwxr-xr-x 2 olej olej 4096 mioH 6 2010 libnamebench
-rwxr-xr-x 1 olej olej 2477 wioH 6 2010 namebench.py
drwxr-xr-x 8 olej olej 4096 wmoH 6 2010 nb_third_party
-rw-r--r-- 1 olej olej 12152 wmoH 6 2010 README.txt
-rw-r--r-- 1 olej olej 5268 uoH 6 2010 setup.py

2 6

2 6

Mporpamma HanucaHa Ha Python, noaTtomy He TpebyeT HMKakoi cO0pKu, a Mo3TOMYy Cpasy rotoBa K
3anycky. lNporpamma MOXeT 3anyckaTbCd B KOHCO/IbHOM pexume u B rpagmyeckom. Ho, 4to6bl He
pasbupartbCs C HEeAOKYMEHTMPOBAHHbLIM KOHCO/IbHbIM PEXUMOM U ucnonb3oBaTb GUI HyXHO B cucteme
NMETb YCTAHOB/IEHHO (M YCTAaHOBWTb) A3bIKOBYIO cuctemy Tcl/Tk, 2 HebonbLunx nakeTa:

$ aptitude search tcl | grep ' tcl ' | grep Al

i tcl - Tool Command Language (default version) — shell

$ aptitude search python-tk | grep /i

i python-tk - Tkinter - Writing Tk applications with Python2

Mporpamma gocTtaTtouHo ctapas (nocnegHsasa sepcus 1.3.1 — cepeavHa 2010 roga), HO 3TO He ymansieT
€€ [OCTOMHCTB W MPUMEHMMOCTU. EAMHCTBEHHAs OCOBGEHHOCTb, YTO HanucaHa oHa nog Python2, uto npwu
3anycke Hy)XHO Tenepb yKa3blBaTb ABHO:

$ python2 namebench.py
Starting Tk interface for namebench...

(Mouemy ans TecTMpoBaHWS GblIM BblGpPaHbl MMEHHO 3TU KOHKpeTHO 3 cepBepa DNS? lNoTtomy 4TO 3TO
cepeepa OpenNIC noggepxuBarolpne ansrepHatuBHble DNS, 0 4ém peub Brnepeau, B nocnegHen 4actu
KHUTN. Bbl MOXeETE yKasaTb NPOu3BO/IbHOE YMC/IO TECTUPYEMbIX CEPBEPOB, 60Mee TOro, BKIOUNTL B aHaIN3
KpynHeuwmnx rnobanbHbIX M pernoHasibHbIX npoBaifepoBs DNS ... HO HYXHO Yy4uTbiBaTb, 4YTO BpPEMS
TeCTUPOBaHUS 3HAYNTENbHOE, MPX BOMbLLOM YMC/Ie CEPBEPOB MOXET COCTaB/SATb HECKO/IbKO YacoB.)

Mocne 3aBeplieHVsI TECTUPOBAHWUSI (JOCTATOUYHO MPOAOC/HKUTENBHOTO — B 3TO BPEMS MOXHO YeMm-TO
3aHSATbCS) BO BKIAAKy OTKPbLITOrO 6pay3epa 0TO6paxaercsi pPaHXMPOBaHHbLINA CMWCOK CepBepoB Mo
npeanoYTUTENIbHOCTY, U FPatUKN UX BPEMEHHBIX OTK/IMKOB:
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namebench

Nameservers

94.16.114.254 94.247.43.254 194.36.144.87|

" Include best available regional DNS services

" Include global DNS providers (Google Public DNS, OpenDNS, UltraDNS, etc.)

Options
™ Include censorship checks
[~ Upload and share your anonymized results (help speed up the intermet!)

Your location

Health Check Performance

None — | Fast

|

Query Data Source Number of queries

Mozilla Firefox (41262) —|  [2s0

namebench 1.3.1 is ready!

Start Benchmark

Response Distribution Chart (Full

W 94.16.114.254
W 94.247.43.254

0 500 1000 1500 2000 2500 3000 3500

Duration in ms
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namebench: 2023-04-26 11:55:54.605492 — Moilla Firefox - O °
®aitn Mpaeka Bup XypHan 3aknagku WHCTpymenTs Cnpaska
@ | H emercoin: x H kak X (@) aunpota 6nox: X By Google Mepesogumk X | namebench: 2023-04-26 11 X | + v
« > C @ O file:///tmp/namebench_2023-04-26_1155.html w ® 10 & =
By Nepesecru [ Mprsatibie (3 Linux [ Mporpammmposanme [ Hardware (my usoo6... [ Vi io (ks On | £ yacro nocewaemie 3
94.16.114.254 is Recommended configuration (fastest + nearest)
Primary Server
a S e s Secondary Server
Tertiary Server
= Tested DNS Servers
P Descr. Hostname Avg (ms) Diff Min
94.16.114.254 34.16.114.254 mail jabber- 191.46
esEary www,
com ap;gars |nccnec( 104 .244.42.129, 104.244.42.65,_104.244.42.193,
44.42.1
« www.google-analytics.com appears incorrect: www-alv.google-analytics.com
« Replica of 194.36.144.87 [194.36.144.87]
94.247.43.254 9424743 254 opennic1 sif- 830.95 -77.0% 39.6 3500.0 K] 8 - 21 queries to this host failed
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142.250.31.99, 142.250.31.104, 142.250.31.103
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« google.com appears incorrect: 172.253.122.138, 172.253.122.113, 172.253.122.101,
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» Graphs
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3awuwéHHocmb cemu, chatiepsos

34ecb Mbl TOBOPUM O 3aLUMLLEHHOCTM CETW B CMbICNe AOCTyna K cepBepam Win XOCTam J10KaslbHOi
CHapyxu, 13 rnobanbHol cetn. [na nokasbHbIX ceTelt IPv4 (TPaauLMOHHBIX M MPUBbIYHBIX HA MPOTSXEHNUM
HEeCKONbKMX AecAtuneTuii) npobnema cmsaryaeTcsa mcnosnb3oBaHuem NAT: XOCTbl JIOK&/IbHOW CeTU MMEerT
yacTHble IPv4 He MapLupyTM3vpyemble agpeca, U HefoCTYNHbI N0 3TUM agpecam U3BHe.

Ho c nepexogom K IPv6 ncuesaeT pasfesnieHne agpecoB Ha «Cepble» N «Benble», N NoKasibHbIe XOCThl
MOryT ObITb AOCTYMHbI No IPv6 M3 nwboin Toukn mupa. M, Tem 6Gonee, OCTPO Bcerga crosna 3agada
MaKCUMasIbHO OrpaHnunTb AOCTYN K OTAENbHO CTOAWMM cepBepam VIHTepHeT (kpome Tex MpoTOKO/0B, ANs
06CNyXMBaHMst KOTOPbIX W BblAENeH cepsep).

namebench: 2023-04-26 11:55:54.605492 — Mozilla Firefox - o0 Q

®aiin Mpaska Bug XypHan 3aknagku WHCTDyMenTb Cnpaeka

@ H emercoin: x H kak X @ WHnpotus 6nox X By Geogle Mepesomunk X | namebench: 2023-04-2611 X | + W

C @ O file:///tmp/namebench_2023-04-26_1155.html hid ® O 10 |

By Nepesectn [ Mpusatibie [JLinux (I Mporpammuposarive [ Hardware (my msoo6... [ Vi 3 Kemrs On | % vacro noceupemsie >

» Mean Response Duration

80 160 240 320 400 480 560 840 720 800 835
Duration in ms
Fastest Individual Response Duration

Response Distribution Chart (First 200ms)
100

94.16.114.254
W 94.247.43.054

Duration in ms

YnpaBneHne A0CTYNHOCTbIO apecoB 1 NOPTOB Ha CErofgHs obecneunmBaeTcs nogcucTemon aapa Linux
netfilter, n ero npaBwn, ANA ynpaBneHWs KOTOPbIMK WCMONb3YKTCs yTuauTa iptables (B pasHble
BpemeHa B Linux gnsa Takux uenei Mcnosb3oBasvcb NOLO6HbIE MOACUCTEMbI MOA, PasHbIMW Ha3BaHUSAMM:
ipchains, ipfw, ipfilter — camo o6wave peanusaunii rOBOPUT O BaXXHOCTU Npobnemsl!). YTunuta
iptables yctaHaBnMBaeTcsa B cuCTEME aBTOMAaTUYECKW, B COCTaBE MHCTA/IALMU, OAXKE €CMN Bbl €€ He

ncnosib3yete:

$ aptitude search iptables | grep /i
i A iptables - yTunuta gna ¢unbTpaumm ceTeBbiX NakeToB n NAT

MpaBuna netfilter pacnpegeneHsl no 4-m Tabnuuam (filter, nat, mangle, raw), B uensax
(pariepBona NpuMeHsITCA Manunynsauumn ¢ Tabnuueii filter. Kaxgas Tabnuuya coctomT us Lenodek (chain)
npaBun, kaxgasi Tabnmua NMeeT CBOIN npegonpenenéxHbiin Habop uenodek. Ho cBepx npegonpeaenéHHbIX
Lenoyek MOryT cosgaBaTbCsi W AONOMAHWUTENbHbIE. [N1s UHTepecytouleli Hac ceiivac Tabnuubl filter
npeponpenenénHolie uenoykn — 3to INPUT (Bxogawwme naketbl), OUTPUT (ncxogawme) n FORWARD
(TpaH3uTHbIE).

MpaBuia B Lenoykax NPMMEHSIIOTCS Noc/e0BaTe/IbHO KO BCEM CETEBLIM MakeTaM U MOryT 3anpeLlaTtb
Un paspeLatb NpoXoXAeHWe MakeToB MIbTPYS MX MO pasHbIM NpusHakam: IP agpecara, nopT v Apyrum
npu3HaKam.

BaxxHO NOMHUTL, 4TO npaBuna netfilter BbINOAHATCA B sape Linux, n gaxe ecnam mbl yaanaum
BoobLe u3 cucTembl nakeT iptables (unn nwo6oit gpyroit nakeT ynpasneHus netfilter, Takue
Hanpumep, kak firewall wnm ato ufw), To npasuna cunsTpauun 6yayT BCE-paBHO BbINOMHATLCA, a A1
TOro 4toGbl MpaBWAO WM MpaBuna OTMEHUTb HYXXHO a). MpaBuo yaanntb, 6). BCHO LIENOYKy MpaBun
OUUCTUTb, B). TAGAWLY LLE/TUKOM OYUCTUTb.
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MpaBuna uUenoykn U npasBusa B LENOYKM MOXHO [06aBnAThb (YAansaTb, nepemMewiatb, ynNpasisThb,
AVarHocTpoBaTh...) HENOCPEACTBEHHO camoii yTunuToli iptables:

$ iptables --help
iptables v1.8.7

Usage: iptables -[ACD] chain rule-specification [options]
iptables -I chain [rulenum] rule-specification [options]
iptables -R chain rulenum rule-specification [options]
iptables -D chain rulenum [options]
iptables -[LS] [chain [rulenum]] [options]
iptables -[FzZ] [chain] [options]
iptables -[NX] chain
iptables -E old-chain-name new-chain-name
iptables -P chain target [options]
iptables -h (print this help information)

MOHATHO, YTO B CW/y CBOEW BaXHOCTV AN1s paboToCnoCOGHOCTM CEeTU BooOGLle, BCE onepauun C
npasunamu netfilter, gaxe NpocTo NPOCMOTP NPaBW/I, MOFYT BbINOMHATLCSA TOMLKO C NpaBaMui root.

[lobaBneHne npaBun NOCPeAcTBOM yTuamutbl iptables — 310 nogpobHoe, TwaTesbHOE
(HM3KOypOBHEBOE), BeCbMa TPYAOEMKOe W Tpebytollee KponoTAMBOro (M [A0CTAaTOMHO  C/IOXKHOrO)
TECTMPOBaHUS  (QYHKUMOHMPOBaHUSA. VI3Ha4aslbHO NpefonpefenéHHblii  Lenoyku npasua  nycTel  (He
HaknaablBaeTCs 3anpeToB):

$ sudo iptables -L -v -n
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

Chain FORWARD (policy ACCEPT @ packets, 0 bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

BOT Kkak, TO/IbKO B Ka4yecTBe HECKOMbKMX MPVMEPOB BHELUHEro BuAa, MOTYT BbIIIAAETL onepauun
iptables Hag npaBunamm netfilter:

e [IpocmoTp npaBun TpaHcnauum agpecoB NAT:

# iptables -t nat -L —line-numbers

e PaspelumnTb Bce ncxoasuwme naketbl (Tabnmyy filter MOXHO He ykasbiBaTb, OHa AedayTHas):
# iptables -t filter -I OUTPUT 1 -j ACCEPT
e 3anpeTtutb BCe BXoAswme naketbl U3 nogcetn 10.10.10.0/24:
# iptables -t filter -A INPUT -s 10.10.10.0/24 -j DROP
* Paspewwwmtbs SSH:
# iptables -A INPUT -p tcp --dport 22 -j ACCEPT
* PaspewunTtb gnanasoH sxogdaumx noptos TCP:
# iptables -A INPUT -p tcp --dport 3000:4000 -j ACCEPT
* Paspelwaem ICMP (ansi BbINO/IHEHUSA KOMaHAbI ping):
# iptables -A INPUT -p icmp -j ACCEPT

13 noka3aHHOTrO MOHSITHO, YTO KOMaHAbl iptables oueHb AeTann3upoBaHbl M NOAPOGHLI. MpaBuna
[eicTBylOT [0 nepesarpy3ku, [O/MKHbl COXPaHATbCS  (MPefyCMOTPEHO HECKONbKO  Cnoco6oB) U
BOCCTaHaB/MBATLCS NpU 3arpyske. Mbl He Gyem AeTasibHO YIy6naThCs B CUHTAKCUC 1 HanWcaHue npasun
iptables noTomy kak OHU MHOFOKPATHO ¥ MO/IHO AOKYMEHTUPOBAHbI U ONUCaHbI.

OT1aenbHble AMCTpMbYTMBBI Linux BBOAAT AONOMHUTENLHO CBOW, 60/1ee BbICOKOYPOBHEBbLIE MEXAHU3MbI
ynpasneHus rnpasunammn (KOTopble, camu npasua, Tak 1 NPoLo/MKal0T HasbliBaTbCcA NpaBunamu iptables,
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1 MOryT npocmartpuaTbecs ytunutoin iptables). M3 Takmx nogcuctem B Fedora, RedHat, CentOS — 3T0
firewall, a B Debian, Ubuntu, Mint, LMDE — ato ufw.

danepson ufw

UFW (Uncomplicated FireWall — HecnoxHblii 6paHamayap) — yAobHbIi nHTepdheiic ansa ynpasnieHus
nonuTukamn 6e30MacHOCTM MEeXCETEBOro 3kpaHa. OH BbINOJHAET, COOCTBEHHO, TO 4tOo U iptables:
dhopmupyeT 1 3arpyxaet npasuna gnga netfilter B agpe.

$ aptitude search ufw
p gufw - rpaduyeckuii nHTepderic nonb3losatens gna ufw
p ufw - program for managing a Netfilter firewall

$ sudo apt install ufw

YTeHne CnNUCKoB MakeToB.. [OTOBO

NocTpoeHue fgepeBa 3aBUCUMOCTENR.. FTOTOBO

UTeHne nHPopmaymm O COCTOSHWUW.. [OTOBO

Cnepytowme HOBHIE nakeTbl 6yayT YCTaHOBMEHbI:
ufw

Mpn ycTaHOBKe nNakeTa Co34aéTcH CepBuc:

$ systemctl status ufw
e ufw.service - Uncomplicated firewall
Loaded: loaded (/lib/systemd/system/ufw.service; enabled; vendor preset: enabled)
Active: inactive (dead)
Docs: man:ufw(8)
VIMEHHO OH ByAeT 3amnyckaTbCs NpWU 3arpy3ke CUCTEMbl M 3arpyaTb COCTaB/IEHHbIE HamMu npasuia Ans
netfilter (nocne 3arpysku npaBun 3TOT CEPBMC OCTaHAB/IMBAETCS, B paboTalolleli cucTeMe OH He
HY>KEH):
$ systemctl is-enabled ufw
enabled
daiiepBos1 MOXET 06CNYXMBaTb Kak NpoTokon IPv4 Tak u IPv4:

# grep IPV6 /etc/default/ufw
IPV6=yes

A ana ynpaBfeHuss camumy npaBuiamy  mMcnonb3yetcs ytunuta ufw  (go/mkHa  BbINOMHATLCS,
€CTEeCTBEHHO, OT root), oHa e UCNOoMb3yeTcs ANs akTuBmlaumm (MogHATUS) dpaliepsosia 1 ero OTK/IKYEHNS:

# ufw status

Status: inactive

# ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)? y
Firewall is active and enabled on system startup

# ufw status verbose

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), disabled (routed)

New profiles: skip

3TO NOMUTUKKN (M3HAYasIbHbIE) UTW MO YMO/YaHMIO: BCE BbIXOAHbIE COEAVMHEHUS pa3peLLeHbl, BCE BXOAHble
coeivHeHUS U hopBapPAMHT 3amnpeLLeHbI.

MocmoTprM Kak paboTaeT dhaliepBos Ha npuMepe npotokona SSH, BbinosHseM ¢ cocegHero xocta LAN
(s cneumanbHO Mcnosnb3ayto agpeca IPv6):

$ ssh -1 olej fe80::921b:eff:fe2b:fe3a%enol
ssh: connect to host fe80::921b:eff:fe2b:fe3a%enol port 22: Connection timed out

Tenepb ocTaHOBMM chaiiepBorT:

# ufw disable
Firewall stopped and disabled on system startup

W noBTOpUM ceaHc SSH, Tenepe:
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$ ssh -1 olej fe80::921b:eff:fe2b:fe3a%enol
olej@fe80::921b:eff:fe2b:fe3a%enol's password:

Linux esprimop420 5.10.0-21-amd64 #1 SMP Debian 5.10.162-1 (2023-01-21) x86_64
Last login: Thu Apr 27 11:16:02 2023 from fe80::13f5:9fe2:6393:bf4a%enp3s0
olej@esprimop420:~$ exit

BbIXOA,

Connection to fe80::921b:eff:fe2b:fe3a%enol closed.

Tenepb 0 TOM Kak onpeaenialoTca npasua, Hanpuvep, SSH:

# ufw allow OpenSSH
Rules updated

Rules updated (v6)

# ufw status numbered
Status: active

To Action From
[ 1] OpenSSH ALLOW IN Anywhere
[ 2] OpenSSH (v6) ALLOW IN Anywhere (v6)

[06aBnATb MOXHO yKasaHueM Kak ymcnoBbix noptoB (TCP u/wnn UDP), Tak No uMeHam CTaHAapTHbIX
CEeTEBbIX CNYX06, 6O/bLLON CNMCOK KOTOPbIX NPpeaonpeaenéH B NPUAOXKEHNN:

# ufw app list
Available applications:
AIM
Bonjour
CIFS
CUPS
DNS
Deluge
IMAP
IMAPS
IPP
KTorrent
Kerberos Admin
Kerberos Full
Kerberos KDC
Kerberos Password
LDAP
LDAPS
LPD
MSN
MSN SSL
Mail submission
NFS
OpenSSH
POP3
POP3S
PeopleNearby
SMTP
SSH
Socks
Telnet
Transmission
Transparent Proxy
VNC
Www
WwWW Cache
WwW Full
WWW Secure
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XMPP

Yahoo
gBittorrent
svnserve

Job6asum ewg HTTP/HTTPS poctyn:
# ufw allow in from any to any port 80,443,8080:8090 comment 'web app' proto tcp

Rule added
Rule added (v6)

# ufw status numbered

Status: active

To Action From
[ 1] OpenSSH ALLOW IN Anywhere
[ 2] 80,443,8080:8090/tcp ALLOW IN Anywhere
[ 3] OpenSSH (v6) ALLOW IN Anywhere
[ 4] 80,443,8080:8090/tcp (v6) ALLOW IN Anywhere

A BOT TaK ygasnsiem BblbpaHHOe nNpaBusio:

# ufw delete 4
Deleting:
allow 80,443,8080:8090/tcp comment 'web app'
Proceed with operation (y|n)? vy
Rule deleted (v6)
# ufw status
Status: active
To Action From
OpenSSH ALLOW Anywhere
80,443,8080:8090/tcp ALLOW Anywhere
OpenSSH (v6) ALLOW Anywhere (Vv6)

(ve)
(ve)

# web app

# web app

# web app

CuHTaKkcuc xopowo onucaH (man ufw) n JoMnycKaeT o4eHb TOHKOE ynpas/fieHve npasBuiamu. 3anyck
KOMaHgbl C onuuein --dry-run He npou3BOAUT (DaKTUYECKMX W3MeHeHulid npaBun netfilter, Ho
MOJENUPYET N3MEHEHMS 1 BbIBOAWUT Ha TEpPMMHA/ HAbOp cO3aBaeMbIX KOMaHAOV NpaBu/a B TEPMUHOMIOMN

iptables.

HakoHeu, oTmetym 4yto ufw He Moaudmuupyet npegonpenenérHbie uenodkn (INPUT, OUTPUT,
FORWARD) tabnuupil filter, a go6aBnsieT CBOM, HOBbIE LENOYKM B TabauLy, 1 OBOMbHO MHOrO:

# iptables -t filter -L | grep A"Chain ufw-" | wc -1

32

Ona ypobecTBa KOHIUIypUMpOBaHWSA, ec/v Bbl Npeanouyntaete Takylo (OpPMY, MOXHO YCTaHOBWUTL U
rpachuueckmin (GUI) MHCTPYMEHT:

# apt install gufw

YTeHne CnNnMcKoB nakeToB.. NOTOBO
MocTpoeHne gepeBa 3aBUCUMOCTEN.. FOTOBO

UTeHne nHOOpMaLMU O COCTOSIHUW.. FOTOBO

Cnegywoume HOBBIE nakeTbl 6yAyT YCTaHOB/EHbI:

gufw

06HOBNEHO O MakeToB, YCTaHOBAEHO 1 HOBbLIX MaKeTOB, [ANS yAaneHus oTMevyeHo O makeToB, M O MakeToB He

06GHOB/IEHO.

Heo6xogumo ckayaTb 876 kB apxuBOB.
Nocne paHHOW onepauvMn 06bLEM 3aHATOrO AWCKOBOrO NpocTpaHCTBa BO3pacTéT Ha 3.538 kB.
Mon:1 http://deb.debian.org/debian bullseye/main amd64 gufw all 20.04.1-1 [876 kB]
MonyyeHo 876 kB 3a Oc (2.559 kB/s)

Bbi6op paHee He BblGbpaHHOro naketa gufw.
Ha fAaHHbIi MOMEHT ycTaHoBneHo 351300 ¢ainoB U KaTanoros. )

(UTeHne 6a3bl faHHbLIX ..
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NogroTtoBka K pacnakoske ../gufw_20.04.1-1 all.deb ..
PacnakoBbiBaeTca gufw (20.04.1-1) ..

HacTpauBaetca naketT gufw (20.04.1-1) ..

O6bpabaTbiBaloTcs Tpurrepol Ans mailcap (3.69) ..
O6bpabaTbiBawTcs Tpurrepsl ans desktop-file-utils (0.26-1) ..
O6pabaThiBaloTcst Tpurrepel ans hicolor-icon-theme (0.17-2) ..
O6bpabaTbiBaloTcsa Tpurrepol Ans man-db (2.9.4-2) ..

MexceTeBo# 3KpaH — o o

@aitn  MNpaska Cnpaeka

n

eXceTeBoH 3KpaH

MNpodwrne: ObwecTBeHHOE_MECTO ¥

Cratyc: (} | ' .
Bxopasawme: OTKNOHWTB - \\/

A MpaBnna OTuér HypHan

WMcxofAwme: | PaspewnTe -

Hayano pabortbl

HecnoxHsIi cnocod ynpaeneHna ceTessim
3KPaHOM, OCHOBaHHBIA Ha UFw. MPoOCTo, U3AWHO N
nonesHo! 3

OcHOBHble

Ecnu Bbl 0BbI4HBIN NONB30BaTENL, BBl ByneTe 8
6E30NaCHOCTH € 3TMMM HACTPORKAMM
(CocToAHWe=BKNoUeH, BXOOALME=3aNpeTHTs,
Mcxogawme=Pa3pel ). He 3abygsTe gobasuts
nAa3nelakiiKe NDARKNA NNA RAIIMK P2 P-

ONMTHKA BXOAALLUMX COSOMHEHWA M3MeHeHa

B pesynbrarte nocnefosartesisHo hopMupyeTcs Habop npasus, YTO, BOOGLLE TO rOBOPS, 9KBUBAIEHTHO

TOMY, KaK Mbl reHepurpoBasin 3TN e npasnsia KOHCO/IbHOIA yTVU'IVITOVI ufw:
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J[o63BUTL NPaBW/IO CETEBOrD 3KPaHa o

MNpeaycraHoeneHHble | OfbiuHble  PacllMpexHbie

MonuTuka: Pazpewnts hd
HanpagneHme: B hd
Kateropwa: CeTh hd
MogkaTeropMa: Cepencbl hd
MpunoxeHne: SSH hd

Q @nnstp npun o >

Mcnonb3oBaHWe paspelvTebHO W NOANTHEW NO YMONUaHWKD MOXET NpefcTaBNATE Yyrpo3y BezonacHocTH

3akpbITh NobasuTs



MexceTeBOH 3KpaH = = Q

@aian Mpaeka Cnpaeka

MexceTeBo# 3KpaH

MNpodune: ObwecTeeHHoe_MecTo ¥

Cratyc l ) '
Bxogawme: OTKNOHWTb b /
HMcxogawme: Pazpewntsb bl -

A Mpaewnna OTUET XypHan

N® Mpaeuno Ha3eaHue
1 22/tcp PASPELUMTDL B OTkyaa yrogHo SSH
2 22 /tcp (v6) PASPELLWMTB B OTKyAa yroaHo (ve) SSH

+ — %

JNobGaenexnbl Nnpaexna
Cynepcepsep inetd

Eweé c cambix paHHUX UNIX (npaktuyeckn ¢ 80-x rofoB) cnoxunacb npaxktvka n/s npefoctas/eHus
psfa ceTeBblX CEPBMCOB C NMOMOLLbLIO Cyrnepcepsepa. Vaea cocTouMT B TOM, YTO, BMECTO 3anycka MHOrMX
CepBEPOB pasHbIX CEepPBUCOB M Ha pasHbIX noprax, ofHa nporpamma-AeMOH OXuAaeT OAHOBPEMEHHO
3anpocbl Ha CoeAMHEeHWss C MHOXEeCTBOM afpecoB MopToB. Korga K/IMEHT MNoAkIoyaeTca K
npocnylwmnsatoLLeMy CepBUCY, MNporpamma-feMOH 3aryckaeT COOTBETCTBYIOLMIA cepBep Kak [0o4YepHuit
npouecc, U MpoAO/DKaEeT MpocnyluMBaHue 3anpocos fasiblle. pu TakoMm MNoAxoae cepBepam He HYXHO
paboTarb NOCTOAHHO M NOTPEBNATL PeCypCbl, OHWM MOTYT 3anyckaTbCs Mo TPeb6oBaHuIo.

Takasi nporpammMa-AeMOH Nosyunna Ha3BaHue cynepcepsep (CepBep 3anyckalLmin gpyrie cepeepa). B
KauecTBe cyrnepcepBepoB UCMOMb3yeTcs 6onee AaBHM npoekT inetd (Internet Service Daemon) unn ero
6onee no3gHee passutne xinetd (Extended Internet Service Daemon) ... As8 HaWWX Lenei cenyac ato He
NUMEET 3HaYeHus1, 1 s1 NOKaxKy MCronb3oBaHne Ha npumepe inetd (anctpmnbytns LMDES):

$ cat /etc/debian_version

11.2

$ aptitude search inetd | grep /i

i A openbsd-inetd - OpenBSD Internet Superserver

i wupdate-inetd - nporpamvma o6HOBMeHWA ¢alina HacTpoiku inetd
$ aptitude search xinetd | grep -v xinetd$

p xinetd - replacement for inetd with many enhancements

p Xxinetd:1386 - replacement for inetd with many enhancements

To Kakue nopTbl npocnywmvearb (6bITb B TFOTOBHOCTM) W Kakme [EeNWCTBUS Ha HUX BbINOMHATb
onpeaensieTcs B KoHuMrypaumoHHoM doaiinie cynepcepsepa: ans inetd ato /etc/inetd.conf, a ans
xinetd, cootBetcTBEeHHO, /etc/xinetd.conf — cpopmatbl KOH(pUrypaumoHHeix goaiinos inetd.conf n
xinetd.conf paaukanbHO OTAMYAOTCA, XOTS, NO CYyTW, cAyxaT ogHoih uenu. B inetd.conf kaxpgoii
cnyxbe CcOOTBETCTBYET OfHa CTpOKa 3anucu, M dopmaTr Takoih CTPOkM (B3STO HENOCPEACTBEHHO U3
KoMmmeHTapusa inetd.conf):

# <service_name> <sock_type> <proto> <flags> <user> <server_path> <args>
3aeco:

<service_name> - nvsa cepsuca,;

<sock_type> - Tmn coketa, ato stream ana TCP nnn dgram ana UDP;

<proto> - NpoTOoKO/ ... 3TO MOXET ObITb, HANpumep: tcp, tcp4, tcpb;

<flags> - ato wait unu nowait;

<user> - UMs Nosib30Baresns oT /iMLa KOTOPOro 3arnyckaercs cepsep;

<server_path> - nyteBoe nma 3anyckaemoro cepsepa,;
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<args> - napameTpbl KOTOPbIE HY)XHO (BO3MOXHO) NepeAaTb CEPBEPY NpU 3anycke:

VimeHa nms cepBucoB (<service_name>) — 370 TO, YTO Mbl yXX€ BMAENN paHblue B 60/blIOM dhaiine
/etc/services — MMeHa cepBUcoa U3BECTHbIE CUCTEME, HaNpuUMep:

$ cat /etc/services | grep telnet

telnet 23/tcp
telnets 992/tcp # Telnet over SSL
tfido 60177/tcp # fidonet EMSI over telnet

PaHblle, fOCTaTOMHO MHOFO NEeT Hasag, B none <server_path> (unn B ny6nukaumsx Tex feT) Bbl
npounTanu 6bl: /usr/sbin/in.proftpd wnu /usr/shin/in.telnetd, n 310 6bIIM NpsAMbIE NyTEBbLIE MMEHA NPOrpamMm
cepBepoB (WM CCblIKM Ha HKX). Ho celiyac B kayecTBe cepBepa 3anucbiBaloT /usr/sbin/tcpd — 3to
nemoH tcpd (cuctema TCP-Wrappers)é. Ero cMmbicn B ayTeHTUdMKaLMK A0CTyNa K cepBucam yepes daiinbl
/etc/hosts.allowun /etc/hosts.deny:

$ 1s -1 /etc/hosts.*
-rw-r--r-- 1 root root 411 map 11 2022 /etc/hosts.allow
-rw-r--r-- 1 root root 711 map 11 2022 /etc/hosts.deny

A BOT nocnegHuii napameTp <args> v 6yAeT NofHbIM NyTeBbLIM UMEHEM CEPBEPA CNYXG6bl, OH NepegaéTca
AeMoHy tcpd B kauecTBe NapaMeTpa «Koro 3anyckarb».

Tenepb y HAacC rOTOBO BCE UTO6GbLI NPOBEPUTL 3TO B AeNeE...

CepBep telnet

B kauectBe 06pasua AN 3KCNeprMeHTOB Mbl BbibepeM cepBuc telnet. 370, noxanyi, crtapenunii
NPOTOKON yA&IEHHOro goctyna He Tonbko B UNIX, HO Boo6we B IT, BO3HMKWWI €LWE B 3TOXY CBA3M NO
cepranibHbIM NUHUAM ckopocTu 9600 6uTt/cek. Co BpemeHem telnet, Kak He WKMpPOBaHHbI NPOTOKOA,
3ameHWn SSH. KTo-To MmoxXeT yaneutbcs: «Moyemy telnet?», unu gaxe: «®y, telnet!». Ho:

- telnet BnosnHe NPUMEHNM N YMECTEH MNMPU aAMUHUCTPATUBHbIX Onepaunax BHYTpU NIOKaNbHOM ceTy;

- telnet 3ameuaTenbHblii TecTep A1 NPOBEPKM OTKPbITbIX MOPTOB B CETU U KOHHEKTA K HUM
(Hanpumep, Bce TCP noptsl WEB-cepBepoB, YTO Mbl Y)XX€ HEOLHOKPATHO AeNasin No TEKCTY);

- telnet, 1 3To camoe rnaBHoe, Npe/esbHO NPOCT U NPOBEPKA COKETHOI akTMBALMN HA HEM HUYEM He
3aMyTHEeHa 1 MaKCUMaslbHO MOHATHA;

YCTaHOBMM MHTEpEeCytoLmMe Hac MakeTbl, KAMEHT U cepBep NpoTokosna telnet (XOTA KIMEHT, ckopee
BCEr0, Y)Xe YCTaHOB/MEH B CUCTEME COBCEM AJ151 AAPYTUX HYXA):

$ sudo apt install telnet telnetd

UTeHue CnUCKOB NakeToB.. FOTOBO

MocTpoeHne faepeBa 3aBUCUMOCTEN.. FOTOBO

UTeHne nHGopmMauMm O COCTOSIHWUW.. TOTOBO

ByAyT yCTaHOB/EHbl creaywwne AOMNO/HUTENbHbIE MNaKeThl:
openbsd-inetd tcpd

Cnegytwouwme HOBHIE nakeThl 6yayT YCTaHOB/EHbI:
openbsd-inetd tcpd telnet telnetd

06HOB/MIEHO O MakKeToB, YCTAHOB/EHO 4 HOBbLIX MAaKeTOB, AN yAaneHus oTMevyeHO O nakeToB, W O NakeToB He
06HOB/IEHO .

Heobxogmmo ckayaTb 177 kB apxuBoB.

Nocne paHHOW onepaumn 06bLEM 3aHATOrO AWCKOBOr0O NPOCTpaHCTBa BO3pacTET Ha 497 kB.
XoTute nNpogonxutb? [A/H] VY

Mon:1 http://deb.debian.org/debian bullseye/main amd64 tcpd amd64 7.6.9-31 [23,8 kB]
Mon:2 http://deb.debian.org/debian bullseye/main amd64 openbsd-inetd amd64 0.20160825-5 [36,8 kB]
Mon:3 http://deb.debian.org/debian bullseye/main amd64 telnet amd64 0.17-42 [71,1 kB]
Mon:4 http://deb.debian.org/debian bullseye/main amd64 telnetd amd64 0.17-42 [45,4 kB]
MonyyeHo 177 kB 3a Oc (747 kB/s)

Bbibop paHee He BbiGbpaHHOro naketa tcpd.

(UTeHne 6a3bl faHHLIX .. HA AaHHbIi MOMEHT ycTaHoBneHO 351726 ¢alinoB M KaTanoros.)
MoaroTtoBka K pacnakoBke ../tcpd_7.6.q-31_amd64.deb ..

6 XoTs BO BHyTPeHHell HaI&KHOM CeTH BIOJHe paboTocrocobeH U CTaphlil Criocob C MPsSMbIM yKa3aHHEM MyTeBbIX UIMEH
CepBepoB.
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PacnakosbiBaeTca tcpd (7.6.9-31) ..

Buibop paHee He BblbpaHHOro nakeTa openbsd-inetd.
NogroToBka K pacnakoske ../openbsd-inetd_0.20160825-5_amd64.deb ..
PacnakoBbiBaeTca openbsd-inetd (0.20160825-5) ..

Bbi6op paHee He BblbpaHHOro naketa telnet.

MoaroTtoBka K pacnakoBke ../telnet_0.17-42_amd64.deb ..
PacnakoBbiBaeTca telnet (0.17-42) ..

Buibop paHee He BblbpaHHOro naketa telnetd.

NogroTtoBka K pacnakoBke ../telnetd_0.17-42_amd64.deb ..
PacnakosbiBaeTca telnetd (0.17-42) ..

HacTpauBaeTca nakeT telnet (0.17-42) ..

update-alternatives: ucnonb3yetcsa /usr/bin/telnet.netkit gna npegoctaBneHus /usr/bin/telnet
(telnet) B aBTOMATUYECKOM pexumMe

HacTpanBaeTca naket tcpd (7.6.9-31) ..
HacTpauBaeTcsa nakeT openbsd-inetd (0.20160825-5) ..
invoke-rc.d: policy-rc.d denied execution of start.

Created symlink /etc/systemd/system/multi-user.target.wants/inetd.service -
/1ib/systemd/system/inetd.service.

/usr/sbin/policy-rc.d returned 101, not running 'start inetd.service'
HacTpauBaeTca naket telnetd (0.17-42) ..

JobaBneHve nonb3osaTtens telnetd B rpynny utmp

invoke-rc.d: policy-rc.d denied execution of start.

O6pabaTbiBawTCsA Tpurrepsl Ans man-db (2.9.4-2) ..

OuyeHb XapaKTepHO, YTO B 3TOI WHCTaNAUUM yCTaHaB/IMBAKOTCHA, NO 3aBUCUMOCTSIM, U CynepcepBep
openbsd-inetd u TCP-wraper tcpd (3TO 3Hau4uUT, 4YTO B 3TOIN CUCTEME Mbl ELLE HE MOMb30Ba/IN CEPBUCOB
aKTMBUPYEMbIX Yepes cynepcepsep). Kpome Toro, asTomarnyecky cosgasics nonb3oBarens telnetd.

$ cat /etc/passwd | grep telnet
telnetd:x:120:130::/nonexistent:/usr/sbin/nologin

Cpasy xe co34a41MM HY)XXHble HaM 3anncy B KOH(PUIypaLMOHHbIi chaiin:

$ grep -v M# /etc/inetd.conf | grep -v /$
telnet stream tcp4 nowait telnetd /usr/sbin/tcpd /usr/sbin/in.telnetd
telnet stream tcp6 nowait telnetd /usr/sbin/tcpd /usr/sbin/in.telnetd

Crapt cynepcepsepa:
# systemctl start inetd
# systemctl status inetd
e inetd.service - Internet superserver
Loaded: loaded (/lib/systemd/system/inetd.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2023-04-27 19:40:57 EEST; 5s ago
Docs: man:inetd(8)
Main PID: 6382 (inetd)
Tasks: 1 (limit: 14232)
Memory: 704.0K
CPU: 3ms
CGroup: /system.slice/inetd.service
L6382 /usr/sbin/inetd

anp 27 19:40:57 esprimop420 systemd[1]: Starting Internet superserver...
anp 27 19:40:57 esprimop420 systemd[1]: Started Internet superserver.

Haww ceTeBoWi nHTEpdeiic, KOHTPOIMPYEMbIA CO CTOPOHLI cynepcepsepa inetd:

$ ip a s dev enp3s0

2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen
1000

link/ether 90:1b:0e:2b:fe:3a brd ff:ff:ff:ff:ff:ff

inet 192.168.1.138/24 brd 192.168.1.255 scope global dynamic noprefixroute enp3s0
valid_1ft 96177sec preferred_1ft 96177sec

inet6 fe80::921b:eff:fe2b:fel3a/64 scope link
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valid_1ft forever preferred_1ft forever

BoT B3rn54 CO CTOPOHbI CEPBEPHOrO XOCTa Ha NpocylwmBaemble (oxugatowme) noptel telnet:

# netstat -1lptu | grep telnet
tcp 0 0 0.0.0.0:telnet 0.0.0.0:* LISTEN 6382/inetd
tcp6 0 0 [::]:telnet [::]:* LISTEN 6382/inetd

Tenepb B3rNIsTHEM Ha 3TO MHTEPPEIC CO CTOPOHbLI N1060r0 APYroro XocTa 3Toii NIoKasIbHOW CeTu:

$ nmap 192.168.1.138

Starting Nmap 7.80 ( https://nmap.org ) at 2023-04-27 18:45 EEST
Nmap scan report for 192.168.1.138

Host is up (0.011s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

22/tcp open ssh

23/tcp open telnet

53/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 0.25 seconds

Wnn BOT Tak:

$ nmap -6 fe80::921b:eff:fe2b:fe3a%enol

Starting Nmap 7.80 ( https://nmap.org ) at 2023-04-27 18:49 EEST
Nmap scan report for fe80::921b:eff:fe2b:fe3a

Host is up (0.0064s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

22/tcp open ssh

23/tcp open telnet

53/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 1.51 seconds

W, HakoHeul, c aToro xe xocta LAN — ponroxgaHHas yaanéHHaa TepMuHanibHasa ceccus no telnet,
n3-3a KOTOPOW Mbl BCE 3TO U ropognnn. W npoBedém Mbl €€ yMbIWAEHHO B npoTtokosne IPv6 (Hasno
HepobpoxenarensMm, yTeepxaarowmm uto inetd He paboTaeT ¢ npoTokonamu IPv6):

$ telnet -6 fe80::921b:eff:fe2b:fe3a%enol

Trying fe80::921b:eff:fe2b:fe3a%enol. ..

Connected to fe80::921b:eff:fe2b:fe3a%enol.

Escape character is 'A]'.

Debian GNU/Linux 11

esprimop420 login: olej

Password:

Linux esprimop420 5.10.0-21-amd64 #1 SMP Debian 5.10.162-1 (2023-01-21) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Thu Apr 27 11:27:20 EEST 2023 from fe80::13f5:9fe2:6393:bf4a%enp3s0 on pts/2
olej@esprimop420:~$ who

olej tty7 2023-04-26 22:25 (:0)

olej pts/0 2023-04-27 08:33 (192.168.1.13)

olej pts/1 2023-04-27 10:31 (192.168.1.13)

olej pts/3 2023-04-27 20:01 (fe80::13f5:9fe2:6393:bf4a%enp3s0)
olej@esprimop420:~$ exit

BbIXOA,

88



Connection closed by foreign host.

P.S. A yMmbIWAEHHO BbINOAHW/ Ha YAa/IEHHOM XOCTe KoMaHay who: 3geck 1-A CcTpoka — 370
rpadpmyeckas ceccusi, OkpyxeHue pabouvero ctona Cinnamon C KOTOPbLIM 3arpy3usics KOMMbHOTEP,
cnepywowme 2 CTpokn — 310 2 SSH TepMUHaNbHblE CECCUMM, B KOTOPbIX S Mpas/o KOHGUrKY, 3anyckaro
nporpamMmbl U KOMUPYIO UX pe3yribTathl, a BOT 4-A CTpoka — 3TO U ecTb telnet ceccusa B npotokone IPv6.

CokeTHasa akTuBauus B systemd

TOYHO TakK Xe, Kak U ¢ Kawupyowmm cepeepom DNS, paspa6otumkn systemd (Lennart Poettering ¢
COTOBapWLWM) He MO NPOATU MUMO 40-NeETHER NCTOPUM ycrexa CynepcepBeEpPOB 1 3amnycka CEPBUCOB NO
ceTeBbIM 3anpocam. B systemd aToT cnocob 3anycka cepBepoB MOYyUN Ha3BaHWe COKeT-aKTUBaLMu 1 ero
onvcaHve 3aHNMaEeT B AOKYMEHTaLMKW Lienyto 60sbLUYHO r1aBy.

B katanore cepBucoB systemd ecTb HECKO/IbKO CLieHapMeB 3arnycka COKETHOM akTuauuu. B npuHumne, mbl
MOrn 6bl paccmaTpmBaTb U UCNONBL30BaTb CUeHapun ans SSH:

$ pwd

/usr/1ib/systemd/system

$ 1s ssh*

ssh.service ssh@.service ssh.socket

(3pecb 1-i cueHapwin ssh.service Mbl yXe BCTpeyann paHblle — 3TO TPaAWLMOHHBIA CLeHapuii 3anycka
SSH cepBepa, a BOT 2 cneaywouwmx: ssh@.service n ssh.socket — MMEHHO OTHOCATCS K COKETHOW
aKTMsaumm.)

Ho gns unctoTbl aKcneprMeHTa Mbl CO34aAMM CXeMY COKETHOM akTvMBauuu COBCEM APYroro cepsepa,
KOTOPOro He Mo YMO/YaHuio nog, ynpasneHvem systemd, a uMeHHoO — cepsepa npotokona FTP (nonyTHo
BCMOMHUM eLlé OAMH M3 NOMyNAPHbIX MPOTOKOSIOB VIHTEPHET, KOTOPOMY HE3AC/TyXEHHO He yaenuun
BHMMaHMsA paHbLUe).

O npu3HaHHOM nonNynsiPHOCTU npoTokona FTP roBopuT XoTs Obl NPOCTO MNEpevYeHb MakeToB B
penosnTopusax AMCTpubyTUBOB:

$ aptitude search ftpd | grep -v tftp

ftpd - FTP-cepBep

ftpd-ssl - FTP-cepBep Cc nogaepxkoi SSL

fusiondirectory-plugin-pureftpd - pureftpd plugin for FusionDirectory
fusiondirectory-plugin-pureftpd-schema - LDAP schema for FusionDirectory pureftpd plugin
gosa-plugin-pureftpd - pureftpd plugin for GOsa?
gosa-plugin-pureftpd-schema - LDAP schema for GOsa? pureftpd plugin
inetutils-ftpd - CepBep FTP

inetutils-ftpd:1i386 - Cepsep FTP

mysgmail-pure-ftpd-logger - real-time logging system in MySQL - Pure-FTPd traffic-logger
nordugrid-arc-gridftpd - ARC GridFTP server

owftpd - FTP daemon providing access to 1-Wire networks

proftpd -

proftpd-abi-1.3.7c -

proftpd-basic - Transitional dummy package for ProFTPD

proftpd-core - Versatile, virtual-hosting FTP daemon - binaries
proftpd-dev - Versatile, virtual-hosting FTP daemon - development files
proftpd-doc - Versatile, virtual-hosting FTP daemon - documentation
proftpd-mod-autohost - ProFTPD module mod_autohost

proftpd-mod-case - ProFTPD module mod_case

proftpd-mod-clamav - ProFTPD module mod_clamav

proftpd-mod-counter - ProFTPD module mod_counter

proftpd-mod-crypto - Versatile, virtual-hosting FTP daemon - TLS/SSL/SFTP modules
proftpd-mod-dnsbl -

proftpd-mod-fsync - ProFTPD module mod_fsync

proftpd-mod-geoip - Versatile, virtual-hosting FTP daemon - GeoIP module
proftpd-mod-geoip2 - ProFTPD module mod_geoip2

proftpd-mod-1ldap - Versatile, virtual-hosting FTP daemon - LDAP module
proftpd-mod-msg - ProFTPD module mod_msg

proftpd-mod-mysql - Versatile, virtual-hosting FTP daemon - MySQL module
proftpd-mod-odbc - Versatile, virtual-hosting FTP daemon - ODBC module
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proftpd-mod-pgsgql - Versatile, virtual-hosting FTP daemon - PostgreSQL module
proftpd-mod-proxy - ProFTPD module mod_proxy

proftpd-mod-snmp - Versatile, virtual-hosting FTP daemon - SNMP module

proftpd-mod-sqlite - Versatile, virtual-hosting FTP daemon - SQLite3 module
proftpd-mod-statsd - ProFTPD module mod_statsd

proftpd-mod-tar - ProFTPD module mod_tar

proftpd-mod-vroot - ProFTPD module mod_vroot

proftpd-mod-wrap - Versatile, virtual-hosting FTP daemon - tcpwrapper module

pure-ftpd - 3awvwéHHbn 1 3ddeKkTUBHLIA FTP cepsep

pure-ftpd-common - Pure-FTPd FTP server (Common Files)

pure-ftpd-ldap - 3awnwéHHbn 1 3dPeKTUBHbLIN FTP-cepBep C uaeHTudMKaumelhr nonb3oBaTeneil yepe3 LDAP
pure-ftpd-mysql - Secure and efficient FTP server with MySQL user authentication
pure-ftpd-postgresql - Secure and efficient FTP server with PostgreSQL user authentication
python-pyftpdlib-doc - documentation for Python FTP server library

python3-pyftpdlib - Python FTP server library (Python 3)

twoftpd - npocToil u 3awuwéHHLIn FTP-cepBep (MNporpammsl)

twoftpd-run - a simple secure efficient FTP server

vsftpd - nerkoBecHblii, 3¢deKTUBHLIA FTP-cepBep, HanmuWcCaHHbIA C ynopom Ha 6e30MacHoCTb
vsftpd-dbg - lightweight, efficient FTP server written for security (debug)

Kak Bugum, npeacrtaBneHO Ha BbIOOpP MHOXECTBO pasHbix FTP cepBepoB, MoxeTe BblbpaTtb AN1s

3KCNEPMMEHTOB 060 (MHE XOPOLLIO M3BECTHbI B pasHbie rogbl proftpd, vsftpd, pure-ftpd, nosatomy
BO U3bexaHne CHoprnpu3oB MOXeTe BblGpaTb YTO-TO U3 HUX):

$ sudo apt install pure-ftpd
YTeHne CnNMCKOB nakeToB.. [0OTOBO

NocTpoeHne gepesa 3aBucuMmocTeli.. FOTOBO

YTeHne VIH(I)OpMaLWIVI 0 COCTOSAAHUW.. OTOBO

Creaywume nakeThl yCTaHaBIMBa/INCh aBTOMATUYECKU U 6Ofiblie He TpebywnTcsa:

libhiredis®.14 libmemcachedl11l libmemcachedutil2 proftpd-doc

Ans ux ypaneHusi ucnonb3yiite «sudo apt autoremove».
ByAayT yCTaHOB/MeHs cregyouyue AOMOMHUTENbHbIE NaKeTsl:

openbsd-inetd pure-ftpd-common tcpd

Cnepytwowme naketbl 6yayT YAAJIEHbI:

proftpd-core

Cnegywuwme HOBLIE nakeTbl 6yayT YCTaHOB/EHbI:

openbsd-inetd pure-ftpd pure-ftpd-common tcpd

[Na opraHusauum COKETHOI akThBauum 3TOro cepBepa co3jaaum 2 dpaiina B katasore cCleHapueB

systemd (BCE& 31O Aenaem c npaBamu root):

# pwd
/usr/1ib/systemd/system

# touch pure-ftpd.socket

# touch pure-ftpd@.service

W 3anonHsiemM mx criegyrowmm coaepxumbim (cepeuc proftpd cam ycTaHaBiMBaeT Npu MHCTaNALMK

CBOU cueHapun COKETHOW akTmeauynn, nNnO3TOMy MOXETE NX B3ATb 3a OCHOBy)Z

$ cat /usr/lib/systemd/system/pure-ftpd.socket
[Unit]

Description=pure-ftp FTP Server Activation Socket
Conflicts=pure-ftpd.service
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[Socket]
ListenStream=21
Accept=true

[Install]
WantedBy=sockets.target



$ cat /usr/lib/systemd/system/pure-ftpd@.service
[Unit]

Description=pure-ftpd FTP Server
After=network-online.target

[Service]
ExecStart=-/usr/sbin/pure-ftpd
StandardInput=socket

Co6CcTBEHHO, Ha 3TOM BCE! Ho Ansi TakMx 3KCMEPUMEHTOB, WM TECTUPOBaHWS Pe3y/bTAaToB CBOel
paboThl, HYXHO TLLATENIbHO Y6eAUTLCSA, UTO HUKAKOW apyroli cepeep FTP cTatnyeckn He KOH(UIypupoBaH B
cucTeMe:

# systemctl status pure-ftpd

e pure-ftpd.service
Loaded: loaded (/etc/init.d/pure-ftpd; generated)
Active: active (exited) since Fri 2023-04-28 15:36:57 EEST; 1h 32min ago
Docs: man:systemd-sysv-generator(8)
Process: 19009 ExecStart=/etc/init.d/pure-ftpd start (code=exited, status=0/SUCCESS)
CPU: 59ms

anp 28 15:36:57 R420 systemd[1]: Starting pure-ftpd.service...

anp 28 15:36:57 R420 pure-ftpd[19009]: Starting ftp server:

anp 28 15:36:57 R420 pure-ftpd[19019]: Running: /usr/sbin/pure-ftpd -1 pam -E -J HIGH -u 1000 -0
clf:/var/log/pure-ftpd/transfer.log -B

anp 28 15:36:57 R420 systemd[1]: Started pure-ftpd.service.

anp 28 15:36:57 R420 pure-ftpd[19020]: (?@?) [ERROR] Unable to start a standalone server:
already in use]

[Address

OTO He OO0/MKHO ObITb CHOPNPU3OM: BCe MPoeKTbl FTP cTapTyloT cpaly npu MHCTanNsauMM Naketos, B
OT/IMYME OT MHOTMX CEPBUCOB KOTOPbIE Mbl pa3brpann paHbLue!

# systemctl stop pure-ftpd
# systemctl status pure-ftpd

o pure-ftpd.service
Loaded: loaded (/etc/init.d/pure-ftpd; generated)
Active: inactive (dead) since Fri 2023-04-28 17:10:20 EEST; 2s ago
Docs: man:systemd-sysv-generator(8)
Process: 19009 ExecStart=/etc/init.d/pure-ftpd start (code=exited, status=0/SUCCESS)
Process: 22165 ExecStop=/etc/init.d/pure-ftpd stop (code=exited, status=0/SUCCESS)
CPU: 26ms

P.S. He vwuTe cueHapun 3anycka 1 yCTaHOBKM B NMPUBLIYHOM Katasiore /usr/1lib/systemd/system —
cepepbl FTP nomeLlatoT CBOM CKPUNTbI YpaB/ieHNst «B CTapOM CTune» B katanor /etc/init.d (komaHgpl
systemd, K cyacTblo, YMEIOT Tak Xe XOPOLUO HaxoAuTb U paboTarb ¢ cepBucamMmn KOHOUIYpUpoBaHHbIMU «B

CTapoMm CTu/e»)

$ 1s -1 /etc/init.d/ | grep ftp

-rwxXr-xr-x 1
-rwxr-xr-x 1

root root 5322 ceH 19 2021 proftpd
root root 3172 aHB 31 2022 pure-ftpd

Kpome HenocpencTBeHHO caMux cepBrcoB FTP HyXHO ocTaHoBUTL U inetd (xinetd) uTobbl n3bexarb
Mackupytowlero 3anycka FTP cpeactsamu cynepcepsepa:

# systemctl status inetd
e inetd.service - Internet superserver

Loaded:
Active:
Docs:
Main PID:
Tasks:
Memory:
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loaded (/1ib/systemd/system/inetd.service; enabled; vendor preset: enabled)
active (running) since Fri 2023-04-28 15:36:56 EEST; 1h 38min ago
man:inetd(8)

18954 (inetd)

1 (limit: 115786)

548.0K



CPU: 401ms
CGroup: /system.slice/inetd.service
L-18954 /usr/sbin/inetd

anp 28 15:36:56 R420 systemd[1]: Starting Internet superserver...
anp 28 15:36:56 R420 systemd[1]: Started Internet superserver.
# systemctl stop inetd
# systemctl status inetd
o inetd.service - Internet superserver
Loaded: loaded (/1lib/systemd/system/inetd.service; enabled; vendor preset: enabled)
Active: inactive (dead) since Fri 2023-04-28 17:15:25 EEST; 1s ago
Docs: man:inetd(8)
Process: 18954 ExecStart=/usr/sbin/inetd (code=exited, status=0/SUCCESS)
Main PID: 18954 (code=exited, status=0/SUCCESS)
CPU: 402ms

OkoHuaresibHas MpoBepKa Ha YWUCTOTY 3KCNEpUMEHTa nepef 3anyckoM CO34aHHOro cepsuca — 34ecb
HWYero He J0/IHKHO ObITb (B OTBET):

# systemctl --full | grep ftp
# ps -A | grep ftp

Tenepb 3anyckaemM CBOI CKOHPUIYpUpOBaHHbIi Anst FTP cepBuc (COKETHOW akTuBauum):

# systemctl start pure-ftpd.socket
# systemctl status pure-ftpd.socket
e pure-ftpd.socket - pure-ftp FTP Server Activation Socket
Loaded: loaded (/lib/systemd/system/pure-ftpd.socket; disabled; vendor preset: enabled)
Active: active (listening) since Fri 2023-04-28 17:14:27 EEST; 5s ago
Listen: [::]:21 (Stream)
Accepted: 0; Connected: 0;
Tasks: 0 (limit: 115786)
Memory: 8.0K
CPU: 845us
CGroup: /system.slice/pure-ftpd.socket

anp 28 17:14:27 R420 systemd[1]: Listening on pure-ftp FTP Server Activation Socket.

Bcé! Cepsep FTP B roTOBHOCTU 1 OXngaHun. YTo Mbl 1 MPOBEPUM C NHO60ro nHoro xocta LAN:

$ ftp 192.168.1.13

Connected to 192.168.1.13.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 1 of 50 allowed.

220-Local time is now 17:19. Server port: 21.

220-IPv6 connections are also welcome on this server.

220 You will be disconnected after 15 minutes of inactivity.
Name (192.168.1.13:0lej): olej

331 User olej OK. Password required

Password:

230 OK. Current directory is /home/olej

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> pwd

257 "/home/olej" is your current location

ftp> system

215 UNIX Type: L8

ftp> exit

221-Goodbye. You uploaded @ and downloaded 0 kbytes.

221 Logout.
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30ecb nokasaHa nonHasa FTP-ceccua B pexume pguasiora, OT eé Hayasia [0 KOHUA, Kak OHa
npomucxoanna Ha K/IMeHTCKOM KOMIMbIoTepe. A Ha cepBepe BO Bpems 3TOi ceccun NOCMOTPUM!

$ systemctl --full | grep ftp

pure-ftpd@0-192.168.1.13:21-192.168.1.241:48136.service loaded active running pure-ftpd FTP
Server (192.168.1.241:48136)

system-pure\x2dftpd.slice loaded active active Slice
/system/pure-ftpd
pure-ftpd.socket loaded active listening pure-ftp FTP

Server Activation Socket

W HakoHel, ... «kak BULLIEHKa Ha TopTe», a 3aigy no SSH Ha cepsep linux-ru.ru, 6asupylowuiica 3a
ThICAYN KATOMETPOB B KazaxcTaHe ... Kak /ierko BUAETb, 3T0 apeHAyeMblli BUPTYaslbHbIiA cepBep KpynHOro
pervoHasibHOro nposangepa:

$ sudo inxi -Mxxx

Machine: Type: Kvm System: QEMU product: Standard PC (1i440FX + PIIX, 1996) v: pc-i440fx-bionic
serial: N/A Chassis: type: 1

V: pc-i440fx-bionic serial: N/A
Mobo: N/A model: N/A serial: N/A BIOS: SeaBIOS v: 1.13.0-1ubuntul.l date: 04/01/2014
$ ip -6 a s dev tuno
3: tun@: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 53049 state UNKNOWN glen 500
inet6 221:58c9:9a6:99be:f3d:clac:2b5b:9771/7 scope global
valid_1ft forever preferred_1ft forever
inet6 fe80::d86f:9577:d828:ch4d/64 scope link stable-privacy
valid_1ft forever preferred_1ft forever

9710 BOT ping ICMPV6 K XOCTY /IOKa/IbHOM CETWM Ha KOTOPOW 51 Bedy OTpaboTKy FTP (uepe3 Thicsun
KW/TOMETPOB, MECTHOrO NpoBaigepa VIHTepHeT, poyTep-Lu/o3 BbiXo4a W3 SIOKaslbHOW ceTu B VIHTepHeT —
3TO K BOMPOCY rpsayLuei «npo3paqHocTus IPv6):

$ ping -c3 21d:8a7c:aafa:f346:8115:14aa:9cad:cd7f

PING 21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f(21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f) 56 data bytes
64 bytes from 21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f: icmp_seq=1 tt1=64 time=426 ms

64 bytes from 21d:8a7c:aafa:f346:8115:14aa:9cad:cd7f: icmp_seq=2 ttl=64 time=118 ms

64 bytes from 21d:8a7c:aafa:f346:8115:14aa:9ca4d:cd7f: icmp_seq=3 ttl=64 time=118 ms

--- 21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 117.950/220.699/426.072/145.220 ms

A BOT k/meHTtckasa ceccusa FTP B IPv6 13 aToro ygasiéHHOro xocra K TO/IbKO YTO CO34aHHOMY cepBsepy
FTP c cokeTHOI1 akTuBaLVeil:

$ ftp 21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f

Connected to 21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f.
220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 1 of 50 allowed.

220-Local time is now 18:30. Server port: 21.

220 You will be disconnected after 15 minutes of inactivity.
Name (21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f:olej): olej

331 User olej OK. Password required

Password:

230 OK. Current directory is /home/olej

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> exit

221-Goodbye. You uploaded © and downloaded O kbytes.

221 Logout.

Mpokcu-cepsepa

[lOCNOBHO TEPMUH ProXy — A0BEpPEeHHOEe NNLO. TMPUHLMN COCTOUT B TOM, UYTO K/IMEHT OCYLLECTBNAET
3anpocbl K LEfeBoMy Pecypcy He HENocpPefCcTBEHHO, A KaK KOCBEHHbIe 3amnpochl 4Yepes HEeKOoTOopblii
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I'IpOMe)KyTOl—IHbIVI NpPoOKCcu-cepeep. ,Cl,enaeTcs:l 3TO C pa3/INYHbIMK LEeNAMN:

94

KNMEeHT MOXeT (pU3NYECKM He MMETb NPAMOro A0CTyNa B VIHTEPHET, Kak 3T0 UMEEeT MecTo MaccoBo B
NOKa/IbHbIX CETSX (KOPMNOPaTUBHbIX, BEAOMCTBEHHbIX), KOMMbIOTEPbI KOTOPbIX UMEKT YacTHble IPv4
afipeca, He MapLIpyTU3MpyeMble B CETU. B Takoil apxuTeKType 3anpocbl Hanpae/soTcA uyepes
NPOKCU-CepPBEP, ABNAILLMIACA ANA KIMEHTOB LW/030M B VIHTEpPHET.

MpoKcUpoBaHMe BO BHELLUHE CETU MOXET MCMOMb30BaTbCS A/1S NPEOAOSIEHUS] TePPUTOPUATIbHBIX
orpaHvMuyeHuii HaknagpiBaembIX OpraHu3aluoHHo. Oco6eHHO BO3pacTaeT Takoe WCMofib3oBaHue B
nocfiefiHee Bpemsi C paspyLleHUEeM Le/bHOCTW VIHTEpPHET B pe3y/bTaTe BOEHHbIX AeWCTBWiA, Korga
OAHW CTpaHbl OrpaHMuMBalOT TpaduK B WM U3 APYTMX CTpaH. B Takux cnydasix npoKcu-cepeep,
pacnofioXeHHbI B HEMTPa/IbHOI 30HE NO3BOMSIET BOCCTAHOBUTL LIE/IBHOCTb.

Mpokcu-cepBep NO3BOSAET 3aLUMLLATL KOMMLIOTEP K/IMEHTA OT HEKOTOPbIX CETEBbLIX aTak CHapyXu.

MpoKcu-cepBep B HEKOTOPOIA (MUHUMASILHOI) CTENEHN NOMOraeT COXPaHsATb AaHOHUMHOCTb K/IMEHTA.

OueHb 4acTo MPOKCU-CEPBEP MCMNOSb3YHT Pa3HO06pPasHble MOLLEHHVKM U Hefobpoxenarenn ans
cKpbiTUst cBoero |IP  agpeca (M, Kak cfeAcTBue, CpeAcTBaMW  Te0flIoKauun  BbISICHEHUS
MecTonosioxeHust). MoaToMy oGHapyXeHUsi hakTa NPOKCUPOBaHWUS, UCMO/Tb3YEMOTO K/IMEHTOM, YXe
[I0/TXHO BblI3bIBaTb MOBLILLEHHY HACTOPOXEHHOCTb.

MpokcupoBaHve (Nepegada NosIHOMOUMI) MOXET NPOU3BOANTCS Ha pas3HbIX YPOBHAX npoTtokona TCP/IP,
B CBA3M C 3TUM U pa3nuyaloT rpynnbl LUIMPOKO NCNOMNb3YEeMbIX MPOKCU-CEPBEPOB:

MpokcupoBaHWe Ha ypOBHE MPOTOKO/IOB MPUKIAAHBIX YPOBHENR. 34ecCb MaccoBO MCMOJb3yeMbIMM
asnsaTcsd HTTP/HTTPS npokcu-cepeepa (HTTPS TpebyeT ayTeHTUdMKaUmo KaMeHTa B oT/iMumne ot
HTTP) — 3T0 camas u3BecTHas U camas ApeBHsist KaTeropusi. NMOHATHO, YTO C TakMMKU NPOKCU-
cepBepamMn MOXEeT paboTaTb TOMbKO OrpaHuWyeHHas rpynna KaveHTbl, padoTalolwmx B NPOTOKOoax
HTTP/HTTPS, HO 370 1 camas MaccoBas rpynna: 6paysepbl, nepefadya ainnos, yTunntel wget,
curl, HekoTopble hopmbl DNS nNpoToKonoB... Camblli M3BECTHbIM NPOEKT 3Tol rpynnbl squid, n3
MasiblX peanm3aumnii — Hanpumep, polipo, pekoMeHAyeMblid K ucnonb3oBaHuio B npoekte TOR, HO
nocnegHue penusbl polipo oTHocATes k 2014 rogy.

lMpokcnpoBaHue Ha ypoBHE NMPOTOKOSI0B TPAHCNOPTHbIX (L3) npoTokonos TCP u, nHorga UDP. 3aeck
camas nssectHas kareropus — 310 SOCKS4 1 SOCKS5 npokcu-cepsepa (passimuve Mexay HUMn B
ToMm, YuTo SOCKS5 gonyckaet HacTpolikamy BO3MOXHOCTb ayTeHTudmkaummn n nogaepxmnsaer UDP
npoToKOoA). M3 uncna cambiX U3BECTHBLIX MPOEKTOB MOXHO Ha3BaTb Dante n 3proxy.

CepBep 3proxy yMeeT, B 3aBMCMMOCTU OT KOH(Urypauuu, OCYLLECTBNATb MPOKCUPOBAHME Kak
SOCKS, tak u HTTP/HTTPS.

Mo cywectsy, noBcemMecTHO ucnonb3lyemas B LAN [IPv4 TpaHcnauma agpecos  NAT,



ocyulectBnisieman Ha ceteBoM (L2) ypoBHe npotokona IP mexaHusmom sagpa netfilter (0 HEM
rOBOpPUAN paHbLue), 4To paboTaeT Ha wo3ax LAN B VIHTEPHET NO YMO/THaHUI0 — Takxke SB/ISeTCA
MPOKCK (MCNoNb3oBaHWe nocpeaHnka). Ho ero B aToM KayecTse NPOKCU He Ha3blBaloT.

Cos3gaHne cob6CTBEHHOrO npokcu-cepeepa (SOCKSS5), ckaxem Ha Hebosblom apeHgyemom VDS
(BMpTyasibHOM cepBepe npoBaigepa), NOCMOTPUM Ha npumepe Dante:

$ aptitude search Dante
p dante-client - SOCKS wrapper for users behind a firewall
p dante-server - SOCKS (v4 and v5) proxy daemon (danted)

B aToii nape dante-client 3ToO cpeAcTBO «Hay4nTb» /l060E NpuioXKeHne paboTtarb yepe3 SOCKS5 (13
yucna Tex KTO He YMewT 3TO fenatb), U elé Kak HeKoTopoe CpefcTBO B OrpaHWYeHHbIX (YHKUUAX
thaitepBona. Mbl K HEMY eLLé BEpHEMCS B Napy C/10B NO3Xe...

A ceifuac Hac UHTepecyeT MMEeHHO CepBep:

$ sudo apt install dante-server

YTeHne CMWCKOB MaKeToOB.. TOTOBO

fMocTpoeHne pgepesa 3aBUCKMMOCTEN

YTeHne uHbopmMauum O COCTOSIHUW.. TOTOBO

Cnegywuwme HOBLIE nakeTbl 6yayT YCTaHOB/EHbI:
dante-server

06HOB/MIEHO O MakeToB, YCTAHOB/EHO 1 HOBbIX MaKeTOB, ANS yAaneHWss OoTMeYeHO O NakeToB, W 6 MNakeToB He
06HOB/IEHO .

Heobxogumo ckavaTb 375 kB apxuBoB.

fMocne paHHO onepauum 06bLEM 3aHATOrO0 AMCKOBOrO MpoCTpaHcTBa BO3pacTET Ha 1.013 kB.

Mon:1 http://mirror.timeweb.ru/debian buster/main amd64 dante-server amd64 1.4.2+dfsg-6 [375 kB]
MonyyeHo 375 kB 3a 1c (519 kB/s)

Bbibop paHee He Bbl6paHHOro naketa dante-server.

(YTeHne 6a3bl faHHbIX .. HA [AaHHbIA MOMEHT yCTaHOBAeHO 47759 ¢dainoB nm KaTanoros.)

MoaroTtoBka K pacnakoBke ../dante-server_1.4.2+dfsg-6_amd64.deb ..

PacnakoBbiBaeTca dante-server (1.4.2+dfsg-6) ..

HacTpauBaeTca nakeT dante-server (1.4.2+dfsg-6) ..

Created symlink /etc/systemd/system/multi-user.target.wants/danted.service -
/1lib/systemd/system/danted.service.

O6pabaTbiBawTCsA Tpurrepsl gns man-db (2.8.5-2) ..

Mar 19 20:00:01 R420 kernel: [38065.020377] EXT4-fs (sdcl): mounted filesystem with ordered data
mode. Opts: (null)

. Quota mode: none.

O6bpabaTbiBaloTcs Tpurrepsl ans systemd (241-7~deb16u8) ..
$ sudo danted -v
Dante v1.4.2. Copyright (c) 1997 - 2014 Inferno Nettverk A/S, Norway

Mocne yctaHoBkn danted nonbiTaeTcs cpeacTBamu systemd cTapToBaTtb, HO 3TO €My He yAacTbCs U
3aBepLUMTCA OWMOKON, MOCKOMbKY €ro HyXXHO KOHQIUrypvpoBaTb A7 HOpMasibHOli pa6oTbl. Ero
KOHpMrypaumnoHHbIi doaiin:

$ 1s -1 /etc/danted.conf
-rw-r--r-- 1 root root 8134 auB 5 2019 /etc/danted.conf

B nepsom HpM6ﬂMm8HMM, 6e3 aBTopusaunn, 310 MOXET BbIMNAAETb Tak Ubaﬁn KOanﬂypauMM
TwarensHewmnm 06pa3oM NPOKOMMEHTUPOBAH):
$ grep -v '"$\|"#' danted.conf
logoutput: stderr
internal: eth® port = 1080
external: eth@
socksmethod: none
user.privileged: proxy
user.unprivileged: nobody
user.libwrap: nobody
client pass {
from: 0/0 to: 0/0
log: connect disconnect error ioop
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socks pass {
from: 0/0 to: 0/0
log: connect disconnect error ioop

}
30ecb (M3 caMoro BaxHOro):

- internal n external — 3TO BXOAAWMIA M UCXOOAWMIA MHTepdheicbl, MOTyT ObiTb 3afaHbl Kak
nMeHamu, Tam 1 ykasaHuem ux IP agpecos;

- port — 370 npocaywmBaemMblii (Mpokcupyemblin) nopt SOCKS4/5;
- socksmethod — cobcTBEHHO, U ONpeaensieT cnocob asTopu3almmn, none — 6e3 aBTopu3aLmm;

Tenepb Mbl MOXEM NPOM3BOAMTL 3amycK, B 06LEM OOblYHbIM /11 CEPBEPOB NYTEM, HO Mbl AO/MKHbI
[06UTbCS 6e30WMBOYHBIN CTapT (6onee-MeHee NpPaBuUsbHbBIA halin KoHUrypaumm):

# systemctl start danted
# systemctl status --no-pager --full danted
e danted.service - SOCKS (v4 and v5) proxy daemon (danted)
Loaded: loaded (/lib/systemd/system/danted.service; enabled; vendor preset: enabled)
Active: active (running) since Sun 2023-03-19 22:11:32 MSK; 3s ago
Docs: man:danted(8)
man:danted.conf(5)

Process: 9542 ExecStartPre=/bin/sh -c uid="sed -n -e "s/[[:space:]]//g" -e "s/#.*//" -e
"/Auser\.privileged/{s/[~:]1*://p;q;}" /etc/danted.conf™; if [ -n "$uid" ]; then
touch /var/run/danted.pid; chown $uid /var/run/danted.pid; fi

(code=exited, status=0/SUCCESS)
Main PID: 9546 (danted)

Tasks: 20 (limit: 1149)

Memory: 20.4M

CGroup: /system.slice/danted.service
|-9546 /usr/sbin/danted
9547 danted: monitor
|-9548 danted: negotia
-9549 danted: request
-9550 danted: request
-9551 danted: request
9552 danted: request
-9553 danted: request
[-9554 danted: request
[-9555 danted: request
[-9556 danted: request
[-9557 danted: request
|-9558 danted: request
9559 danted: request
|-9560 danted: request
-9561 danted: request
-9562 danted: request
-9563 danted: request
9564 danted: request
L9565 danted: io-chil

Map 19 22:11:32 277938.local systemd[1]: Starting SOCKS (v4 and v5) proxy daemon (danted)...
mMap 19 22:11:32 277938.1local systemd[1]: Started SOCKS (v4 and v5) proxy daemon (danted).

Map 19 22:11:33 277938.1local danted[9546]: Mar 19 22:11:33 (1679253093.602826) danted[9546]: info:
Dante/server[1/1] v1.4.2 running

Ho gnsa toro, utobbl y6eauTbcsl B paboTOCNOCOBHOCT cepBepa, Mbl AO/MKHbI MPEeXae paspewnTb Ha
thaitiepBosne (ecnv OH paboTaeT Ha 3TOM XOCTe) pa3pelunTb 3aKasaHHbI BXOAHOW NOPT, WU NPUOCTaHOBUTb
(BpemeHHO) paboTy haliepBona:

# ufw allow 1080
Rule added

N Tenepb C XxocCTa, BO3MOXHO BecCbMa YAa/lEHHOTO, BO3MOXHO B JjiOKasibHOW cetn ¢ NAT u
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OrpaHNYEeHHbIM YMC/IOM pa3peLLEHHObIX NMOPTOB BHAPYXy, MOXeM MpoBepuUTb paboTocnocobHocTb SOCKS
NPOKCU:

$ curl -x socks5://90.156.230.27:1080 ifconfig.co
90.156.230.27

34ecb, Kak OO/MKHO ObITb MOHATHO, 90.156.230.27 — 310 M ecTb IP ypanéHHoro cepsepa € «6esbiM»
afipecoM, A58 KOTOPOro A W NpoAenbiBatd HacTPOliKy. M1 KOHTPO/bHbIA 3anpoc € TOro e mecTa, HO 6e3
3a/eiicTBOBaHMSA NPOKCU:

$ curl ifconfig.co
193.28.177.124

34ecb B kayecTBe OTBeTa s Mmosiyyar coBcem gpyroi IP 193.28.177.124 — 370 AvHaMUYECKuiA agpec,
KOTOpbIA 3a CYET AuMHamuyeckoii TpaHcnsaumm NAT Mo npoBaiigep VIHTEpPHET NpucBavBaeT BCEM
KOMMbOTEPAM B MOEN JTOKaSIbHOW CETH.

CepBep paborocnocobeH ... Ho octaBuTb €ro B TakOi KOHdurypaumm Henb3s. OnbIT NPOBOLSUMbIX
0TNagoYHbIX paboT nokasan (thaiisibl CUCTEMHBIX XXYPHAsI0B), UTO TOMIbKO 3a Mapy 4acoB OTNadku cepsepa
Ha ero ucnofb3oBaHWe Habexann [0 COTHU He3BaHbIX Mep3aBLEB, HENpPepbiBHO Gappaxupytowmx B
VIHTEpHET M CKaHWMpYOLWMX He 3akpbiTble NOPTbl U MPOKCU-cepBepa. M ecnu 3aBTpa Yepes Ball NPOKCU-
cepBep B3/IOMaKT U pasfeHyT Ha MuUIAnoH pdonnapos Bank of America, To 3acBeueH 6yaet IP Bawero
MpoKCK-cepBepa W MpeTeH3un OyayT NpeabsBnAaTbCA Bam. [103TOMY HyXHO cpasy KOHGUrypuposaTb
ayTeHTMMKaLumMIo Mnosib3oBaTenieli Ha NpPoKCU-CcepBepe ... U, BO3MOXHO, CMEHUTb Tunosol nopT 1080 Ha
Apyron (Ha npakTuke npuxogutcs Buaetb 5555, 1085 ...). Kpome TOro, xoTenocb 6bl g06aBUTL WU
o6cnyxnBaHne agpecos IPv6. B koHeuHOM utore (Mocsie Lenoro psga n3MeHeHuin 1 nepesanycka danted)
haiin KoHUrypaumm MOXET NPUHATb BUL, NOAOOHLIN criegyowemy:

$ grep -v "A$\ | #" /etc/danted.conf
logoutput: stderr
internal: 90.156.230.27 port = 1085
internal: 221:58c9:9a6:99be:f3d:clac:2b5b:9771 port = 1085
external: 90.156.230.27
external: 221:58c9:9a6:99be:f3d:clac:2b5b:9771
socksmethod: username
user.privileged: root
user.unprivileged: nobody
user. libwrap: nobody
client pass {
from: 0/0 to: 0/0
log: error ioop
}
socks pass {
from: 0/0 to: 0/0
log: error ioop
group: proxy
}
[ns ceTeBbIx MHTEpECOB cepBepa:

$ipa s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever

2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP group default glen
1000

link/ether 2e:49:10:b4:b2:02 brd ff:ff:ff:ff:ff:ff

inet 90.156.230.27/24 brd 90.156.230.255 scope global dynamic eth@
valid_1ft 63386sec preferred_1ft 63386sec

inet6 fe80::2c49:10ff:feb4:b202/64 scope link
valid_1ft forever preferred_1ft forever

3: tun@: <POINTOPOINT,MULTICAST, NOARP,UP,LOWER_UP> mtu 53049 gdisc pfifo_fast state UNKNOWN group
default glen 500

link/none
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inet6 221:58c9:9a6:99be:f3d:clac:2b5b:9771/7 scope global
valid_1ft forever preferred_1ft forever

inet6 fe80::d86f:9577:d828:ch4d/64 scope link stable-privacy
valid_1ft forever preferred_lft forever

B cpaiine koHdwrypauuyu Mbl Tenepb MOMEHSIM TN ayTeHTUUKALMM Ha username, a CeTeBble

NHTEpdoencbl (M BXOAHblE N BbIXOAHbIE) OMNpeaensieM He mMeHamu, a ux agpecamu (1 IPv4 un IPv6). Ho
Tenepb HaM HYXHO:

*  co3gaTb (ec/M OHa He co3ganachb NPU MHCTaNIAUUK NakeTa) rpynny nosb3oBaTesnei proxy :

* cosaarb (OAHOFO nnn HeCKOﬂbKMX) UMEH nonb3oBartenei ana nonb3oBaHNA MNPOKCH, 6e3
BO3MOXXHOCTW J/IOTMpOBaHuA B TepMI/IHaJ'IbHOVI ceccuun:

# useradd --shell /usr/sbin/nologin proxy_user_02
. ,EI,O66.BVITb nonb3oBarenaM naposin NCNoJsib3oBaHUA NMPOKCNPOBaHUA:

# passwd proxy_user_02

HoBLIi nNaponb

NoBTOpuTE BBOA HOBOrO napons
passwd: naponb ycnewHo O6HOB/EH

*  [06aBUTb TakMxX NOMb30BaTesNeN B rpynny proxy:
# sudo usermod -a -G proxy proxy_user_02
B nTore, ToJ/1IbKO MNnoJsib3oBaresim C 3TUMA NMeHaMi MOTYT aBTOPMU30BaTbCA Ha MPOKCU-CepBepe:

$ cat /etc/group | grep proxy

proxy:x:13:proxy_user_01, proxy_user_02

$ cat /etc/passwd | grep proxy
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
proxy_user_01:x:1003:1003::/home/proxy_user_01:/usr/sbin/nologin
proxy_user_02:x:1004:1004: :/home/proxy_user_02:/usr/sbin/nologin

BoT Tenepb MOXHO MCMbITbIBaTL U fasiee ucnosb3oBarte SOCKSS5 npokcu ... 1 yBUAETb 3anasfbiBaHve
KOTOpPOE BHOCUTb MPOKCUPOBaHUE:

$ time curl -x socks5://proxy_user_02:xxxxxx@90.156.230.27:1085 check-host.net/ip
90.156.230.27

real omo, 940s

user Omo, 008s

sys ome, 009s

$ time curl --noproxy '*' check-host.net/ip
193.28.177.119

real omoe, 125s

user Omo, 004s

sys ome, 010s

A BOT TaK BbIrnaguT obpateHne Kk HTTP cepsepy no ero IPv6 agpecy:

$ curl -x socks5://proxy_user_02:xxxxxx@90.156.230.27:1085 \
[221:58c9:9a6:99be: f3d:clac:2b5b:9771] > /dev/null

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 52727 0 52727 0 0 42897 O --:--:1-- 0:00:01 --:--:-- 42902
I'Iocne,que ,quICTBMe, nosiesHoe B WCNOJ/Ib30BaHMN MNPOKCU — 3TO oOnpeaesinTb Ha KANEHTCKUX

KOMMNbOTEPaxX CUCTEMHbIMMU NepeMeHHbIMU MapaMeTpPbl UCNO/Ib3YEMbIX MPOKCKU MO yMO4aHUIo, 4yTO6bI B
KaXX4oi KomMaHAe He HabupaTb 3TW HenpocTble napameTpbl. [ TOro 4tobbl 3TW  3Ha4YeHus
BOCCTaHaB/MBa/IMCb NOC/E Nepesarpy3kn cuctTemsl (KIMeHTa) nponvwem nx B dpann /etc/environment:

$ cat /etc/environment

PATH="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

export all_proxy=socks5://proxy_user_02:xxxxxx@90.156.230.27:1085/

export ALL_PROXY=socks5://proxy_user_02:XXXXxx@90.156.230.27:1085/

export no_proxy="localhost,127.0.0.0/8,192.168.1.0/24,::1"
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Torga nporpamMmbl, KOTOpblE YMEIOT MCMOMb30BaTh NPOKCK (2 Jasieko He Bce yMEIT) 6yayT WUCMo/b30BaThb
onpeaeneHunst B nepemMeHHbIX OKPYXeHWS:

$ env | grep proxy
no_proxy=localhost,127.0.0.0/8,192.168.1.0/24,::1
ALL_PROXY=socks5://proxy_user_02:xxxxxx@90.156.230.27:1085/
all_proxy=socks5://proxy_user_02:xxXXXxx@90.156.230.27:1085/

B TOM 4UTO NpoKcu noaxsatbiBAETCA MO YMONYAHUIO MOXHO y6e,£l|I/ITbCFI Nno BPEMEHN OTK/IMKa KomMaHAbl curl
6e3 ABHOro YKasaHuna emMy nCnosib3oBarb MPOKCU:

$ time curl check-host.net/ip
90.156.230.27

real Omo, 940s

user Omo, 008s

sys ome, 009s

NMpokcu cKBO3b SSH

Kak yxe ynoMumHanocb, NPoTokoN SSH MOXeT TYHHeNnMpoBaTb MHOXECTBO APYTNX CETEBLIX NMPOTOKOOB.
Takum cnocobom cpeay MHOXeCTBa ApPYrMxX BO3MOXHOCTEW NpeacTaBnseTcs BO3MOXHOCTb OpraHn3oBaTb
SOCKS-npokcupoBaHue CkBO3b TakoW TyHHenNb. OpraHn3yem ero BoT TakuM SSH nogkiodeHnem K iiob6omy
cepsepy B VIHTEPHET, K KOTOPOMY Yy Bac eCTb [OCTYM:

$ ssh -N -D 5555 90.156.230.27
0lej@90.156.230.27's password:

O6paruTe BHUMaHue! Mbl XOTUM €cOo34aTb NPOKCU Yepes yaasiEHHbIl cepBep Yepes Npon3BOSbHbIA NOPT
5555, KOTOpbIi, ECTECTBEHHO, HE OTKPbIT Kak BXOAHOW Ha thaiiepBone ufw cepsepa. B aTom cnyvae Tpadmk
NpoKcy ByaeT TYHHeNMpoBaTbCsa Yepes nopT 22 npoTokona SSH.

Ecnu Bbl Ha 3Ty KOMaHy Ssh co3gaHusi Npokcu nosyumte B oTBET: Permission denied, please try again.
— TO C ApYroro TepM1Hasia 3Toro Xe X0cTa OT MMEHW 3TOr0 No/b30BaTe/isl Bbl MOXETE BbINOMHATD!

$ curl -s -x socks4://127.0.0.1:5555 ifconfig.co
90.156.230.27
$ curl -s -x socks5://127.0.0.1:5555 ifconfig.co
90.156.230.27

P.S. OroBopka 06 owunbkax KOMaHabl yCTaHOB/IEHUS TYHHENSA 34eCb He C/ydaiiHas u He NUWHAA! B Heli nms
nosb3oBarens ABHO Hesb35 yKasblBaTb, HEABHO MpeanonaraeTcs Tekylee MMs fIorMHa Ha 3anpallimBaemMom
KAneHTe. A naposnb, 3aTeM, 3anpalinBaeTcsa Ha cepBepe SSH ana atoro ke umeHw. OnsA noarsepxaeHus
TOrO Kak 3TO NPOUCXOAMT MOXETE BbINONHUTL KOMaHy B TepMUHasie oT root:

$ sudo ssh -N -D 5555 90.156.230.27

[sudo] naponb pgna olej:

root@90.156.230.27's password:
3pech 3anpawmBaeTcs 2 pasHbix napons: 1-i gns sudo Ha NOKa/IbHOM K/IMEHTE, BTOPO — Ha yAasiEHHOM
cepBepe. Ecnu Bbl Gygete ynopcTBoBaTb B BBOAE «HE TOrO» Maposisi, TO MOC/E HECKOSIbKMX MOMbITOK
(06bblvHO 2) cepBep 06OPBET BCe Tekylwwme M HOBble SSH nNoAkNYeHuMs 4TOGbl BOCNPENATCTBOBATb
La/IbHEWM  NonbiTkam.  3TOT  «MONYaHWe» OyfeT NpPOoAo/MKaTbCA  HECKOIbKO  MUHYT, 3HayeHue
onpefensercs HacTpoiikamy napaMmeTpoB NIOTMPOBaHNS Ha CepBepe.

KnneHTh npokKcwu

MHorne ceTeBble KIMEHTbI camy yMelT paboTaTb C MPOKCMpoBaHWeM. HekoTopbiM nporpamMmam
1CNONb30BaHNE NPOKCU HYXXHO yKa3aTb IBHO: ONUMSMMN KOMaHAHON CTPOKW, Kak, Hanpumep, cur 1, agpyrum —
B HaCTpOeYHbIX napameTpax, kak 6paysep FireFox. [pyrne nporpammbl BOOOLLE HE UMEKT BO3MOXHOCTEN
WNHAVBUAYANbHON HacTpoliku (HanpuMep Bce 6paysepbl npousBogHble oT Chromium), a ucnonb3yoT
NMepeMeHHble OKpPYXeHMs M3 uncna Tex 4To 6biav nokasaHbl Bbiwe: all_proxy, http_proxy,
socks_proxy.

Ho BcTpeuatoTcsi NporpamMmbl, KOTOpble MPUHLUMNKASIBHO HEe YMEelT MCMob30BaTb Npokcy (kak npumMep
nprpamma ynpasneHus BepcusiMn cvs). A MHOrAa U 4151 NporpamMmM Ha3BaHHbIX a63alem Boille (TO ecTb Tak
WU MHaYe YMEKT MCMO/b30BaTh MPOKCU) M3-3a KOHKPETVKM 3aJaun HeyA06HO UCMOMb30BaTh HACTPOEUHbIE
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napameTpbl. [Ona Takux crydyaeB npedycMOTpeHbl nakeT (npoekT) dante-client u ero nporpamma
(komaHga) :
# aptitude install dante-client
Cnepywuwme HOBLIE nakeTbl 6yayT YCTaHOB/EHbI:
dante-client libdsocksd@{a} libfile-which-perl{a}

O nakeToB OGHOBMEHO, 3 YCTaHOB/IEHO HOBbIX, O MakKeTOB OTMEYEHO A/18 YyAas/leHUsi, W 2 MakKeToB He
06GHOB/IEHO.

Heob6xogumo nonyuntb 207 kb apxuBoB. locne pacnakoBku 578 kb 6ygeT 3aHATO.
XoTute npogonxutb? [Y/n/?] y

Monyuntb: 1 http://mirror.mirohost.net/ubuntu jammy/universe amd64 libdsocksd® amd64 1.4.2+dfsg-
7build4 [179 kB]

Monyuuntb: 2 http://mirror.mirohost.net/ubuntu jammy/main amdé4 1libfile-which-perl all 1.23-1 [13,8
kB]

Nonyuntb: 3 http://mirror.mirohost.net/ubuntu jammy/universe amd64 dante-client all 1.4.2+dfsg-
7build4 [14,3 kB]

NonyyeHo 207 kb B 1c (390 kb/c)

Bbibop paHee He Bbl6paHHOro naketa libdsocksdO:amd64.

(UTeHme 6a3bl faHHbIX .. HA AaHHbIi MOMEHT ycTaHoBneHo 551432 ¢alina u kaTtanora.)
MoagrotoBka K pacnakoBke ../libdsocksd0_1.4.2+dfsg-7build4_amd64.deb ..
PacnakoBbiBaeTcsa libdsocksd@:amd64 (1.4.2+dfsg-7build4) ..

Buibop paHee He BblbpaHHOro naketa libfile-which-perl.

NogroTtoBka K pacnakoske ../libfile-which-per1_1.23-1_all.deb ..
PacnakoBbiBaeTca libfile-which-perl (1.23-1) ..

Bbibop paHee He Bbl6paHHOro naketa dante-client.

MoaroTtoBka K pacnakoBke ../dante-client_1.4.2+dfsg-7build4_all.deb ..
PacnakoBbiBaeTca dante-client (1.4.2+dfsg-7build4) ..

HacTpauBaeTca nakeT libfile-which-perl (1.23-1) ..

HacTpanBaeTcsa nakeT libdsocksd@:amd64 (1.4.2+dfsg-7build4) ..
HacTpauBaeTca naket dante-client (1.4.2+dfsg-7build4) ..
O6bpabaTbiBaloTcs Tpurrepsl ans man-db (2.10.2-1) ..

ObpabaTbiBawTCsA Tpurrepol gns libc-bin (2.35-0ubuntu3.l1) ..

$ which socksify

/usr/bin/socksify

Mporpamma socksify ymeer pa6otatb ¢ npokcu kak HTTP Tak n SOCKS. Ho gna eé ycnewHoro
NCNO/Ib30BaHMs HaM NPEeACTOUT HacTpouTb KoHdurypaumio /etc/dante. conf.

[ns atoro, npexae, co3gaanMm BpeMeHHbIn TyHHenb SOCKS cpeactBamu SSH 6e3 aBTopusaumm, Kak
6bI/10 MOKa3aHo paHee, KOTOPbIN MHorAa HasbiBaloT Kak «VPN an1a 6efHbIX»:

$ ssh -N -D 5555 90.156.230.27
01ej@90.156.230.27's password:

Moyemy «BbICKOUM/IO» TAKOE MMS MOMb30BaTENSA Mbl Y)XXE BbISICHAMN, HO elé nogpobHO BEpHEMCS K
3TOMY BOnpocy. A 751 UCMNOMb30BaHUSA TaKoro NPOKCU-TYHHENsS nponuwiem B KoHdurypaumio dante (Bcé
OCTaJ/IbHOE B 3TOM A0CTATO4HO 60/1bLLIOM (haiiie — 3TO KOMMEHTUPOBaHHbIE CTPOKM NPUMEPOB NPUMEHEHNSA
ONA pas3/INyHbIX cnyqaeB):

$ grep -v "#\|"$" /etc/dante.conf
route {
from: 0.0.0.0/0 to: 0.0.0.0/0 via: 127.0.0.1 port = 5555
protocol: tcp udp
proxyprotocol: socks_v5
method: none

W ncnbitTbiBaem nony4veHHbliit SOCKS-npokcu Ha paboTocnocoBHOCTL:
$ curl -s -x socks4://127.0.0.1:5555 ifconfig.co
90.156.230.27
$ curl --noproxy '*' ifconfig.co
193.28.177.119
$ socksify curl --noproxy '*' ifconfig.co
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90.156.230.27

Janblie nepeigém K MCNOAb30BaHWIO CTauuoHapHoro cepeepa danted, KOTOpbIA Mbl OCTaBWAN
paboTalwum NOCTOAHHO Ha yganéHHoM cepBepe 90.156.230.27 2-ma rnaBamu paHee... OH Tpebyer,
HalMMK cTapaHusamKn, asTopuM3auMuM nonb3oBarens wumeHem W naposnem. [lna 3toro nepenuviiem
KOHOMIypaLMOHHbIV dhain KMeHTa Tak:

$ grep -v "#\|"A$" /etc/dante.conf
route {
from: 0.0.0.0/0 to: 0.0.0.0/0 via: 90.156.230.27 port = 1085
protocol: tcp udp
proxyprotocol: socks_v4 socks_v5
method: username

}
3p4ecb, NONyTHO, 3aMETUM, 4TO nporpammMa dante 3To He cepsep, U He NOTPebyeT pectapTa UM NOCLIIKKU
curHana (kill ...) nepeuteHus KoHMrypaumm — OH MepeumTaeT KOoHJUrypauui cpasy xe npu

BbINO/THEHUN KNTMEHTCKOrO 3anpoca

MepBas NonbITKa Tak UCMO/b30BaTb NPOKCU-CEPBEP «C HAETa» 3aBepLUUTCS Heyaaueli:

$ socksify curl --noproxy '*' check-host.net/ip

01ej@90.156.230.27.1080 socks password:

01lej@90.156.230.27.1080 socks password:

curl: (7) Failed to connect to check-host.net port 80 after 33901 ms: B coeguMHeHWU OTKa3aHo
OTO CBA3aHO C TeM, YTO B KayecTBe MMeHn asTopu3aumm Ha SOCKS-Npokcu oTnpasBnseTcsa Tekyllee nms
nonb3oBaTensl, B Yb€EM ceaHce oTnpaBndaeTca 3anpoc. A Ha MPOKCK-cepeepe cepeepa Mbl cneunasibHO
co3gauin MmeHa HOBbIX HOﬂb3OBaTeﬂeﬁ,KOT0prw paspelieHo aBTopmn3oBaTbCA A9 UCNO/Ib30BaHUA MPOKCK,
M NOMECTUIN UX Tam B Tpynny nosib3oBartenieii proxy (CM. 2-Ms r1aBamMu Bbilwe). HO Ha K/IMEHTCKOM
KOMMbIOTEPE Y MEHSA (U Ha MHOMMX APYrux KOMMbloTepax) HeT TaKuxX nosib3oBaTenieil, gaxe ecnn s
nonbIiTaroCb Npoaesniate KOMaHAy OT TakKoro UMeHu, 4YTo-To Tuna

$ su proxy_user_02 -c "socksify curl --noproxy '*' check-host.net/ip"

su: user proxy_user_02 does not exist or the user entry does not contain all the required fields

CMHTaKCMHECMABepHO,HOC1DHKM3peHMﬂOﬂepauMOHHOﬁCMCTeMbI6eCCMbwﬂ6HHO

Pa3Hoo6pa3Hble nepenpoboBaHHble BapuaHTbl 3acTaBuUTb SOCksify BbLINONHATLCA OT  UMEHM
MPOM3BOSIbHOTO NO/b30BATENA, KaK U MOUCK NO VIHTepHeT Takoli BO3MOXHOCTU, HE YBEHYa/IUCb YCMEeXoM.
KomaHga socksify He ponyckaeT onuwii nogckaskm (--help wam -h), HO nomowb Npuwna M3 man
CTpaHuLbl B BUAE CrncKa npefonpeferéHHbIX nepeMeHHbIX (3TO 1 MHOTUX APYT1X) OKPYXEHWUS Nporpammbi:

$ man socksify

SOCKS_USERNAME
Use the value of SOCKS_USERNAME as the username when doing username authentication.

Tenepb (M ycnewwHo!) KomaHay MCMoNb30BaHUA NPokcK Yepe3 socksify BbinonHaem Tak (2-9 cdopma
nokasaHa A1 CpaBHeHus):

$ export SOCKS_USERNAME=proxy_user_02; socksify curl --noproxy '*' ifconfig.co
proxy_user_02@90.156.230.27.1080 socks password:

90.156.230.27

$ curl -x socks5://proxy_user_02:xxxxxx@90.156.230.27 ifconfig.co
90.156.230.27

KToO U KaK ucnosib3yeTt MNpPOKcUu?

C poCTOM BO3MOXHOCTEW MCMNO/Mb30BaHKs pasHO06pasHbIX MPOKCKU (M OKOMbHbLIX MyTel 3anpocoB) MOXHO
NErKo 3anyTaTbCsl KTO M3 NporpaMm YMeeT UCMO/b30BaTb M KTO UCMOSIb3YeT MPOKCMPOBAHUE, ... B KakOM
Hanpas/feHuy 1 NpoTokosne? [Ins 3Toro yCTaHOBUTE TaKyH NPOCTY YTUIUTY:

$ sudo apt install sockstat

YTeHne CnNMCKOB nakeToB.. [OTOBO

NocTpoeHne gepesa 3aBucumocTeli.. FOTOBO

UTeHne nHPopmaLumm O COCTOSHWMW.. OTOBO

Cnepytwowme HOBHIE nakeTbl 6yAyT YCTaHOBMEHbI:
sockstat
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06HOB/MIEHO O MakeToB, YCTAHOB/EHO 1 HOBbLIX MaKeTOB, AN yAaneHus oTMevyeHO O nakeToB, W O MNakeToB He
06HOB/IEHO .

Heobxogmmo ckayaTb 12,5 kB apxuBoB.

Nocne paHHOW onepaumn 06bEM 3aHATOrO AWCKOBOrO NpocTpaHCTBa BO3pacTéT Ha 37,9 kB.
Mon:1 http://ftp.bme.hu/debian bullseye/main amd64 sockstat amd64 0.4.1-1 [12,5 kB]
MonyyeHo 12,5 kB 3a Oc (45,5 kB/s)

BbibOp paHee He Bbl6paHHOro naketa sockstat.

(YTeHne 6as3bl AaHHbIX .. HA AaHHbIA MOMEHT ycTaHoBfeH 367121 daiin u kKaTanor.)
MoaroTtoBka K pacnakoBke ../sockstat_0.4.1-1_amd64.deb ..

PacnakoBbiBaeTca sockstat (0.4.1-1) ..

HacTpanBaeTca nakeT sockstat (0.4.1-1) ..

O6pabaTbiBaloTCsa Tpurrepol Ans man-db (2.9.4-2) ..

$ sockstat -h
usage: sockstat [-46clhu] [-p ports] [-U uid|user] [-G gid|group] [-P pid|process] [-R protocol]
protocol = 'tcp' or 'udp' or 'raw' or 'unix'

BOT BO3MOXHbIM BUA NCNoJS1Ib30BaHNA NPOKCU-CEPBEPOB B (Cl'leLl|I/IaJ'IbH0) BeCbMa Harpy»(eHHon cucrteme.
$ sockstat -4

USER PROCESS PID PROTO SOURCE ADDRESS FOREIGN ADDRESS STATE
olej firefox-bin 4480 tcp4  192.168.1.14:60232 198.16.66.101:436 ESTABLISHED
olej firefox-bin 4480 tcp4 192.168.1.14:44514 198.16.66.101:436 ESTABLISHED
olej firefox-bin 4480 tcp4 192.168.1.14:37994 198.16.66.101:436 ESTABLISHED
olej firefox-bin 4480 tcp4d 192.168.1.14:54268 198.16.66.101:436 ESTABLISHED
olej Telegram 5479 tcpd  127.0.0.1:54978 127.0.0.1:9050 ESTABLISHED
olej thunderbird 6127 tcp4d 127.0.0.1:36602 127.0.0.1:9050 ESTABLISHED
olej thunderbird 6127 tcp4  127.0.0.1:44294 127.0.0.1:9050 ESTABLISHED
olej thunderbird 6127 tcp4 127.0.0.1:59310 127.0.0.1:9050 ESTABLISHED
olej thunderbird 6127 tcp4 127.0.0.1:55596 127.0.0.1:9050 ESTABLISHED
olej thunderbird 6127 tcp4 127.0.0.1:58848 127.0.0.1:9050 ESTABLISHED
olej Viber 27304 tcp4d 127.0.0.1:30666 *ax LISTEN
olej Viber 27304 tcp4  127.0.0.1:45112 o LISTEN
olej Viber 27304 tcp4 192.168.1.14:37880 44.192.201.149:4244 ESTABLISHED
olej ssh 36721 tcp4 192.168.1.14:47460 192.168.1.138:22 ESTABLISHED
olej ssh 36837 tcp4 192.168.1.14:43592 192.168.1.241:22 ESTABLISHED
olej chrome 39461 udp4 224.0.0.251:5353 *ax CLOSED
olej chrome 39461 udp4 224.0.0.251:5353 *ox CLOSED
olej chrome 39510 tcp4 127.0.0.1:55572 127.0.0.1:9050 ESTABLISHED
olej opera 40562 udp4  224.0.0.251:5353 o CLOSED
olej opera 40562 udp4 224.0.0.251:5353 ¥ CLOSED
olej opera 40598 tcp4 127.0.0.1:50608 127.0.0.1:9050 ESTABLISHED
olej opera 40598 udp4 224.0.0.251:5353 *ax CLOSED
olej opera 40598 udp4 224.0.0.251:5353 *ax CLOSED
olej opera 40598 udp4 *:40987 o CLOSED
olej chromium 42821 udp4 224.0.0.251:5353 *aix CLOSED
olej chromium 42821 udp4 224.0.0.251:5353 o CLOSED
olej chromium 42857 tcp4 127.0.0.1:54148 127.0.0.1:9050 ESTABLISHED
olej chromium 42857 tcp4d 127.0.0.1:40240 127.0.0.1:9050 ESTABLISHED
olej chromium 42857 tcpd  127.0.0.1:44706 127.0.0.1:9050 ESTABLISHED
olej chromium 42857 tcp4d 127.0.0.1:60058 127.0.0.1:9050 ESTABLISHED
olej chromium 42857 tcp4  127.0.0.1:44728 127.0.0.1:9050 ESTABLISHED
olej chromium 42857 tcp4 127.0.0.1:60138 127.0.0.1:9050 ESTABLISHED

N3yuntb, faxe Takme OO6LUMPHbIE «MNPOCTbIHW», B BbICLLIEA CTENeHW NOJSe3HO, 34eCb Mbl BCE BUAMM:
FireFox (MHOXecTBO ero Bk/1afok) paboraer 4yepes Opay3epHoe pgonosiHeHue Browsec uyepes VPN B
HupepnaHpax (198.16.66.101:436), Thunderbird, Telegram, Google Chrome, Opera u Chromium —
yepessiokanbHblii SOCKS-npoken cnuctembl TOR (0 KOTOPOW 6yfeT Aasiblue), HO 3TO HUYEeM NPUHLMNNAIbHO
He OT/InYaeT 3TOT NPOKCKU OT paccMOTpPeHHoro paHee SOCKSS.
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Cnegylowme 2 4actu SABAAIOTCA pa3Gopom TOro KakK ceTeBouW Tpacuk
o6ecneunBaeTcsi B  TEPMMHONIOIMW  MPOrpaMMHOINO0  Koga: CHavyasla B
NoNb30BaTe/IbCKUX MPUJIOKEHUA, a 3aTeM M B Koge sppa Linux. Tonbko Takum
06pasoM MOXHO C WucYepnbiBalOWENd MNOMHOTOW NpocneauTb NOJHbIA NyTb
uHchopMmauum oT TOro MOMEHTA KOrAa Bbl, HANpUMep, Ha6upaetTe TEKCTOBYHO CTPOKY
Ha TepMuHane, U A0 TOF0O MOMEHTA, Korga 3Ta CTpPoOKa nonagér Ha o6paGoTKy
nporpavme cepBepa, CTOALWEr0 3a MHOIO TbICAY KW/IOMETPOB OT Ballero
TepMuHana.

EcTecTBEHHO, UTO 3TU YacTuM npeanonaraldT HEKOTopoe, XOTA Obl Hauda/bHOe
3HAKOMCTBO C fA3blKOM NporpamMmMupoBaHusi C, Ha KOTOPOM HanucaHa OCHOBHasl
YyacTb CUCTEMHOro NporpamMMHOro o6ecneyeHUss onepauuoHHOl cuctembl Linux.
Ho ecnu Bbl He pacnosiaraete TakKMMuU 3HAHUSIMW, U NPOCTO He PACNO/IOXKEHbI
BHUKaTb B TMPOrpaMMHbIA KO — TO 3TUW 2 YacTu MOXHO COBEepLUEHHO
6e3060/1€3HEHHO AJ/151 BCEro OCTa/IbHOro U3NI0XeHUA.



3. MporpammupoBaHue ceTeBbIX NPUIOXKEHWNIA

MepBblii BONPOC, KOTOPbIA €CTECTBEHHbLIM 06pPa30M BO3HMKAET B OTHOLUEHUW MNOCNEeAylWmUX YacTei
OTHOCUTE/IbHO MPOrpamMMHbIX KOAOB: Novemy AN PacCMOTPEHUS UCMOJb30BaH A3blK HU3KOrO ypoBHA C u,
MHOrAQA, TOMbKO A1 KPaTKOCTH, ero knoH C++? OTBeT 34ech NpocT:

* Linux, kak n no6oi UNIX, HanmcaH Ha C, 3T0 6a30Bblii 13blK 3TOTO K/lacca OnepaunoHHbIX CUCTEM;

e Tonbko B TepMUHAX Takoro 6Ga30BOr0 Si3blka MOXHO LIE/IMKOM NPOC/eauTb MyTb, MO KOTOPOMY
COKETHbIE [j@HHblE MO0/IL30BATE/NLCKOrO MPOCTPAHCTBA MPEBPALLIAIOTCA B CTPYKTYPbl COKETHbIX
6ydpepoB siapa Linux, oTnpaBnsioTcs B oU3nUeckyto cpeay nepeaaqv, U Ha OTBETHOM KOHLE CHOBA,
npoxofs hopMy COKETHbIX ByhepoB fapa, Yepes JaHHble COKeTa 06pallaloTcsl B KOHEYHbIE [JaHHble
M0/b30BaTENbCKUX MPUMOXEHWIA;

*  $3blKM BbICOKOrO YPOBHS, OCOGEHHO HOBble fA3blkW, TakMe kak Python, Go, Rust, Kotlin,
NpeaocTaBNsAT s3blKOBble UHTEpAIENChbl (6MGIMOTEKM, NaKeTbl, MOAY/N, KPENTbI...), HA BbICOKOM
YPOBHE NO3BOMAOLWNE NPOAYKTUBHO pPeasiu30BbiBaTb CETEBble MexaHu3Mbl. /I 3To oTAefibHble
06LUMPHbIE TEMbI, 3aC/yXXNBatOLLME N OTAENbHbIX KHUT A5 X U3MN0XEHUS ... HO «nog KanoToM» BCex
3TUX U N0BbIX MEXAHN3MOB BbICOKOIO YPOBHS fiexar 6a3oBble POSIX mexaHu3mbl s3bika C.

+ To3Tomy peanin3oBbIBaTh CETEBbIE MPOEKTbI MOXHO, U HY)XXHO, HA MHCTPYMEHTaX BbICOKOTO YPOBHSI.
Ho N5t NOHMMaHKWA TOTO YTO NP 3TOM MPOVCXOANT HYXHO WUCMOMb30BaTh YpoBEHL POSIX HOTaLWiA.

O6wue npuHyunsbI

CeTeBble MNPOEKTbI MOrYT MMETb CaMyld pasHOO6PasHyl apxXWUTEKTYypy W WCMOMb30BaTh /06ble
MPOTOKO/bI NOMb30BATE/ILCKOTO YPOBHA. HO NpW 3TOM BCE OHW MOAUUHAIOTCA HEKOTOPOMY Habopy O6LLUMX
MPUHLMMNOB, HEU3MEHHBIX [/151 BCEX CETEBbIX MPOEKTOB.

KnneHT u cepBep

B ceteBom B3aMMOA6ﬁCTBMM Bcerga rnpucyTCcTteyrotT A€ HECUMMETPUUHDbI€ CTOPOHbDI BSB.I/IMO,EI,GVICTBI/IFIZ
K/ITMEHT N cepBep.

- CepBep HaxoguTcsl HEMPEPbLIBHO B MACCMBHOM OXWAaHUM 3anpocoB OT KNMEHTOB. MMonyunB 3anpoc,
cepBep akTMBMpPYEeTCH, OCYLLeCTBNSAET TpedyemMyto 06paboTky 3anpoca (MHoraa, 3adacTylo, ata obpaboTka
COCTOMWT B BO3BpPATE K/IMEHTY HEKOTOPOTO OTBETA, HO 3TO COBEPLUEHHO HE 06513aTeNbHO).

- KnneHT akTUBHO (N0 CBOEl MHUUMATKBE) 3anpalunBaeT 06CyXuBaHve y cepeepa.

V3-3a aTOro ceteBble NPUIOXEHUSA MPUHUMNUANIBHO HECUMMETPUYHBIE, TO U UCMNONL3YIOT pasHble API
AN KNIMEHTCKOM 1 cepBePHON CTOPOHbI. [T03TOMY CeTeBble NMPOEKTbl UMEHYIOT KNIMEHT-CepBEPHbIMU. [axe B
cnyyasix CMMMETPMYHONO Mo hyHKUMAM B3aMMOAENCTBUS CTOPOH (pear-to-pear CeTu) Kaxpgas M3 CTOPOH
nepuoamnyeckn MeHsACL BbICTYMAaET TO KakK K/IMEHT, TO Kak cepsep.

Cetn AatarpaMmMmHbie U NOTOKOBbIE

Ha ypoBHe chmsuueckoii cpegpl nepegadn (ypoBuu L1 n L2 B TepmuHonorun Linux), ceTeBoii 06meH
Bcerga OpraHn3yeTcs naketamu orpaHuyeHHol gnamHbl (MTU napameTrp — MakcuMasibHas gvHa naketa
ANs AaHHOTo ceTeBOro uHTepdieiica).

Ho Ha ypoBHe TpPaHCMOPTHbIX MEXaHM3MOB CeTU (ypoBeHb L3) Aensdtcs Ha 2 GonbluMe KaTeropuu no
/IOTMKE CBOETO B3aVIMOAENCTBUS: fAaTarpaMMHbIE 1 MOTOKOBbIE.

- [JatarpaMMHble TpaHCMOPTHbIE MexaHW3Mbl 0GecrneuvBaloT OOMEH AeiTarpaMmamu, NOrMYeCKMMM
naketamn (UMerLWMMn Havyano 1 koHew). nuHa gatarpaMmmbl (COO6LLEHMA) MOXET coBnajaTb (Tak valle
BCEro u 6bIBaET), HO MOXET W He CoBMagatb C AJIMHOM NakeTa, NepefaBaemMoro B (U3NYecKylo cpegy —
Torga MpPOMCXOAWUT CerMeHTauus pgararpammbl Ha HECKOSIbKO MaKeTOB CETEBOr0, KaHaslbHOro  Wm
on3nyeckoro ypoBHs. nu HaobopoT, naketr mM3MYEecKon cpefbl C KOPOTKOW gararpaMmmolni yxoouT B
«YKOPOYEHHOM» BUAE, AMHOI 3aMeTHO Hmke MTU. CambiM M3BECTHbIM M3 AaTarpamMMHbIX TPAHCMNOPTHbIX
npoTokonoB B cetn IP saBnsetca UDP. MNpu nepegade nocnefoBaresibHOCTM 5-TU COOOLLEHWIA annHamu,
cooTBeTcTBeHHO, 10, 10, 10, 10, 10 6aiiT, Ha npUEMHOM KOHUe OyaeT o00A3aTeNbHO CuNTaHO
nocnegoBaTesbHbIMU YTEHUAMW B LMKe 5 coobwennii annHamm 10, 10, 10, 10, 10 6aiiT.

- TOTOKOBbIE TPAHCMOPTHbIE MEXaHW3Mbl JIOTMUYECKU NpeAcTaBNsioT 06MEH Ha YPOBHE COKeTa Kak
HEeNpepbIBHbIN MOTOK 6alT (Tpy6a, B OAUH KOHEL, KOTOPOro BTEKAET, a W3 [APYroro BbITEKAET HEKOTOPbIN
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noTok). MNpy obmeHe NOCPeACcTBOM MOTOKOBOTO MeXaHu3Ma He MOXET ObITb HUKaKMX «MakeToB»: MOTOK
OTAe/bHbIX 6aiT nepefaérca B NOTOK, M NOTOK OTAENbHbIX 6ANT cunTbIBAETCA M3 NOTOKA. CaMbIM U3BECTHBIM
13 MOTOKOBBLIX TPAHCMOPTHBLIX NPOTOKoA0B B cetn IP asnsdetca TCP. Mpu nocnegoBatenbHON nepejadve B
MOTOKOBbLIA COKET nopumii (CoobLLeHniA), cooTBETCTBEHHO, 10, 10, 10, 10, 10 6aWT, Ha NPUEMHOM KOHLe B
LUMK/IE YTEHUA MOXET ObITb CUMTAHO, C PaBHbIM YCMEXOM, SI060e MPOU3BOSILHOE YUCMO GaT B KakAoMm
yTeHuun, Hanpumep, 5, 20, 15, 5, 5, 6onee TOro, aToT 06LEM UHopMaumm (50 6aiiT) MOXET ObiTb CUMTaH 3a
OTNINYAOLEECS YMCIO CUMTbIBaAHWA, Hanpumep 4 a He 5: 15, 15, 15, 5 unum 6 cumTbiBaHwii: 8, 8, 8, 8, 8, 10
(TyT cpabarbiBalOT pasfinyHble OOMNOSHUTE/IbHbIE MEXaHW3Mbl OMTUMU3AUMKU, Takme Kak OTCPOYeHHas
oTnpaska, a/iropuT™m Haiirna u gpyrue).

MpeanonoxeHne Kaknx-nmbo «nakeToB» Ha NPUEMHOM KOHUe npu TCP o6MeHe sBNsSieTCs camoii 4acToi
rpy6eliliein owmnbKol HauMHaOLWMX NPOrPaMMNCTOB.

Ewé ogHnm 3abnyxgeHnem asnsetca npeacrassieHne, yto UDP n TCP npoToKosbl ABNAKTCA ABYMS
ansTepHatuBamMy B IP ceT cousmepuMoii C/IOXKHOCTU (DYHKUMOHMpOBaHuA. W wncxopgsulee otcioga
XenaHue noctpoutb Ha UDP (4B0ii) NpOTOKON HaAEXHOl AOCTaBkW, Hanpumep, OTNPaBKON NOATBEPXAEHWI
npuéma. Ha camom pgene npotokosn TCP Ha MOPSAAOK CroxHee B (PYHKLUUOHMPOBAaHWM, BK/OYAKOLWNA B
JIOTMKY CBOEI paboTbl MHOIO AOMNO/HWUTE/bHLIX MEXAaHM3MOB, TakuxX Kak: ajanTMBHOE CcOrlacoBaHne OKOH
npuéma n nepegadyn, MefJieHHble CTapT, asiropuTm Halirna, oTCpoYeHHble MOATBEPXAEHWS, afanTMBHOE
ynpas/ieHne pasmMepamMy OKOH NMpuéma u nepegayn n gpyrve. Apyrumm cnosamu, peasmsosatb Ha UDP
MeXaHN3M HaAEXHOW AOCTaBKN — 3TO 3HAUUT B COOGCTBEHHOM KOJE BPYUHYH peasim3oBaTb npoTtokon TCP ...
TO/bKO «N/10X0l NPoToKon TCP».

W3 npeabigyuero 3abnyxaeHus BblTekaeT (HEOAHOKPATHO NPUXOAUNIOCH CribIWaTh) eLé ofHa Kpacmsas
HapogHasi nereHga o TOM, YTO, SIKOObI, A1 OQHUX U TeX xe AelicTBuil peanunsauus Ha UDP 6yaeT 3amMeTHO
6bicTpee yem Ha TCP. 310 nonHasa epyHaa!

Kaxablii M3 TpaHCMOPTHbIX MEXaHW3MOB MNpefHasHayeH AN CBOuX LUenei. B ganbHelilueM Tekcre
Be3fe, YT06 He co3gaBaTb MHOMOC/IOBHOCTM, TaM A€ Mbl XOTMM FOBOPUTbL O AatarpaMMHON nepegadye, Mbl
6yaem HasbiBaTb 310 UDP. A Tam, rge peyb MAET 0 NOTOKOBON nepegayve — TCP.

JatarpaMmHblii npotokonn UDP opveHTMpOBaH Ha GbICTpyl) nepefady WHGQOPMauuuM, HUYEM He
rapaHTMpYHOLLYy AOCTaBKy. BnioTb fo TOro, UTO NPMEMHAsi CTOpOHa (e€ CEeTEBOI CTeK) MMEET NPaBo NPOCTO
ycnewHo npuHumats UDP coo6LLEeHNS, HO, ECI OHA NEPErPYXeHa, TO N0 COGCTBEHHOWN MHMLMATMBE NPOCTO
cbpacbiBaTb B MycOp YXe MPUHATbIE NaKeTbl, HUKaK He YBEAOM/ISI O TOM HU MPUEMHYIO, HU NepesatoLLyo
CTOPOHY.

MoTokoBbI npoTokon TCP opueHTUpoBaH Ha HapEXHYK AOCTaBKY MHGopmauun. B ciyvae notepu
NakeToB WM MX UCKaXKEHMS Ha TpakTe nepefawllas CTOpoHa AefiaeT MHOroKpaTHble MOMbITKA NMOBTOPHOLM
nepegadu.

Mpotokon UDP onpegenén B RFC 768. MNpotokony TCP nocesAweHsl RFC 790, 791, 793, 1025, 1323.
3710 6a3oBble RFC, B nocneayoume rofbl OHU AONOAHAMINCE U PacLUNPSA/IUCE.

MpumeuyaHune B nopsgke npeaynpexaeHUs: He 0060/MbLIARTECH KaXKYyLLEeNCcs MpoCTOTON K
NOHATHOCTbIO npoTokona UDP ana peanvsauun HagéXHOro B3avMOAENCTBUS B CO34aBaeMOM MNPOEKTE.
HagctpavBaHnve Hag UDP cpefcTB KOHTPO/IA U pe3epBMpPOBaHWSA — 3TO JIOBYLLKA, B KOTOPYH nonagatot
MHOrve paspaboTuunku, BnepBble HaUMHalLWmMe ceTeBoe NpoekTupoBaHue. Mpu aToM Bbl TOSIbKO NOBTOPSETE
nyTb pa3sutus TCP, KOTOpPbIV 3aHS/T HE O4HO AeCATUNETME.

da3bl coeOuHeHusi TCP

B dhopmaTe Kaxgoro nakera TpaHCNOPTHOro ypoBHSA TCP npegycMOTpPEHO HECKO/IbKO BUTOBLIX (hniaros.,
onpegensiwowme npegHasHadyeHme naketa. Moatomy B Ny6svkKauusax nakeTbl YAaCcTO Ha3blBAKOT MO UMEHM
YCTaHOB/IEHHbIX B HUX (pnaroB. HekoTopble 13 31X dosiaroB MoryT 6bITb YCTAHOB/IEHbI OAHOBPEMEHHO (HO He
B /1t0ObIX KOMOMHaLMAX). BoT aTu donaru:

URG - ykasaTenb cpoyHocTM (urgent pointer) AaHHbIX (Opyrne Ha3BaHWA: BHEMNO/IOCOBbIE [aHHble,
NPUOPUTETHbIE AaHHbIE).

ACK - Homep noarsepxaeHus He06xo4AMMO NPUHATL B paccMoTpeHune (acknowledgment).

PSH - MNonyuatens fomkeH nepegarb 3T AaHHbIe NMPUIOKEHUIO Kak MOXHO CKOpee.

RST - CépocuTb coeiuHeHue.

YN - CUHXPOHU3MPYOLWNIA HOMEP NoCcNefoBaTe/IbHOCTH /15 YCTAHOB/IEHNA COeANHEHNS.

FIN - OTnpaBuTenb 3akaH4YMBaET NOCbIIKY AAHHbIX.

TCP 3T0O NpOTOKO/, OPUEHTUPOBAHHLI Ha coeavHeHue. Mepef TEM Kak Kakas-nMGo CTOpoHA MOXET
nocnatb [aHHble APYroi, Mexay HUMK AO0/MKHO 6biTh YCTAHOBMEHO coefvHeHne. YTo6bl ycTaHoBuTh TCP
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coefuHeHVe nepecblnalTca 3 cermeHTa:

1. 3anpatwwmBatoLias ctopoHa (knneHT) otnpaensaeT SYN (dpnar) cermeHT, ykasbiBas HOMep nopra cepsepa,
K KOTOPOMY K/IMEHT XOYET NOACOEAUHUTBLCS, U UCXOA4HbI HOMEp nocrniegoBaTenibHOCTU kveHTa (ISN).

2. Cepsep oTBeuvaeT cBoMM cermeHToM SYN, cofepxawmm UCXOAHblA HOMep nocrefoBaTe/lbHOCTU
cepsepa. Cepsep Takxe nogreepxaaer npuxof SYN oT knneHTta ¢ ucnons3osaHnem ACK dnar (ykasbiBas
Homep ISN kMeHTa nawc oauH).

3. KnueHT gomkeH noateepgutb npuxofd SYN oT cepsepa ¢ ucnosb3oBaHnem ACK dhnara (ISN cepsepa
naC oAnH).

JTUX Tpex CerMeHToB JOCTATOYHO A1 YCTAaHOB/IEHUS COeAMHEeHUs. YacTo 3TO Ha3blBAeTCA TPexpasoBbiM
pykonoxartunem (three-way handshake).

OTUX Tpex CerMeHTOB [AOCTaTOMHO [N YCTaHOBMEHUA coeAnHeHusi. YacTto 310 HasblBaeTcs
TpexpasoBbIM pykonoxarmem (three-way handshake).

Mpu nepecblsike faHHbIX Nepefarlas CTopoHa NepecbiiaeT CerMeHT AaHHbIX, a NPMEMHasi CTOpoHa
JO/MKHA nopTBepAUTb  €ero  nosydyeHne cermeHtom ACK € MHKPEMEHTUPOBAHHbIM  HOMEPOM
nocnegoBatenibHOCTU. Ecnv nogTBepXaeHWe He MNPUXOSUT B YCTAHOBJ/IEHHBI TalM-ayT, NPOW3BOAATCS
MOMbITKA NOBTOPHOI nepedaun. MepBblil TaliM-ayT yCTaHaB/IMBAETCSl 00bIYHO B 1,5 cekyHAbl nocne nepBoi
nepegayu. Nocne aToro BenvyvHa TaliM-ayTa yasanmBaeTcs /18 Kaxaol nepegayn, npudem BepxXHuin npegern
cocTtaBnsier 64 cekyHabl. lMocne 12 HeygayHbIX MNOBTOPOB (C yBenMuMBawWMMcs uMHTepBasiom) TCP
OCyLLEeCTB/IAET COPOC 1 BO3BpaLlaeT ownbKy kaHana.

Mocne nOMHOTO 3aBeplieHVss O6MeHa COeAVHEHWE HyXHO pa3opBaTb. CoeauHEHWs 06bIYHO
yCTaHaBNMBAOTCA K/IMEHTOM, TO ecTb nepBblii SYN aABuraetca oT kaveHTa K cepBepy. OaHako no6ast
CTOPOHAa MOXET aKTWBHO 3aKpbiTb coeauHeHue (nocnaTtb nep.blii FIN). YacTo, ofHaKO, UMEHHO KAWEHT
onpeaensieT, korga coeayHeHue A0/MKHO ObiTb pa3opBaHO, TakK Kak MPOLECC K/IMeHTa B OCHOBHOM
ynpaBnsieTcsi Nosb3oBaTtesiem.

Korga cepBep nonyyaer FIN ot knueHTta, oH otnpasnsetr Haszag ACK C NpUHATBIM HOMEPOM
nocnefoBaTesibHOCTU M/KOC 0AWH (cermeHT 5). Ha FIN Tpatutca oguH HOMep nocriefoBareflbHOCTH, Tak Xe
kak Ha SYN. B atoT momeHT TCP cepBep Takke LOCTaB/ISET NPUIOXKEHNIO NPU3HaK KoHua paina (end-of-
file) uTOObI BbIKNKOYMTL CepBep. 3aTremM CEepBEp 3aKpblBAeT CBOE COeAMHEeHue, 4YTo 3acTasnsieT ero TCP
nocnatb FIN (cermeHT 6), KOTOpbIA KNMEHT gomkeH noateepanTtb (ACK), yBenMuMB Ha eguHuLy HOoMep
NPUHATON NOCNeaoBaTe/IbHOCTU (CErMEHT 7).

Tak kak TCP coefiHeHWe MOMHOAYM/IEKCHOE (JaHHble MOryT NepefBuratbCa B KaX4oM Hanpas/ieHuu
He3aBMCMMO OT ApYroro Hanpas/eHWs), Kak[oe Hanpas/fieHue [O/MKHO OblTb 3aKpbITO He3aBUCUMO OT
Apyroro. MOXHO ckasaTb, YTO Ta CTOPOHa, KOTOpasi NepPBOI 3aKpbIBAET coeAuHeHne (OTNpaBAseT NepBbii
FIN), ocywecTBnseT akTMBHOE 3akpbiTWe, a gpyras ctopoHa (kotopasa npuHsana atoT FIN) ocywecTtBnser
naccusHoe 3akpbiTve. MpaBuIo 3ak/yaeTca B TOM, YTO KakAdas CTopoHa AosmkHa nocnatb FIN, korga
nepegava faHHblX 3aseplueHa. Korga TCP npuHumaet FIN, OH Ao/mkeH yBeAOMUTb MPU/IOXKEHME, 4TO
yAanieHHas CToOpoHa pas3pbiBaeT coeAnHeHne 1 npekpaLlaeT nepegady faHHbIX B 3TOM Hanpas/ieHuu.

MonyyeHne FIN o3HayaeT TOMbLKO, YTO B 3TOM Hanpas/fieHUM NpekpaLLlaeTca ABMKEHNE NOToKa AaHHbIX.
TCP, nonyumnBwwnii FIN, MOXeT Bce elle nocbinarb faHHble B CBOEM HanpasfeHun. HecmoTps Ha To, 4TO
MPUNOXKEHME BCE eLle MOXET NocCblNaTb AaHHbIE MPU HAMNoMOBUHY 3akpbiTom TCP coefvHeHNW, Ha npakTuke
TOMbKO HEeKoTopble (CoBCEM HEMHOro) TCP NpuioXeHus Ncnosb3yrT 3TO.

[N Toro 4To6bl YCTAHOBUTb COeAMHeEHVe, HeobXxoanMo 3 cermeHTa, a A1 Toro YTobbl pa3opBarb —
HY)XXHO 4. DT0 06bsiCHSAETCA TeM, 4TO TCP coefiMHEHNE MOXET ObITb B HAMNO/TOBUHY 3aKPbITOM COCTOSIHWM.

AdanmusHbie mexaHu3mbl TCP

Mpotokon TCP rogamMn npoxofma MHOMOKpaTHylo MogepHusaumio (pasHeiMn RFC) n npegnonaraet Ha
cerogHs B CBOEM (DYHKLMOHUPOBaHMM psAf aganTUBHbIX MEXaHU3MOB. [1aBHbIM 06pa30M 3TN MeXaHU3MbI
Hanpas/ieHbl @). Ha NOBbILEHNE NPOMYCKHOW CMOCOGHOCTM NPOTOKOMa U 6). obecnedyeHne 06bLABIEHHON
HagéxHo nepegayun TCP wMeHblwmMKM 3aTpatamu. BOT To/nbko HekoTopble (MX 6G0nblue) K3 Takux
afanTVBHBIX MEXaHW3MOB, KOTOPble MOXHO OTKAIOUMUTb, WIN U3MEHUTb YUC/IEHHbIE XapaKTePUCTUKN WX
(hYHKLMOHMPOBAHUS eCTb:

1. 3apgepxaHHble noateepxaeHus (delayed ACK). O6bluHO TCP He otnpasnseTr ACK cpa3sy no npuemy
[AaHHbIX. BMECTO 3TOro OH OCYLLECTBASAET 3a4€PXKY MOATBEPXKAEHWIA B HAAEXAE HA TO, YTO B TOM Xe
HanpaeneHun wmMm OygoyT OTnpaBfeHbl fdaHHble (OTBET), Takum o6pasom ACK MOXeT ObITb
OTNpaBfeHo BMeCTe C [AaHHbiMM (MPUCOEAMHEHO). BOMbLWMHCTBO peanu3auuii  MCnonb3yoT
3agepxKy paBHyto 200 munnncekyHg — Takum obpasom, TCP 3aaepxmnaetr ACK Ha Bpemsi go 200
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MUNANCEeKyHA, yTOObI NOCMOTPETbL, HE Hanpae/AKTCA /I OaHHbIE B TOM XeE HalpaB/1eHNNU, 4TO U
ACK.

2. Anroputm Haiirna (Nagle). MNpy nepegaye KOPOTKMX CETMEHTOB (CKaXKeM, A/MHbI L) OT KveHTa K
CepBepy reHepupyrTCs NakeTbl pa3smepoM (06bI4HO) 40+L GainT: 20 6awnT - IP 3aronosok, 20 6ainT -
TCP 3ar0noBok 1 L 6aiiT gaHHbIXx. KOpoTkme cermeHTbl (TMHUIrpaMmMbl, OT tiny - KPOLIEYHbIA) 06bIYHO
He npo6nema anst LAN, Tak Kak 60/1bWNHCTBO LAN He M3MLWHE NeperpyXeHbl, 0JHaKo OHW MOryT
npuBecTn K cepb&sHoli neperpyske WAN. MpocToe M aneraHTHOE pelleHne 6bI10 NpeasiokKeHo B
RFC 896, KoTOpoe ceiiyac HasbiBaeTcs anroputMom Halirna. M3 anroputma cnegyert, uto B TCP
CoefIHEHUN MOXET MPUCYTCTBOBATb TOSIbKO OWH UCXOAALUMIA MASIEHBKUIA CETMEHT, KOTOPLIN eLle He
6bl1 noaTBepxAeH. Cneayrolme MasieHbkne CerMmeHTbl MOryT ObiTb NOCAaHbl TOILKO MOc/e Toro,
Kak 6b1/10 MONy4YeHO NOATBEPXKAEHME YXXE paHee 0Tnpas/IeHHOro. BmMecTo Toro 4tobbl OTNpaBNsATLCA
nocniefoBaTeflbHO, MasieHbkne MOopuUMU AaHHbIX HakanaMBalTCA W oTnpaBaswTca ogHum TCP
CerMeHTOM, Korga npubbiBaeT MNOATBEPXAEHVWe Ha nepBblli nNakeT. KpacoTa 3Toro anroputma
3aK/1Ho4aeTcs B TOM, YTO OH CaM HacTpavBaeT BPEMEHHbIe XapakTepucTUKM: Yem ObicTpee npuget
noaTBepXxaeHne, Tem 6bicTpee GyayT OTnNpaBneHbl AaHHble. B Mea/ieHHbIX rno6anbHbIX CETSAX, rae
Heo6xo04MMO YMEHbLUNTL KONMYECTBO MasIEHbKMX NMAakKeTOB, OTMNPABASETCA MeHblUe cermeHToB. [pu
nocrnegoBatenbHbIX Nepegadax or kaventa 1, 1, 2, 1, 2, 2, 3, 1 n 3 6aiiT, Ha cepBepe [A/MHbI
BO3BpallaeMble onepaumein YTeHns BnosiHe, Takum 06pas3om, MoryT 6bITh: 1 1 14,

3. KoHTponb notoka faHHbIXx TCP OCywWecTBAAETCA Ha KaXAOoM KOHLE C MCNosib30BaHWEeM pasmMepa
OkHa (window size). 3TO KO/MYECTBO 6aiiT, HauMHarowleecsi C ykKasaHHOrO B Mone Homepa
NOATBEPXKOEHWSA, KOTOPOE NPUIOXEHNE coBMpaeTca NPUHATL. ITO 16-6UMTOBOE Nose orpaHnYmMBaeT
pasmep okHa B 65535 6aiiT. MpuHMMaloWwas CTOpPOHa, €cnM OoHa He ycneeaeT obpabaTbiBaTb
nepefasaemble faHHbIe, MOXET 3anpoCuUTb N3MEHEHME pasMepa OKHa.

4. MegneHHblin cTapT. OTNpaBuTe/b HaYMHAET CBOK paboTy, OTNpPaBUB HECKO/IbKO CETMEHTOB B CETb.
Pa3mep cermeHTOB MOXET JOCTUraTb pasMepa OkHa, 00bAB/eHHOro nosydyarenem. MNpu atom Bcé
OyA€eT B NoOpsigKe, ecnn ABa XocTa HaxogAaTCA B OAHOWM M TOW e JIOKa/IbHOM CETU, OfHAaKO ecrin
MeXay oTnpaBuTeNieM U nosyvyareniemM NpUCyTCTBYIOT MapLUpyTU3aTopbl WM MefJ/IeHHbIe KaHasbl,
MOTYT BO3HUKHYTb Npo6nembl. HekoTopblie MNPOMEXYTOYHbIE MapLUPYTM3aTOPbl AO/MKHbI 6yayT
NMOMECTUTb NakeTbl B 04epesb, KoTopas MOXET nepenosiHnTbes. Noatomy ot TCP Tpebyertcs, 4To6bI
OH NoAAepXvBan asirfopuTM, KOTOPbI/ Ha3blBAETCA MeAJ/IeHHbIV cTapT. OH 3ak/l4vaeTcs B TOM, YTO
OTnpaBuTe/lb HauMHaEeT paboTy, OTnNpaBuB OAMH HebonblioW cermeHT n oxmaas ACK Ha aToT
cermeHT. Korga ACK nony4eH, MOryT 6bITb OTMpaB/ieHbl 2 cermeHTa. Korga Kaxaplh n3 atux AByx
CEerMeHTOB MNOATBEPXAEH, OKHO MepenonHeHns yeenuuuBaeTca [0 4. Takum  06pasom,
OCYLLIECTB/IAIETCH SKCMOHEHLMa/IbHOE YBENNYeHue.,

Mpo aganTvBHble MexaHn3Mbl TCP HyXHO 3HaTb XOTA Obl O UX CYLLECTBOBaHWUM U UX NEPEYEHb, C TEM,
YTO UX MOXHO NMBO OTKIIUUTL MPU HeobxoaMMocTK (anroputm Haiirna), MM6o M3MEHUTb NapameTpbl X
OyHKLUMOHpOBaHNA (OkHa Npuéma-nepenayn).

Coob6ujeHus1 NpuKk1adHo20 yposHs 8 TCP

A uyTo pgenatb, ecny nocpeacteoM TCP npoTokona Heobxogumo nepefaBaTb ONpeAenEHHbIA nopunun
[JaHHbIX, pasrpaHuyeHHble cO0OLEeHNs NpukNagHoro ypoBHA? Torga 3ty coobueHnsa B notoke TCP HyXHO
c¢hopmaTpoBaTb Ha YPOBHE COAEPXaHUA CaMUX COOOLLUEHMA. Ha TO CywecTByeT HECKO/IbKO OCHOBHbIX
CMoCco60B:

1. KoHueBble orpaHnuntenn. [Ons notoka wHdopmauun ¢OpMyInpYyOT HEKOTOPbIE florMyeckme
pasrpaHnunTenn coobleHnii B notoke (npusHak EOF). [nsi cMMBONbHOrO NOTOKA, Hanpumep, 3TO MOXET
6bITb cumBon \O' Tak xe ans dopmarta ASCIIZ cTpok a3blka C (XOTS 3TO U He nyyllee pelleHne). OgnH 13
caMbIX pacnpoCTPaHEHHbIX CNOCO60B — UCMOMb30BaHNE B TEKCTOBOM MOTOKE CTPOK OAHOW NYCTOW CTPOK/ B
KayecTBe pasrpaHuunTens, 2 uaywmux noapss CYMBOJIOB NepeBofa CTPOKM '\n' cuMTaloTcs 3aBepLueHneMm
CO06LLEeHUA. DTO MUCNO/b30BaHO BO MHOIMMX NPOTOKO/1axX npuknagHoro yposHsa: HTTP B WEB (3anpoc GET),
SIP B IP-TenedoHun 1 apyrue cnydaun. 310ro cnocoba HeAOCTATOK COCTOUT B TOM, YTO OH HENPUMEHUM K
MPOV3BOJSIbHBIM GUHAPHBLIM MOTOKaM AaHHbIX, B KOTOPbIX 3HAYaLLMMK SABASOTCA Ntobble (BCE BO3MOXHbIE)
3HaueHus 6alita AaHHbIX. HO M 3TO pelwaetca (HEKOTOPbIMW [AONOMHWUTEbHLIMK 3aTpatamu) nyTém
3KpaHMpPOBaHUA OTAE/bHbIX CMMBOMOB (6aiT). BoNbLINM AOCTOMHCTBOM TaKOro Ccrocoba sABseTcs To, YTOo
OH BOCCTaHaB/IMBaeT CUMHXPOHU3auuIo (rpaHnly COOOLLEHUS) MPU BPEMEHHOM HapPYLIEHUW CTPYKTYpbI
MOTOKa B pe3y/ibTare UCKaXKeHWI B kaHasie, MOMEX, NOTEPU CBA3M, ...

2. CoobueHna camoonpenenéHHon AnvHbl. OTO O3Ha4aeT, Hanpumep, 4Tto nepsbiMu N (1,2,4,...)
GanTamn cOOOGLLUEHNST NepedaéTcsa ero gfMHa B 6alitax, a 3aTem csieayeT HenocpeacTBEHHO camo Teno
coobuleHuns. AnnHa 06blMHO nepedaétca B OMHaApHOM BuAe (UKCUPOBAHHOW A/IMHbI, HO WMHTEPECHbIM
BapMaHTOM MOXeT ObiTb nepefada A/IMHbl U B CMMBOJILHOM dhopmarte ¢ pasgenutenem. BapuaHtom
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MCNosb3oBaHMA 3TOro crnocoba ecTb peanusauua 3anpoca POST npotokona HTTP B WEB, cnocob
[OCTaTOYHO LUMPOKO WUCMOMb3yeTCsa B MNPOEKTax MNPOMbIWIEHHON aBTomMatuku. [na 3toro cnocoba
[OCTOMHCTBOM OyaeT BO3MOXHOCTb nepegaun noboro poga 6uHapHoin nHopmauun. A HegocTaTtkom —
HEBO3MOXHOCTb (MM C/IOXKHOCTb) BOCCTAHOB/IEHMS CUHXPOHM3auUn (rpaHnLbl COOOLLEHNS) MPU HapPYLLEHNM
CTPYKTYpbI NOTOKa (MOTEepe rpaHnLibl COOOLLEHNIA).

3. HakoHel,, B HEKOTOPbIX LEMEBbLIX CUCTEMAX MPUKNAAHOIO CBOWCTBA MOXET OblTb 3a/10KeH 06MeH
coobuleHnsamMn Boob6LLEe 3apaHee (PUKCMPOBAHHOW [AnuHbI L: ecnn nepepaBaemMoe COOOLLUEHME He
yMellaeTcs B 3Ty A/IMHY — OHO CerMEeHTUPYETCS Ha 2 WKW HECKO/IbKO MOCNefoBaTesIbHbIX COOOLLEHNIA, ecnn
coobueHne kopoye L — OHO [JOMOMHAETCA A0 3TOW ASIMHbI «NyCTbIM» ((PUKTUBHBIM) COAepPXMMbIM. Takas
CXeMa 4acTo MPUMEHSIETCS B NPOTOKONAxX M NPoeKTax NpOoMbILL/IEHHOM aBTOMaTukM. He cnedyet Bnagartb B
3a6n1yXAeHne, 4To Takas cxema (a oHa K TOMy noAaTtasikMeaeT!) ynpowaeT npuém cooblieHunit: nepegaya
COO0O6LLEHNA ANMHbI L B MOTOK HUCKO/IbKO HE rapaHTUPYeT 4YTO Ha MPUEMHBIA KOHeL, OyayT MpuxoamTb
«MNakeTbl» AnvHbl L. MpuxoanTb MOryT doparMeHTbl /10601 AnvHbl (Kak MeHbLUe, Tak, uHorga, u 6onbuie L),
Kak y)Xe OTMeYasioCb Bbille, W MPUHUMATb WX HYXXHO B KOJIbLEeBOW Oychep AocTaTtodyHoro ob6béma Aass
nocnegytollero pasbopa.

WHorga, B npoekTax TpebyrLmx SKCTPEMaslbHOM HAAEXHOCTW, UCMOMb3YIOT U KOMOMHALMIO 3TUX ABYX
METO0B. ITO MOXET ObITb CBA3aHO, Hanpumep, C TpebGoBaHMEM BOCCTAHOB/IEHMS CUHXPOHM3AUMW Mpu
HapyLIeHWn CTPYKTYpbl MOTOKa. Hanpumep: AnvHa coo6LlieHusl, 3a KOTOpOoW cnegyeT Teno coo6LeHus,
KOTOpOE, BO3MOXHO, 3aBepLUAeTCs NOBTOPOM 3HAueHusl A/vHbl (Ay6nupoBaHue Asisi CTPaxoBKWU) 1 BCE 3TO
orpaHuuM1BaEeTCs pasfenmTesieM coobLEeHNS.

BecbMa 4acTto B cucTEMax He O4YeHb BbICOKOW Harpy>eHHOCTU (HanpuMep WHTEPaKTUBHbIX) KANEHT
OTKpbIBaeT coeavHeHne TCP TOAbKO Ha nepefadyy OAHOr0 €AUWHCTBEHHOro COOOLWEHUS MNPUKIaLHOro
YPOBHS, NOC/Ie YEro cpasy Xe 3aKkpbiBaeT COKeT. [pu Heo6xoAMMOCTU Nnepejayn CneayrLwmx coobLeHN,
KNIMEHT OTKPOET HOBble COeAMHEHMS, ONATb Xe A/19 nepefayn Kakaoro egmHUYHOro cooblleHus. Tak
paboTaeT, HanpumMep, NpyknagHol npotokon HTTP. Mpu 3TOM ecTeCTBEHHbIM 06Pa30M peLlaeTcs npobnema
pasrpaHnyeHunst CoOOBLLEHNI NPUKNAAHOIO YPOBHS.

MpucoeduHéHHbIU UDP

MpoTokon UDP, Kak y)Xe noAyépkMBanochb, HUKaK He rapaHTUpyeT HagéXHOCTb AOCTaBKM gaTtarpaMm.
Monyuarenb (HanpyMep cepeep) AaTarpaMm, ero CeTeBOI CTEK, eCM OH NeperpyxeH NMeeT Npaso Boo6LLe
cbpocnTb (YHUUTOXMTb) NPUXOAALLYI0 AaTarpamMMmy, HWKak Ha Heé He pearvpys, U He M3Bellas faxe 06
owwmnbke nocwblnkoi ICMP nakeTta.

KnneHT npotokona UDP, KoTopbIi Mbl yBUAUM Aasiee, MOXET OTCbiaTh gatarpaMMbl CEPBEPY Aaxe Ha
He cyuwiecTByoLlWmMiA IP nnmn nopt (Korga Ha XoCTe He BbINosHseTcsa noaxoasawuin cepeep UDP). B nocneaHem
c/lydae XOcCT nosnyyarens otBetut coobueHnem ICMP 06 owmnbke «HefoCTyNHbIM nopT». Ho otnpasuTens
(K/IMEeHT) He NoMyYnT 3TO YBEOOMJIEHME KaK KOf, 3aBepLueHns OTnpaBku, 310 yBegomsieHne ICMP asnsetcs
ACUHXPOHHbIM. Onepauns 3anucu B cokeT sendto() coobwaer TO/bKO O BO3MOXHbIX CUHXPOHHbIX
owmbKax B MOMEHT OTNPaBKM COOBLLEHNIA.

WHorga wucnonb3ywTca (Hanpumep B cetu  DNS) Takolik  MasloM3BECTHbIi  BapuaHT, Kak
npucoeguHéHHbIn UDP, korga ans coketa UDP (B koge knueHTa) Bbi3biBaeTcs PyHKUmMA connect (). Ho
Npn 3TOM He MPOUCXOAUT HUYEro NOXOXero Ha coeguHeHne TCP: a4po NPOCTO 3anucbiBaeT agpec v nopt
YyA&/IEHHOIO KOPPECNOHAEHTA B COKET. [oCc/1e 3TOro KAIMEHT yXXe He MOXET MCNO/b30BaThb Bbl30Bbl sendto()
n recvfrom(), a nonb3yetcs BbizoBamu send( ), write(), recv(), read(). ECTeCTBEHHO, TaKoi KNNEHT
He MOXET paccbliaTb LUMPOKOBELLATE/IbHbIE COOOLLEHUS.

Takoi K/IMEHT HEe CMOXET OTNPaB/siTb COOOLEHNS Ha OLIMOOYHBI agpec IP (COKeT cBsidaH C agpecom).
Ho camoe rnaBHOe, UTO Takoil COKeT OyaeT BO3BpalllaTb aCMHXPOHHble coobuweHns ICMP 06 owwnbkax ot
yaoanéHHoro xocra.

Cemesble cokembl U onepayuu

B KOHKYpCe Ha /1y4uUlyro KOMIMLIOMEPHYH UOEH BCEX
BpeMeH U Hapodos coKkemsbl, 63 COMHEeHUsI, Moa/u 6bl
paccyumsiBamb Ha Mpu3080€ MECMO.

AHOpel Boposckudl, «lpogpammuposaHue 07151 Linux»

BcA MOLWHOCTL M MHOroo6pasve CEeTEBbIX BO3MOXHOCTE 06ecrneuMBaeTcsl KOHLEenuuei ceTeBoro

COKeTa, BBELEHHOro onepaunoHHoli cuctemoin BSD 1 HEKOTOPbIM KO/IMYECTBOM Bbi30BOB AP BOKpyr 3TOro
NOHATMA (MOKa3biBaeMble MPOTOTMNbI (PYHKUMIA MOMHOCTLIO CKOMUPOBAHbI M3 3aro/ioBOYHbIX d)aiiioB
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onpeaeneHuid, BioTb 40 OPUTMHAJIBHBIX MMEH B 3anucy napaMeTpoB).

Co3pgaHue CoKeTa NpoV3BOAUTCS BbI3OBOM:

#include <sys/socket.h>
/* Create a new socket of type TYPE in domain DOMAIN, using
protocol PROTOCOL. If PROTOCOL is zero, one is chosen automatically.
Returns a file descriptor for the new socket, or -1 for errors. */
extern int socket(int __domain, int __type, int __protocol) __ _THROW;

34echb:

- __domain — cemeicTBO NPOTOKO/I0B, KOTOPOE MOXET ObITh:

#include <bits/socket.h>

/* Address families.

#define AF_UNSPEC PF_UNSPEC
#define AF_LOCAL PF_LOCAL
#define AF_UNIX PF_UNIX
#define AF_FILE PF_FILE
#define AF_INET PF_INET
#define AF_AX25 PF_AX25
#define AF_IPX PF_IPX
#define AF_APPLETALK PF_APPLETALK
#define AF_NETROM PF_NETROM
#define AF_BRIDGE PF_BRIDGE
#define AF_ATMPVC PF_ATMPVC
#define AF_X25 PF_X25
#define AF_INET6 PF_INET6
#define AF_ROSE PF_ROSE
#define AF_DECnet PF_DECnet
#define AF_NETBEUI PF_NETBEUI
#define AF_SECURITY PF_SECURITY
#define AF_KEY PF_KEY
#define AF_NETLINK PF_NETLINK
#define AF_ROUTE PF_ROUTE
#define AF_PACKET PF_PACKET
#define AF_ASH PF_ASH
#define AF_ECONET PF_ECONET
#define AF_ATMSVC PF_ATMSVC
#define AF_RDS PF_RDS
#define AF_SNA PF_SNA
#define AF_IRDA PF_IRDA
#define AF_PPPOX PF_PPPOX
#define AF_WANPIPE PF_WANPIPE
#define AF_LLC PF_LLC
#define AF_CAN PF_CAN
#define AF_TIPC PF_TIPC
#define AF_BLUETOOTH PF_BLUETOOTH
#define AF_IUCV PF_IUCV
#define AF_RXRPC PF_RXRPC
#define AF_ISDN PF_ISDN
#define AF_PHONET PF_PHONET
#define AF_IEEE802154 PF_IEEE802154
#define AF_CAIF PF_CAIF
#define AF_ALG PF_ALG
#define AF_NFC PF_NFC
#define AF_VSOCK PF_VSOCK
#define AF_MAX PF_MAX

- __type — tvn npoTtokona (He BCce TUMbl AOMNYCKaKTCHA BO BCEX CEMENCTBAX):

#include <bits/socket_type.h>
/* Types of sockets. */
enum __socket_type
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SOCK_STREAM = 1, /* Sequenced, reliable, connection-based
byte streams. */
SOCK_DGRAM = 2, /* Connectionless, unreliable datagrams

of fixed maximum length. */

SOCK_RAW = 3, /* Raw protocol interface. */
SOCK_RDM = 4, /* Reliably-delivered messages. */
SOCK_SEQPACKET = 5, /* Sequenced, reliable, connection-based,
datagrams of fixed maximum length. */
SOCK_DCCP = 6, /* Datagram Congestion Control Protocol. */
SOCK_PACKET = 10, /* Linux specific way of getting packets
at the dev level. For writing rarp and
other similar things on the user level. */
SOCK_CLOEXEC = 02000000, /* Atomically set close-on-exec flag for the
new descriptor(s). */
SOCK_NONBLOCK = 00004000 /* Atomically mark descriptor(s) as

non-blocking. */
3
- __protocol — nms npoTokona, 06bIMHO OHO YKa3blBAETCS TOMIbKO A1 CUMBOJ/IbHbIX COKETOB SOCK_RAW,
A5 OCTasbHbIX 30eCb MOXHO yKasaTb 0 M uMsi npoTokona 6yaeT BbiIopaHoO aBTOMaTUYECKU:
#include <netinet/in.h>
/* Standard well-defined IP protocols. */

enum
{

IPPROTO_IP = 0, /* Dummy protocol for TCP. */
IPPROTO_HOPOPTS = 0, /* IPv6 Hop-by-Hop options. */
IPPROTO_ICMP = 1, /* Internet Control Message Protocol. */
IPPROTO_IGMP = 2, /* Internet Group Management Protocol. */
IPPROTO_IPIP = 4, /* IPIP tunnels (older KA9Q tunnels use 94). */
IPPROTO_TCP = 6, /* Transmission Control Protocol. */
IPPROTO_EGP = 8, /* Exterior Gateway Protocol. */
IPPROTO_PUP = 12, /* PUP protocol. */
IPPROTO_UDP = 17, /* User Datagram Protocol. */
IPPROTO_IDP = 22, /* XNS IDP protocol. */
IPPROTO_TP = 29, /* SO Transport Protocol Class 4. */
IPPROTO_DCCP = 33, /* Datagram Congestion Control Protocol. */
IPPROTO_IPV6 = 41, /* IPv6 header. */

IPPROTO_ROUTING = 43, /* IPv6 routing header. */
IPPROTO_FRAGMENT = 44, /* IPv6 fragmentation header. */

IPPROTO_RSVP = 46, /* Reservation Protocol. */
IPPROTO_GRE = 47, /* General Routing Encapsulation. */
IPPROTO_ESP = 50, /* encapsulating security payload. */
IPPROTO_AH = 51, /* authentication header. */
IPPROTO_ICMPV6 = 58, /* ICMPv6. */

IPPROTO_NONE = 59, /* IPv6 no next header. */
IPPROTO_DSTOPTS = 60, /* IPv6 destination options. */
IPPROTO_MTP = 92, /* Multicast Transport Protocol. */
IPPROTO_ENCAP = 98, /* Encapsulation Header. */
IPPROTO_PIM = 103, /* Protocol Independent Multicast. */
IPPROTO_COMP = 108, /* Compression Header Protocol. */
IPPROTO_SCTP = 132, /* Stream Control Transmission Protocol. */
IPPROTO_UDPLITE = 136, /* UDP-Lite protocol. */

IPPROTO_RAW = 255, /* Raw IP packets. */

IPPROTO_MAX
3
OTMEeTUM, UTO BCE NMEepPeUnCsIeHHble 34eCb KOHCTaHTbl Buga AF_*, SOCK_*, IPPROTO_* — 3TO He NpocCTo
CMMBOJIbHbIE MPENPOLECCOPHbIE KOHCTaHTbl, & YMC/IEHHbIE 3HAYeHWsl, KOTopble OyayT HenocpeacTBEHHO
BNUCbIBATbLCA B pa3/iMyHbIE NOMSA CETEBbIX MAKeTOB, NepefaBaeMbIX MO CETU.
[na cosgaHHoro coketa onpegensietca (<sys/socket.h>) uenviii pag APl onepauuii Hag, COKETOM
(nokasaHbl faneko He BCe, C MOJHbIM NepeyHeM KpaiiHe None3Ho NO3HaKOMUTbCS)). OGBLEKT COKET B BbICLLEN
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cTeneHn nogobeH hannoBomMy AeckpunTopy (a MHOrAa 1 MPOCTO COBMAZAET C HMM), MO3TOMY B Bbi3oBax (B
NpoTOTUNAaxX B 3aro/I0BOYHbIX haitnax . h) oH 1 ykasbiBaeTcs kak dainnoBblii 4eckpunTop.

/* Give the socket FD the local address ADDR (which is LEN bytes long). */

extern int bind(int __fd, __CONST_SOCKADDR_ARG __addr, socklen_t __len) __ THROW;

®yHkuma bind () 3agaéT COKeTy fOKaslbHbI agpec (CBA3bIBaeT) A/1A BbIOpaHHOrO cemelicTBa NPOTOKONA.
To, UTO KOHKPETHO NpeacTaBaseT U3 cebsa 3T0T agpec, 3aBUCUT OT Camoro NpoToKona:

# define ___CONST_SOCKADDR_ARG const struct sockaddr*
Ctpyktypa sockaddr MOXeT KOHKPETU3MPOBATLCA COBEPLUEHHO MO-pa3HOMY A7s PasHbiX CEMENCTB
MPOTOKO/I0B, MPK BbI30BE yKaszaTe/lb NpeobpasoBbIBAETCA K €ro tuny, a 3-i napameTp ykKasblBaeT AJIMHY
afIpecHoli CTPYKTYpbI A/151 3TOr0 CeEMencTBa NPOTOKOMN0B. Hanpumep, AN HECKOMbKNX CEMEICTB:

#include <netinet/in.h>
struct sockaddr_in {
__SOCKADDR_COMMON (sin_);

in_port_t sin_port; /* Port number. */
struct in_addr sin_addr; /* Internet address. */
/* Pad to size of “struct sockaddr'. */

unsigned char sin_zero[sizeof (struct sockaddr) -
__SOCKADDR_COMMON_SIZE -
sizeof (in_port_t) -
sizeof (struct in_addr)];

i

struct sockaddr_in6 {
__SOCKADDR_COMMON (sin6_);

in_port_t sin6_port; /* Transport layer port # */
uint32_t sin6_flowinfo; /* IPv6 flow information */
struct in6_addr sin6_addr; /* IPv6 address */

uint32_t sin6_scope_id; /* IPv6 scope-id */

};

#include <linux/netlink.h>
struct sockaddr_nl {

__kernel_sa_family_t nl_family; /* AF_NETLINK */
unsigned short nl_pad; /* zero */
_u32 nl_pid; /* port ID */
_u32 nl_groups; /* multicast groups mask */

i

#include <linux/un.h>
struct sockaddr_un {
__kernel_sa_family_t sun_family; /* AF_UNIX */
char sun_path[UNIX_PATH_MAX]; /* pathname */
1

B cnyvae knueHTa, B CTPYKType afpeca NpoTokosoB IP yka3biBaeTcs TOT KOHKPETHbIA XOCT (agpec u
nopT), K KOTOPOMY Mbl XOTUM NOSy4uTb CBA3b. B cnyvae cepBepa, onsa IPv4 cepsep ycTaHaBnvMBaeT B
bind() yHuBepcanbHblii agpec, yka3biBaeMmblii KOHCTaHTOW INADDR_IN, 4yTo O3Ha4yaeT: MpUHUMATb
3anpocbl OT snwboro IP. Tocne ycnewHoro BbiNOAHeHWs bind() COKeT WHWUMaIM3NpoBaH [OTOB K
1CMOsIb30BaHUIO.

OO6bIYHbIV BUfA KOAA, KOTOPbIA MPOM3BOAWT CO3faHVME W MHULMaNU3auMio COKeTa, UMeeT A0CTaTo4HO
HEeU3MeHHbIA BuA, NoAo6HbIN cregytowemMy (nokasaH cepeep UDP, HO Bce mpoune cepBepa U K/AUEHTHI
OyayT Aenatb TO e camoe):

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) < 0)
error("server: can't open datagram socket");

// Bind our local address so that the client can send to us.

struct sockaddr_in serv_addr;

bzero((char*)&serv_addr, sizeof(serv_addr));

serv_addr.sin_family = AF_INET;

serv_addr.sin_addr.s_addr = htonl(INADDR_ANY);
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serv_addr.sin_port = htons(SERV_UDP_PORT);
if (bind(sockfd, (struct sockaddr*)&serv_addr, sizeof(serv_addr)) < 0)
error("server: can't bind local address");

/* Prepare to accept connections on socket FD.

N connection requests will be queued before further requests are refused.
Returns O on success, -1 for errors. */

extern int listen (int __fd, int __n) _ THROW;

®yHkumsA listen() BbI3blBaeTCS TONLKO cepBepoM TCP, 1 BbINOSHSET 2 AelCTBUS:

- Npeo6pasyeT HENPUCOEAVHEHHbIN COKET (K/IMEHTCKMIA) B MACCUBHbIN, 3anpochl K KOTOPOMY HauMHAKT
MPVHUMATLCA AAPOM;

- BTOpbIM apryMeHTOM 3TON (DyHKUMM 33[aETCH MakCUMasibHOE YMC/I0 COeAMHEHUI, KOTopble s4po
MOXET NoMeLLaTb B 04Yepesib 3TOr0 COKETA;

dyHkuma listen() Bbi3biBaeTcs nocne socket () nbind(), nepeg accept().

/* Await a connection on socket FD.
When a connection arrives, open a new socket to communicate with it,
set *ADDR (which is *ADDR_LEN bytes long) to the address of the connecting
peer and *ADDR_LEN to the address's actual length, and return the
new socket's descriptor, or -1 for errors.
This function is a cancellation point and therefore not marked with
__THROW. */

extern int accept (int __fd, __SOCKADDR_ARG __addr,

socklen_t *__restrict __addr_len);

®yHKuMa accept () Bbi3biBaeTcs cepBepoMm TCP nocne A5 BO3BPALLEHUS CNeaytoLero nosHoCTbo

YCTAHOB/IEHHOTO COEAMHEHUS W3 OuYEepPeay YCTaHAB/IMBAEMbIX COEAVHEHWIA (MACCUBHLIA  COKET
npeBpaLLaeTcs B NPUCOEeAVUHEHHbINA).

/* Open a connection on socket FD to peer at ADDR (which LEN bytes long).
For connectionless socket types, just set the default address to send to
and the only address from which to accept transmissions.

Return © on success, -1 for errors.
This function is a cancellation point and therefore not marked with
_ _THROW. */

extern int connect (int __fd, __ CONST_SOCKADDR_ARG __addr, socklen_t __len);

®yHKUMA connect () ucnonb3yeTcst KnueHTom TCP Ans ycTaHoBNeHUs coeguHeHus ¢ TCP cepeepom.

Mocne 3aBeplueHns paboTbl C COeANHEHHBIM COKETOM COEAMHEHUE HYXHO pa3opsarb, A/ Yero CokeT
3aKkpbITb. [na paspbiBa TCP coeguHeHus, ecnm He OblTb C/AWMWKOM MNPUAMPYMBLIM, BMOJSIHE TOAMTCA
cTaHfapTHas yHkums close():

#include <unistd.h>
/* Close the file descriptor FD.

This function is a cancellation point and therefore not marked with
_ _THROW. */

extern int close (int __fd);

Ho APl cokeToB npefocTaBnsieT HaMm W ApYryl0 asbTepHaTuBy, KOTopasi Mo3BoSAeT 6osiee TOHKO
ynpasnATb paspbiBOM COeAUHEHUSA:

/* Shut down all or part of the connection open on socket FD.
HOW determines what to shut down:
SHUT_RD = No more receptions;
SHUT_WR = No more transmissions;
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SHUT_RDWR = No more receptions or transmissions.
Returns O on success, -1 for errors. */
extern int shutdown(int __fd, int __how) __ _THROW;

34ecb Mbl MOXEM pas3fenbHO 3aKpbiBaTb TOMIbKO CUMUTHIBAIOLLYIO MM TOMbKO 3aMNMCLIBAIOLLYHO MOSIOBUHY
CoeaVHEHMSI.

OGMeHHble onepayun

Mocne BbINO/THEHMSA BCAKMX NOArOTOBUTE/IbHLIX MEPOMPUATWIA C COKETOM, COKET FOTOB K 3anMcu B HEFO
OAHHbIX, W CUMTbIBAHWS M3 HEro AaHHbIX (COKET, 006bIMHO, MNOSHOAYMAEKCHbIA KaHas, MO3BOMSHOLLNIA
[AByHanpaB/eHHble onepauun). nsa YTeHns-3anucn gaHHbIX COKeTa BMOMHE AOCTaTOYHO, 0cobeHHo anst TCP
(MOTOKOBOrO) COKETA, MCNONBb30BaTb TPaANUNOHHbIE POSIX 06MeHHble doyHKLNM (halinoBbIX 4ECKPUNTOPOB:

#include <unistd.h>
/* Read NBYTES into BUF from FD. Return the
number read, -1 for errors or 0 for EOF.
This function is a cancellation point and therefore not marked with
_ _THROW. */
extern ssize_t read(int __fd, void *__buf, size_t _ nbytes) __ wur;
/* Write N bytes of BUF to FD. Return the number written, or -1.

This function is a cancellation point and therefore not marked with
__THROW. */
extern ssize_t write(int __ fd, const void *__buf, size_t _ n) _ wur;
Bonee Toro, oyHKUMA By[eT Tak xe BO3BpalaTtb Hy/IeBOE 3HaYeHne Kak npu3Hak EOF no 3akpbiTMO coKeTa
NPOTUBOMNO/T0XHbLIM KOHLOM COeaANHEHUA.

ToyHO TakK Xe (Kak Ha (halifioBbiX AECKPMNTOpax) Ha COKETaxX MOXHO OpraHu3oBaTb MY/ILTUMN/IEKCHOE
oXumaaHue Beoga ucnosnbdysa select () uam poll().

M TOYHO Tak e, MOXHO (M HyXHO!) opraHvM30BbIBaTb TalM-ayThl OXWAAHUS Ha COKETax B onepauusix
connect(), read(), select() n poll(), recvfrom(), recv(), ... : POSIX BbI3oBom alarm() wau
1CMO/Ib30BaHNEM aCMHXPOHHBIX TaliMepoB.

Ecnu xe 3TuX TpagnuUMOHHbIX CNOCOOGOB BaM OKaXKETCS He AOCTaTO4YHO, TO APl COKETOB NpeaocTaBnsier
eLwé MHoro cneumgnmyecknx BapuaHToB O6GMEHHbIX (OYHKLWIA:

#include <sys/socket.h>
/* Send N bytes of BUF to socket FD. Returns the number sent or -1.
This function is a cancellation point and therefore not marked with
_ _THROW. */
extern ssize_t send(int __fd, const void *__buf, size_t _ n, int _ flags);
/* Read N bytes into BUF from socket FD.
Returns the number read or -1 for errors.
This function is a cancellation point and therefore not marked with
__THROW. */
extern ssize_t recv(int __fd, void *_ buf, size_t _ n, int _ flags);
OTa napa 06MeHHbIX onepaumii (BCe OHM CUMMETPUYHbIE) nNpeanonaraer AONONHUTENbHbINA, 4- napameTp:
___flags — HyneBoe 3HaveHue, nnn chopmrpyemas B pesynsrare norudeckoro OR 6uToBas Macka hraros,
YTOUYHAOLLAA XapakTep onepauunu:
#include <bits/socket.h>
/* Bits in the FLAGS argument to “send', ‘recv', et al. */

enum {
MSG_00B = 0x01, /* Process out-of-band data. */
MSG_PEEK = 0x02, /* Peek at incoming messages. */
MSG_DONTROUTE = 0x04, /* Don't use local routing. */

#ifdef __ USE_GNU
/* DECnet uses a different name. */

MSG_TRYHARD = MSG_DONTROUTE,

# define MSG_TRYHARD MSG_DONTROUTE

#endif
MSG_CTRUNC = 0x08, /* Control data lost before delivery. */
MSG_PROXY = 0x10, /* Supply or ask second address. */
MSG_TRUNC = 0x20,
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MSG_DONTWAIT = 0x40, /* Nonblocking IO. */

MSG_EOR = 0x80, /* End of record. */

MSG_WAITALL = 0x100, /* Wait for a full request. */
MSG_FIN = 0x200,

MSG_SYN = 0x400,

MSG_CONFIRM = 0x800, /* Confirm path validity. */

MSG_RST = 0x1000,

MSG_ERRQUEUE = 0x2000, /* Fetch message from error queue. */
MSG_NOSIGNAL = 0x4000, /* Do not generate SIGPIPE. */
MSG_MORE = 0x8000, /* Sender will send more. */
MSG_WAITFORONE = 0x10000, /* Wait for at least one packet to return.*/
MSG_FASTOPEN = 0x20000000, /* Send data in TCP SYN. */
MSG_CMSG_CLOEXEC = 0x40000000 /* Set close_on_exit for file

descriptor received through
SCM_RIGHTS. */
};
N3 Hux ocoboe BHWMMaHWe cToMT 06paTuTb Ha MSG_O0OB: oTnpaska WAM MonyvyeHVe NPUOPUTETHbIX
(BHEMONOCOBLIX) AaHHbIX B TCP coeguHeHuun.

#include <sys/socket.h>
/* Send N bytes of BUF on socket FD to peer at address ADDR (which is
ADDR_LEN bytes 1long). Returns the number sent, or -1 for errors.
This function is a cancellation point and therefore not marked with
_ _THROW. */
extern ssize_t sendto(int __fd, const void *__buf, size_t _ n,
int __ flags, __ _CONST_SOCKADDR_ARG __addr,
socklen_t __addr_len);
/* Read N bytes into BUF through socket FD.
If ADDR is not NULL, fill in *ADDR_LEN bytes of it with tha address of
the sender, and store the actual size of the address in *ADDR_LEN.
Returns the number of bytes read or -1 for errors.
This function is a cancellation point and therefore not marked with
__THROW. */
extern ssize_t recvfrom(int _ fd, void *__restrict _ buf, size_t _ n,
int _ flags, __ SOCKADDR_ARG __addr,
socklen_t *_ _restrict __addr_len);

OTa napa onepauuii BBOAA-BbiBOAA aHa/IOTUYHbI CTaHAApPTHbIM onepauusMm read() u write(), Ho
TPeObytoT 3-X AOMOSHUTENbHbLIX NapamMeTpoB:

- __flags — 6utoBble hnaru, KOTopble 06bACHEHBI BbILLE;
- __addr — struct sockaddr, agpec nonyyaresns unv oTnpasuUTens, C KEM NPOUCXOAUT OOMEH;
- __addr_len — pa3mep 3TOW agpecHOi CTPYKTYpbl;

MocnepHve 2 aprymeHTta recvfrom() aHanornyHbl nocrefHVM aprymeHtam accept(): KTo oTnpasun
pararpammy (npu UDP), nnun KTo nHnuumnpoBan coeanHenune (npu TCP). MocnegHne 2 aprymenTa sendto()
aHasIorMyHbl NocegHNM apryMmeHTam connect(): CTpykTypa afpeca 3anofiHAeTcs agpecoM npoTokosa Toro
MecTa Kyga oTnpasnserca gararpamma (npy UDP), nnu ¢ kotopbiM 6yAeT ycTaHaB/MBaTbCA COeAUHEHME
(npn TCP).

Takve npototunbl onepaunii recvfrom() n sendto() AenawT nx yaoOGHbLIMU 4/15 UCNONb30BaHUS B
UDP, HO BCce 06MeHHbIe onepauun B paBHO Mepe NPUMEHVIMbI KO BCEM BUAAM COKETOB.

Ewé oavH Bng onepauuin BBOAAa-BbIBO4a — BEKTOPHbIE ONepaLun:
#include <sys/uio.h>
/* Read data from file descriptor FD, and put the result in the
buffers described by IOVEC, which is a vector of COUNT 'struct iovec's.
The buffers are filled in the order specified.
Operates just like 'read' (see <unistd.h>) except that data are
put in IOVEC instead of a contiguous buffer.
This function is a cancellation point and therefore not marked with
_ _THROW. */
extern ssize_t readv(int ___fd, const struct iovec *__iovec, int __count) __wur;
/* Write data pointed by the buffers described by IOVEC, which
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is a vector of COUNT 'struct iovec's, to file descriptor FD.
The data is written in the order specified.
Operates just like 'write' (see <unistd.h>) except that the data
are taken from IOVEC instead of a contiguous buffer.
This function is a cancellation point and therefore not marked with
__THROW. */
extern ssize_t writev(int __fd, const struct iovec *__iovec, int __count) _ wur;

OHWM NO3BO/SHOT UCMOMNBb30BATL A1 YTEHWS WK 3anncy oauH Unn 6onee (BekTop) 6ydhepoB ¢ NOMOLLbHO
OfHOro Bbl30Ba (PyHKUMK. Takme onepauun HasbIBAKTCS OnepauusmMy pacnpegensiowero uteHms (scatter
read) n o6beguHsowen sanucn (gather write).

BTopoit napameTp aTUX PYHKUMIA — yKalaTeslb Ha MaccuB CTPYKTYyp iovec:
#include <bits/uio.h>
/* Structure for scatter/gather 1I/0. */
struct iovec {
void *iov_base; /* Pointer to data. */
size_t iov_len; /* Length of data. */

}i

A nocnegHuin napameTtp readv() u writev() — 3T0 pa3mepHOCTb 3TOro mMaccumsa. MakcMmMasibHO
OONYCTUMBIA pa3Mep BeKTopa 3aBUCUT OT Tuna onepaumnoHHoli cuctembl (POSIX 1.g) n eé Bepcun, n
onpefensieTcs Tam xe:

/* Size of object which can be written atomically.
This macro has different values in different kernel versions. The
latest versions of the kernel use 1024 and this is good choice. Since
the C library implementation of readv/writev is able to emulate the
functionality even if the currently running kernel does not support
this large value the readv/writev call will not fail because of this. */
#define UIO_MAXIOV 1024

Hy 1 HakoHel, camasi o6uiasn (HO Kak Bcerga v cnoxHas) popMa 06MeHHbIX onepauuii — Ha cryyai,
ecnu npegplaywine He obecrneymBaloT Xenaemoe nosefeHne B TOHKUX AeTasisax:
#include <sys/socket.h>
/* Send a VLEN messages as described by VMESSAGES to socket FD.
Returns the number of datagrams successfully written or -1 for errors.
This function is a cancellation point and therefore not marked with
__THROW. */
extern int sendmmsg (int ___fd, struct mmsghdr *__vmessages,
unsigned int __vlen, int __flags);
/* Receive a message as described by MESSAGE from socket FD.
Returns the number of bytes read or -1 for errors.
This function is a cancellation point and therefore not marked with
__THROW. */
extern ssize_t recvmsg (int __ fd, struct msghdr *__message, int __ flags);
BONbLWMHCTBO apryMeHTOB 3TUX (DYHKLWI CKPbITO B CTPYKTYpE:
#include <bits/socket.h>

/* Structure describing messages sent by “sendmsg' and received by ‘recvmsg'. */
struct msghdr {
void *msg_name; /* Address to send to/receive from. */
socklen_t msg_namelen; /* Length of address data. */
struct iovec *msg_iov; /* Vector of data to send/receive into. */
size_t msg_iovlen; /* Number of elements in the vector. */
void *msg_control; /* Ancillary data (eg BSD filedesc passing). */
size_t msg_controllen; /* Ancillary data buffer length.

Il The type should be socklen_t but the
definition of the kernel is incompatible
with this. */

int msg_flags; /* Flags on received message. */

i

116



MapameTpbl cokeTa

API| cokeToB BK/HOYAET psAf (PYHKUMIA, AAOLWMX YTOYHEHHYIO MHADOPMAaLMIO O COKETE, WX YNPaB/ISoLWmMX
0COGEHHOCTAMN MOBEAEHNS COKETA. BaxkHelLLE 13 3TUX BO3MOXHOCTE €CTh:

/* Put the current value for socket FD's option OPTNAME at protocol level LEVEL
into OPTVAL (which is *OPTLEN bytes long), and set *OPTLEN to the value's
actual length. Returns 0 on success, -1 for errors. */

extern int getsockopt(int __fd, int __ level, int __ optname,

void *__restrict _ optval,
socklen_t *__restrict __optlen) _ THROW;
/* Set socket FD's option OPTNAME at protocol level LEVEL
to *OPTVAL (which is OPTLEN bytes 1long).
Returns O on success, -1 for errors. */
extern int setsockopt(int __fd, int __level, int __optname,
const void *__optval, socklen_t _ optlen) _ THROW;

dyHkumamn  getsockopt() u setsockopt() cuuTbiBalOTCA U YyCTaHaBNMBAKTCA 3HAYEHUS
MHOFOYMC/IEHHBIX CBOMCTB cokeTa. MapameTp ___fd go/mKeH 6bITb OTKPbITbIM AECKPMNITOPOM COKETA.

Mapamerp _ level ykasbiBaeT KakMM MPOTOKO/IbHbIM YPOBHEM [O/DKEH WHTEPNPETMPOBATHCS
napameTp (SOL_SOCKET, IPPROTO_IP, IPPROTO_IPV6, IPPROTO_TCP, ... CM. BbilIE):

#define SOL_SOCKET 1

MapameTp __optname ykasbiBaeT Ms napaMeTpa K KOTOPOMY OTHOCUTCS BbI30B:

#include <asm-generic/socket.h>
#define SO_DEBUG 1
#define SO_REUSEADDR 2
#define SO_TYPE 3
#define SO_ERROR 4
#define SO_DONTROUTE 5
#define SO_BROADCAST 6
#define SO_SNDBUF 7
#define SO_RCVBUF 8
#define SO_SNDBUFFORCE 32
#define SO_RCVBUFFORCE 33
#define SO_KEEPALIVE 9

MapameTp __ optval ykasbiBaeT agpec MNepeMEeHHOW, Kyda MNOMELLAETCH CUYMTaHHOE 3HauyeHue
(getsockopt ()) wnm koTopas coaepXnT HoBoe 3HadeHue (setsockopt()). Tun 31Ol NEpeEMEHHO MOXET
ObITb Pa3NINYHbIM, B 3aBMCMMOCTM OT __optname, HO AN MHOTMX NapaMeTpoB 370 int.

MpuMepbl U3MEHEeHUs1 ucnonb3oBaHust setsockopt() p[na M3MEHeHW A CBOWCTB COKeTa  Uan
N3MEHeHNs afganTaunoHHbIX MexaHn3MoB TCP:

1. PaspeLwwnTb 6bICTPLIA Nepe3sanyck cepsepa (MM BOCCTAHOB/IEHVE YNaBLUEro), He OXunaas UcTeveHus
cocTtosiHuA TIME-WAIT (nopsigka 2-X MUHYT):

const int on = 1;
setsockopt(fd, SOL_SOCKET, SO_REUSEADDR, &on, sizeof(on));

Takoli BbI30B fO/MKEH NpeaLecTBoBaTh Bbi3oBY bind () (MpuBsa3ke cokeTa).

2. OTkntoyeHne anroputma Haiirna (06beAnHeHUss KOPOTKUX NOoc/iefoBaTe/lbHbIX CETMEHTOB B OAWH
60s1ee A/IMHHbIN), YTo gonycTumMo ans LAN:
const int on = 1;
setsockopt(fd, IPPROTO_TCP, TCP_NODELAY, &on, sizeof(on));

BcnomorarenbHble ®yHKLUMM TOro xe (MHAopMaLMOHHOro) npegHasHauyeHus:
#include <sys/socket.h>
/* Put the local address of FD into *ADDR and its length in *LEN. */
extern int getsockname(int ___fd, __ SOCKADDR_ARG __addr,
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socklen_t *_ restrict __len) __ THROW;
/* Put the address of the peer connected to socket FD into *ADDR
(which is *LEN bytes long), and its actual length into *LEN. */
extern int getpeername(int ___fd, _ SOCKADDR_ARG __addr,
socklen_t *_ restrict __len) __ THROW;

MepBas 13 HUX (getsockname()) BO3BpaLlaeT NokanbHbIii, a BTopas (getpeername()) — yAa/IEHHbIN
aipPEeCHYI0 CTPYKTYpPY MPOTOKOS1a, CBA3aHHbIW Ha faHHbIi MOMEHT C COKETOM.

Ncnonb3oBaHue coketHoro API

BasoBble CXeMbl MOCTPOEHUS OOMEHa B K/IMEHTCKMX U cepBepHbiX kogax, u ansa UDP n ans TCP
OCTalTCA MPaKTUYECKM MNOCTOSAHHbIMW OT MpoeKTa K MPOeKTy, XOTA B AeTansax MOryT CyLecTBEeHHO
pasnuuatbes’. PaccMoTpum 3T 6a3oBble cxeMbl (BCe NMpUMepbl KOAO0B HAXOAATCA B KaTtasiore apxusa nof
nmeHem echo-cli-serv)...

O6ume onpeaeneHus:
common.h :

#ifndef __common_h
#define __common_h

#include <errno.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#include <netdb.h>

#include <sys/socket.h> /* basic socket definitions */
#include <netinet/in.h>

#include <arpa/inet.h>

#define MAXLINE 4096 /* max text line length */
static char sendline[MAXLINE], /* write buffer */
recvline[MAXLINE + 1]; /* reaad buffer */

void err_dump(const char *, ...);
void err_sys(const char *, ...);

void str_cli(register FILE*, register int sockfd);
void str_echo(int sockfd);

void dg_cli(FILE* fp, int sockfd,
struct sockaddr* pserv_addr,
int servlen);

void dg_echo(int sockfd,
struct sockaddr* pcli_addr,
int maxclilen);

#endif

30ecb Bbl MOXeTe onpeaennuts IP (M NopTbl) agpec Ncnosb3lyeMoro cepeepa, I0KaslbHOro UAn yAanéHHOro B
rno6aslbHON CETM ... HO A/ TeCTMpPoBaHMs PaboTOCNOCOOHOCTM BCEX KNEHT-CEPBEPHBIX MPUIOXKEHUI
BMNOJIHE JOCTATOYHO, B 6O/LLUMHCTBE CNyvaes, U NETNEBOr0 UHTepdelica:

inet.h :

/* Definitions for TCP and UDP client/server programs. */
#include "common.h"

#define SERV_UDP_PORT 60000

#define SERV_TCP_PORT 60000

//#define SERV_HOST_ADDR "192.168.1.13" /* host addr for server */
7 3a OCHOBY NPMMEPOB 3TO¥ IVIaBbI B3AThI TpUMepbl 13 KHUrH Y.P.CtuBeHca [3].
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#define SERV_HOST_ADDR "127.0.0.1" /* host addr for server */

ssize_t readline(int fd, void *vptr, size_t maxlen);
ssize_t writen(int fd, const void *vptr, size_t n);

Bce nokasaHHble pgasiblie 4 BapuaHTt (Bkaodas UNIX cokeTbl) caenaHbl npefesibHO NpocTo, Tak YTobb!
OHU MOrNM GbITb KUCMNO/b30BaHbl Kak 6a30Bble LWAGMO0HbI AN paclUMpPeHUss B KOHKPETHbIE MPUIOXEHNS.
Besge B HUX:

- KnneHT oxngaet BBOAA CTPOKM C TEPMUHANA,;

- Monyuns CTPOKY OH nepecbliaeT eé cepsepy...

- CepBep Nony4ymB CTPOKY MOYa PETPAHC/IMPYET e€ Ha3am KIINEHTY...

- KnueHT BbIBOANT NOSTy4YEHHOE Ha TePMUHA A/191 CPaBHEHWS Ha afeKBaTHOCTb;
- Mocne yero Becb LUK/ NOBTOPSETCA A0 BECKOHEYHOCT!. ..

P.S. O6patute BHMMaHue, 4To AN noptoB TCP n UDP 3aeck BbIGPAHO OAHO U TO Xe YUC/IEHHOE 3HaYeHue,
AN TOro 4yTo6bl NNWHWIA pa3 NOATBEPAUTL YTO 3TO COBEPLUEHHO pasHble BELLU, N OHU He MeLlalT B3aMMHO

paboTte apyr gpyra.

Kaxgoe npunoxenve Hwke (KAMEHT U CeEPBEP KaXAOr0 TuMna) pasdefieHbl Ha 4acTu: 4acTb
chopmMupytoLLasi COKET (BbI3bIBAlOLLAS) M YaCTb BbINOMHALLASA LMK onepawuvii BBoga-BbiBoga. Tak IMCTUHIU
Kopoue 1 0603prMee.

UDP knueHm-cepsep
KnueHT nocbinatowmin UDP 3anpockl 1 AMarHOCTUPYHOLWMIA PETPAHC/IMPYEMbIE OTBETbI:

dgcli.c :

void dg_cli(FILE* fp, int sockfd,
struct sockaddr* pserv_addr, // ptr to appropriate sockaddr_XX structure
int servlen) { // actual sizeof(*pserv_addr)
int n;
while (fgets(sendline, MAXLINE, fp) !'= NULL) {
n = strlen(sendline);
if (sendto(sockfd, sendline, n, O, pserv_addr, servlen) != n)
err_dump("dg_cli: sendto error on socket");
// Now read a message from the socket and
// write it to our standard output.
n = recvfrom(sockfd, recvline, MAXLINE, O,
(struct sockaddr*)0, (socklen_t*)0);

if (n < 0)
err_dump("dg_cli: recvfrom error");
recvline[n] = 0; /* null terminate */

fputs(recvline, stdout);
}
if (ferror(fp))
err_dump("dg_cli: error reading file");

}
udpcli.c :

#include "inet.h"

int main(int argc, char* argv[]) {

int sockfd;

/* Open a UDP socket (an Internet datagram socket). */

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) < 0)

err_dump("client: can't open datagram socket");

struct sockaddr_in serv_addr;

/* Fill in the structure "serv_addr" with the address
* of the server that we want to send to. */

bzero((char*)&serv_addr, sizeof(serv_addr));
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serv_addr.sin_family = AF_INET;
serv_addr.sin_addr.s_addr = inet_addr (SERV_HOST_ADDR);
serv_addr.sin_port = htons(SERV_UDP_PORT);
dg_cli(stdin, sockfd, (struct sockaddr*)&serv_addr, sizeof(serv_addr));
close(sockfd);
exit(0);
}
Oxo-cepep UDP, peTpaHCANpPYIOLLMIA 3anpocChl KIMEHTa:

dgecho.c :

#include "inet.h"

void dg_echo(int sockfd,
struct sockaddr* pcli_addr, /* ptr to appropriate sockaddr_XX structure */
int maxclilen) { /* sizeof(*pcli_addr) */
for (;;) {

socklen_t clilen = maxclilen;

int n = recvfrom(sockfd, recvline, MAXLINE, O, pcli_addr, &clilen);

if (n < 0) err_dump("dg_echo: recvfrom error");

if (sendto(sockfd, recvline, n, 0, pcli_addr, clilen) != n)

err_dump("dg_echo: sendto error");

}
udpserv.c :

#include "inet.h"

int main(int argc, char* argv[]) {

int sockfd;

/* Open a UDP socket (an Internet datagram socket). */

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) < 0)

err_dump("client: can't open datagram socket");

struct sockaddr_in serv_addr;

/* Fill in the structure "serv_addr" with the address
* of the server that we want to send to. */
bzero((char*)&serv_addr, sizeof(serv_addr));
serv_addr.sin_family AF_INET;
serv_addr.sin_addr.s_addr = inet_addr (SERV_HOST_ADDR);
serv_addr.sin_port htons(SERV_UDP_PORT);

dg_cli(stdin, sockfd, (struct sockaddr*)&serv_addr, sizeof(serv_addr));

close(sockfd);

exit(0);

OTa napa B pa6oTe:
$ ./udpserv

$ ./udpcli
UDP KknueHT nocraet
UDP KnueHT nocnaet

BaxHo! ... VI ouyeHb noyunTenbHO Aa5 NOHMMaHWA: n3meHuTe B haiine inet.h 3HaueHue IP agpeca
cepBepe SERV_HOST_ADDR Ha agpec OTCYTCTBYKOLMIA (HEOOCTYMHbIA) B Balleidl JIOKa/IbHOM CeTw, Waun
BOOOLIE 6eCCMbICEHHbIN IPv4, nib 6bl OH OblST CMHTAKCUYECKM BEPHO 3anucaH... Mpu atom UDP-kAneHT
6ygetr 604po oOTCbiNaTb Aatarpammbl «B HE60» W GECKOHEYHO OXMAaTb OTTyda peTpaHcnsauun, a
NPUIOXKEHNE HWKaK He ByAeT hMKCMPOBaTb OLWMOKM B MPOMCXOAsLLEM. B NpOTMBONONOXHOCTb, NOKa3aHHbI
fanee TCP-k/IMEHT cpasy Xe 3asBMT 0 HeJOCTVXMMOCTM cepBepa. O6 3TOMY yxxe YNnOMUHa0Cb paHee, HO
TO 6b110 Ha CNoBax, a 34eCb — BO3MOXHOCTb MPOCTOM XMBOIN WAKOCTPaLUN.
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TCP knueHm-cepsep

Mockonbky TCP — NOTOKOBbLI MPOTOKOS1, TO NOJIE3HO MpeABapuUTeNbHO HanucaTb OyHKUMM 3anucu B
MOTOK M UTEHWUA U3 NOTOKa (UMEHHO NOToMY, YTO B TCP HeT «MakeToB» W pasMep UYTEHUS-3anucu 3a ofHy
onepauuio MOXeT ObITb NMPOU3BOJIbHLIM):

writen.c :

#include "common.h"

/* Write "n" bytes to a descriptor */
ssize_t writen(int fd, const void *vptr, size_t n) {
size_t nleft;
ssize_t nwritten;
nleft = n;
while (nleft > 0) {
if ((nwritten = write(fd, vptr, nleft)) <= 0) {

if (errno == EINTR) nwritten = 0; /* and call write() again */
else return(-1); /* error */
}
nleft -= nwritten;
vptr += nwritten;
}
return(n);

}
readln.c :

#include "common.h"

static ssize_t my_read(int fd, char *ptr) {
static int read_cnt = 0;
static char *read_ptr;
static char read_buf[MAXLINE];
if (read_cnt <= 0) {
again:
if ((read_cnt = read(fd, read_buf, sizeof(read_buf))) < 0) {
if (errno == EINTR) goto again;
return(-1);
} else if (read_cnt == 0)
return(0);
read_ptr = read_buf;
}
read_cnt--;
*ptr = *read_ptr++;
return(1);

ssize_t readline(int fd, void *vptr, size_t maxlen) {
int n, rc;
char c, *ptr;
ptr = vptr;
for (n = 1; n < maxlen; n++) {
if ((rc = my_read(fd, &c)) == 1) {
*ptr++ = c;
if (c == '\n') break; /* newline is stored, like fgets() */
} else if (rc == 0) {
if (n == 1) return(@); /* EOF, no data read */

else break; /* EOF, some data was read */
} else return(-1); /* error, errno set by read() */
}
*ptr = 0; /* null terminate like fgets() */
return(n);
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KnueHT nocbinatowmii TCP 3anpock! U AWarHOCTMPYIOLLMIA NoslyyaeMble OTBETHI:

strcli.c :

#include "common.h"

void str_cli(register FILE* fp,

int n;

while (fgets(sendline, MAXLINE, fp) != NULL) {
n = strlen(sendline);
if (writen(sockfd, sendline, n) != n)

register int sockfd) {

err_sys("str_cli: writen error on socket");

/* Now read a line from the socket and

* write it to our standard output. */
readline(sockfd, recvline, MAXLINE);
if (n < @) err_dump("str_cli:
recvline[n] = 0; /* null terminate
fputs(recvline, stdout);

n =
*/

}
if (ferror(fp))
err_sys("str_cli: error reading file");

}
tepcli.c :

#include "inet.h"

int main(int argc, char* argv[]) {
int sockfd;
struct sockaddr_in serv_addr;
bzero((char*)&serv_addr,
serv_addr.sin_family
serv_addr.sin_addr.s_addr =
serv_addr.sin_port =
/* Open a
if ((sockfd =

err_sys("client: can't open stream socket");

Connect to the server. */

(connect(sockfd,

err_sys("client: can't connect to server");

str_cli(stdin, sockfd);

close(sockfd);

exit(0);

// TCP cokeT

sizeof(serv_addr));
AF_INET;

/*
if

Oxo-cepeep TCP, peTpaHCAUpyOLWWii  3anpochl

(struct sockaddr*)&serv_addr,

readline error");

// 3anonHuTb CTPYKTYpy ajpeca cepsepa

inet_addr (SERV_HOST_ADDR);
htons(SERV_TCP_PORT);
TCP socket (an Internet stream socket).
socket (AF_INET, SOCK_STREAM, 0)) < 0)

*/

sizeof(serv_addr)) < 0)

// UuMKn 06MEHOB C CepBepoM

KueHTa (NPUCYTCTBYIOLLMIA B apxvMBe cepsep

peasi3oBaH Kak napasinenbHblid, 06CNYXMBAIOLLMIA MHOTO 3amnpoCcoB, 3[1eCb Xe OH MoKa3aH B CXEMaTUYHOM

nocsiegoBaTeNlbHOM BUIE):
strecho.c :

#include "common.h"

void str_echo(int sockfd) {

int n;
for (;;) {
n = readline(sockfd, recvline, MAXLINE);
if (n == 0) return; /* connection terminated

else if (n < @) err_dump("str_echo:
if (writen(sockfd, recvline, n) != n)
err_dump("str_echo: writen error");
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3
tecpserv.c :

#include "inet.h"

int main(int argc, char* argv[]) {
int sockfd; // TCP cokeT
if ((sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
err_dump("server: can't open stream socket");
struct sockaddr_in serv_addr; // wuHuumanusmpoBaTb YHUagpecom
bzero((char*)&serv_addr, sizeof(serv_addr));

serv_addr.sin_family = AF_INET;
serv_addr.sin_addr.s_addr = htonl(INADDR_ANY);
serv_addr.sin_port = htons(SERV_TCP_PORT);

if (bind(sockfd, (struct sockaddr*)&serv_addr, sizeof(serv_addr)) < 0)
err_dump("server: can't bind local address");
listen(sockfd, 5);
for (;;) { // UMKN No NOAKMYeHUs
socklen_t clilen = sizeof(serv_addr);
int childpid, newsockfd;
newsockfd = accept(sockfd, (struct sockaddr*)&serv_addr, &clilen);
if (newsockfd < 0) // oxupgaTb COeLUHEeHns
err_dump("server: accept error");
if ((childpid = fork()) < 0)
err_dump("server: fork error");

else if (childpid == 0) { // o6pabaTbBaTb B J0o4YepHeM Mnpolecce
close(sockfd); // 3aKpbiTb KOMWIO MPOCAYWMBAaKWWEro cokeTa
str_echo(newsockfd); // peTpaHCNupoBaTb MNOJyYEHHble AaHHble
exit(0); // 3aBepuuTb [0YepHuWii npouecc
}
close(newsockfd); // B poOUTENbLCKOM npouecce
}
}
CmoTpum 3Ty napy B pabore:
$ ./tcpserv
$ ./tepcli

TCP K/NEHT rnocbliaeT
TCP K/NeHT nocbinaeT

B3aumopgeiicTBue 3anpoc-oTBeT

Yaule Bcero (HO 3TO He Bcerga Tak) KAMEeHT-cepBepHoe B3auMopgeiicTBue B TCP peaniusyeT cxemy
3anpoc-0TBeT, Korga KIWEHT OTMpaB/sieT CepBepy 3anpoc, M OXWAAeT Ha Hero OTBeTa, a cepsep
06CNyXMBAET 3TOT 3anpoc, NOAroTas/MBAET HA HErO OTBET M BO3BPALLAET OTBET OXMAAIOLLEMY KIIMEHTY.

B npumepe Bbilwe MoKasaHO MMEHHO Takoe B3aumopgelictene. TCP B3anmogeinctsve 3anpoc-OTBeT
MOXET peasim30BbIBaTLCA B [BYX BapuaHTax:

1. Korga knmeHT oTkpbiBaeT coeAnHeHne (connect () co CTOpOHbI kKAMeHTa n accept() CO CTOPOHLI
cepBepa), a 3aTeM NepuoaudecKkn OTNpaBsSeT Yepes 3TO coeguHeHve (COeAMHEHHbIN COKET) 3anpochl, U
yepes 370 Xe CoefuHEeHNe cepBep nocnefoBarTe/ibHO BO3BPAaLLAET K/IMEHTY OTBETLI Ha 3amnpochkl. 3TO POBHO
Ta cxema, koTopas nokasaHa Bbille. 10 3TOW cxeme paboTaloT MHOXECTBO CETEBbLIX CNYX0, npuMepamu
MOryT ObITb MPOTOKO/bI: Telnet, FTP n gp. 3Ta cxema XOTb M O4YEBUAHA, HO 4valle BCE Xe UCnofb3yeTcs
Apyras cxema...

2. [ipyras cxema COCTOMT B TOM, YTO K/IMEHT OTKPbIBAET HOBOE COEAMHEHNE Ha Kaxablil 3anpoc. Yepes
3TO YCTaHOB/IEHHOE COeAMHEHME KWEHT MnepecbliaeT 3anpoc, M Yepe3 Hero Xe cepsep BO3Bpallaer
pe3ynetat. Bo3sparuB pesy/nibTar Ha 3anpoc cepBep HEMEeJ/IEHHO 3aKpblBaeT coefuHeHue (Kak BapuaHT,
CcoeUHEHNE MOXET 3aKpblBaTb K/IMEHT MOC/IE NOMyYEHMS OTBETa OT cepBepa). ATa Cxema UCNosb3yeTcs B
VHTepHeT ewé valle, Yem npeabigyuias, npumepom eé ncnonb3oBaHus ectb HTTP (3anpockl knueHTa GET
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nnn POST). B Takoii cxeMe oparMeHT Koga cepBepa, NoKasaHHbI Bbille, TpaHCopMupyeTcs B ewé 6onee
MPOCTOW KoA:

while (1) { // UMKN NO NOAKMYEeHns
int len = sizeof(serv_addr),
newsockfd = accept(sockfd, (struct sockaddr*)&serv_addr, &len);

if (newsockfd < 0) err_dump(...); // oXxupgaTb COefVHEeHUN

int n = readline(newsockfd, recvline, MAXLINE); // 4TeHune OT K/WeHTa

if (n < Q) err_dump(...);

if (writen(newsockfd, recvline, n) != n) // peTpaHcnaumsa
err_dump(...);

close(newsockfd); // 3aKpbiTb nocse oTBeTa

CnaBHoe oT/In4yme 34ecCb COCTOUT B UCK/THOYEHUN LMKNa Mo nocTtynaruwmm 3arnpocam KimeHTa — Ka)l(,qblVl
3anpoc-oTBeT ABNAETCA 3aKOHYEHHbIM akTOM B3aVIMO,CI|eVICTBVIFI, 1 3aBepliaeTcs 3akpblTuem coeanHeHus.

Knuenm-cepsep 8 UNIX domeHe

[ns cpaBHeHWs, B apxvMBe MPUMEPOB MPUBELEHbI KIMEHT N 3X0-CepBep, paboTatoume B cemeiicTee
npotokonioB UNIX gomeHa — 3T0 B3aMMOAENCTBMUE B Npefenax NIoKaslbHOro KOMNbloTepa. Takoe cpaBHeHne
crnocobCcTBYEeT ropa3go 6onee rny60KkoMy MOHMMAaHMK BOMPOCOB CETEBOrO NPOrpaMmupoBaHusi. Mogo6HbIM
o6pasom B3aMMoAeNCcTBYOT rpaduueckme (GUI) nonb3oBaTenbCcknue npuaoxkeHnss Linux ¢ cepBepoMm
rpadmyeckolri nogcmcteMbl X11 1 OKOHHbIMWU MeHemkepamun (BoobLLE TO roBOpsl, CETEBLIMU NPUNOXKEHNSMN
N npotonioM). [okasaHbl Mapbl NPUNOXeHWA (kIMeHT un cepBep) kak ana UDP (unixdgcli.c u
unixdgserv.c), Taku gna TCP (unixstrcli.c nunixstrserv.c).

Wx pa6oTa (TecTupoBaHne) GyAeT BbIMISAETb aHAIOTMYHO NOKA3aHHPUY BbILLE:

$ ./unixstrserv
$ ./unixdgserv

$ ./unixstrcli
UNIX cokeT NOTOK
UNIX cOKeT MnOTOK

$ ./unixdgcli
UNIX pgaTarpamMm noToK
UNIX pgaTarpamMm noToK

Ynpasnsawouwue onepayuu

®yHkumm ioct1() TPaAULMOHHO SBASNNCH CUCTEMHBLIM UHTEPCECOM yNpaBeHns A5 BCEro, YTO He
nonagasio B Kakyl-nnbo p[pyrylo 4YETKO onpepenéHHyro kareroputo. CraHgapt POSIX nocrteneHHO
ns3baBnsieTca oT Bbi3oBa 10Ctl() B pas/MuHbIX CUTyauusiX, 3aMeHsie e€ dyHKUuAMU-o6épTkamm ¢
CTaHA4apTU30BaHHOW (PYHKLMOHA/TbHOCThIO.

TeM He meHee, ioctl() MOXeT MCNONb30BaTLCA BO MHOIMMX C/lydasx MosiydyeHus uHdopmauun ot
CeTeBOro CTeka, Unu yrnpas/sieHneM (OYHKLMOHa/IbHOCTLIO COKeTa. PYHKLMSA onpeaeneHa Kak:
int ioctl(int fd, int request, void* arg);
®yHKUMA BCerga NpUMeHsieTca K (painnioBoMy AeckpunTopy wunu cokety. Bug 3-ro apymeHTta MOMHOCTbLIO
onpefenseTca Lenoync/ieHHbIM KoAoM onepauun request (4acTo 3TO yKasaresib Ha YMCNOBOE 3HaueHue,
HO MOXeT OblTb W CNOXHAas CTPYKTypa). [NA CUMTbIBAHUSA U WU3MEHEHMS 3Ha4YeHWs OAHOro W TOro e
napameTpa ucnonb3yTcs pasHble koga ioctl() (koa onpenenser HanpasfieHue nepefadvt OaHHbIX).

OnpegenexHnss HEKOTOPbIX KOAOB, OTHOCALWMECA K 06N1acTU COKEeTOB, MOXHO Haitu B dhaiine
<linux/sockios.h>:

/* Socket configuration controls. */
#define SIOCGIFNAME 0x8910 /* get iface name */
#define SIOCSIFLINK 0x8911 /* set iface channel */
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#define SIOCGIFCONF 0x8912 /* get iface list */
#define SIOCGIFFLAGS 0x8913 /* get flags */
#define SIOCSIFFLAGS 0x8914 /* set flags */

PabGoTalowme npumepbl UCMO/b30BaHUsA onepauuini ioct1l() MOXHO BMAeTb B nogkatasiore ioctl
katanora ufd apxvBa npyMepoB Koaa:
$ ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: enp2s14: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP mode DEFAULT group
default glen 1000

link/ether 00:15:60:c4:ee:02 brd ff:ff.ff.ff.ff.ff

3: wlp8s0: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN mode DEFAULT group default glen
1000

link/ether 00:13:02:69:70:9b brd ff:ff.ff.ff.ff.ff

$ ./prifinfo inet4 0

lo: <UP LOOP >
IP addr: 127.0.0.1

enp2sl14: <UP BCAST MCAST >
IP addr: 192.168.1.5
broadcast addr: 192.168.1.255

Knaccbl o6c¢cyxusaHusi cepsepom

Cuctemam UNIX cBOIiCTBEHHA K/IMEHT-CEpBEpPHAs apxuTekTypa, ata apxutektypa nmeeT B UNIX MHoro
[ecATUIETUIA UCTOPUIO, N MHOTME KPYMNHblE MPOEKTbl MNOCTPOEHbl MMEHHO MO 3TON apxutektype. IMeHHO
Mo3TOMYy, A/ K/IUEHT-CePBEPHOl apXMTEKTypbl W3y4eHO MHOTO BapuaHTOB TOro, kak pab6oTtaer
06CNyXMBaKOLWLMA cepBep. ITU BapuaHTbl PpACCMOTPEHbI HUXE.

PaccmoTpeHune cocpefotoyeHo Bokpyr TCP cepBepoB, Tak kak OHM Haubonee 4acTo UCMosb3yHT Kakue-
6o hopmbl pacnapannenusaHnsa 06cnyxuBaHus, ans cepsepoB TCP 370 0CO6eHHO akTyasibHO, Tak Kak
MMEHHO Ha 3TOM NPOTOKOME CTPOSATCH, [NaBHbIM 006pas3oM, BbICOKOHArpyXeHHble cepBepa MacCOBOro
obecnyxmBanusa. Ho n gna cepsepa UDP MoryT 6biTb Takke peann3oBaHbl napasiienbHble (hopmbl
06CcNyXnBaHus.

PasnunuHble BapuaHTbl MOKasaHbl B KaTasore apxumBa Xxservers. B npoekte peanunsoBaH
crneumanusnpoBaHHblii TCP knveHT (chaiin cli.cc), koTopblii nockinaeT TpebyeMoe uncno pasé 3anpocs K
HY)XHOMY cepBepy (onpegensieTcs BbIGOPOM MOpTa), NMPUHUMAET OT HEro OTBET, U TyT Xe paspbiBaeT
coeguHeHne (MO Takol MpPUMEPHO cxeme obpabatbiBaloTcs 3anpockl B HTTP npotokone). Cepsepa
npeacTaBnsT cob0ii NPOCTble PETPAHCASATOPSI, HO BbIMO/THEHHbIE B PA3/IMYHON TEXHHUKE.

KnueHTt un3smepsieT Bpems (TOYHEE — UYMCNO TAKTOB 4acTOTbl Npoueccopa, 3TO BbiCOKas TOYHOCTb
HaHOCEKYHJHOrO [aAuanasoHa’) mexzay OTnpaBKoW 3anpoca cepBepy M NPUXOAOM OTBeTa OT Hero. s
domkcaLmmn ymcsa TakToB C MOMEHTa cTapTa npoueccopa MCnosb3yeTcs N3MepeHne annaparHoro cHéTumka
RDTSC, npucyTCTBYIOLLEro BO BCEX COBPEMEHHbLIX MOAENAX NPOLECCOpoB cemelicTBa x86. Kog 3anucaH ¢
MNCNONb30BaHNEM MHaNHOIo accembrnepa npoekta GCC:

rdtsc.c :
uint64_t rdtsc(void) {

union sc {
struct { uint32_t lo, hi; } r;

uint64_t f;
} sc;
__asm__ _ volatile__ ("rdtsc" : "=a"(sc.r.lo), "=d"(sc.r.hi));

return sc.f;

8 Cepusi 3aNpoCOB OT K/IMeHTa Jle/1aeTcsl /IS yCpeAHeH s pe3ysibTaTa U Jijisi Toro (Kak OyzieT BUIHO Janee), 4ToObI UCK/IFOUYNTE (MK
HA00O0POT yUeCTh, BbIJEINUTD) 3P(EKThI KIMIUPOBAHUS TaMSITH.

9 VIHCTpPyMeHT AJisl TAKOTO XPOHOMeTpa)ka coOpaH B CTaTWUYeCKH KOMIoHyemyro 6ubmuoreky libdiag.a, Bce komel ayisi Heé
TIpe/ICTaB/ieHbl B aDXUBE, HO 3/leCb OHU 00CY)XAaThCs He OyayT.
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// BapuaHT gna cTtapbix GCC:
// __asm__ __volatile__ (".byte 0x0f, 0x31" : "=a"(sc.r.lo), "=d"(sc.r.hi));

// BapuaHT HO TOMbKO Ana 32-6uT 1686:
// asm volatile ("rdtsc" : "=A" (x));

Kaxgblii 3anpoc K cepBepy npeacTaBnsieT coboil criyyaliHoe 4mucfo, reHepupyemoe K/MEHTOM, B
CMMBO/bHON hopme. PeTpaHC/IMpoBaHHbI CeEpBEPOM OTBET CBEPSIETCS C 3aNpOCOM AJ1s1 AOMOHUTENIbHOIO
KOHTpOssi. Bce nokasaHHble NMporpammbl NOKasaHbl B YNPOLLEHHbIX BapuaHTax: He Be3fe caenaHa nosiHas
06paboTKa OLIMOOYHbIX CUTyaLWil, U CO3HATEe/IbHO He BK/oYeHa obpaboTtka curHana SIGCHLD, kotopas
LO/MKHA NpensTCTBOBaTh NOSAB/IEHUIO «30MOM» NPOLLECCOB.

Kog knneHTa Mbl He 06CyxaaemM (OH NPUBEAEH B apxMBE), HO OTHOCWUTE/IbHO €ro OMuuMii 3anycka: -a —
IP apgpec cepBepa (no ymonyaHuio 310 localhost), -p — 3HaueHne TCP nopta nogkntouveHus (no
ymonyaHuto 310 51000, 4YTO COOTBETCTBYET NPOCTOMY MOC/eA0BaTe/lbHOMY CepBepy) M -N — 4WUCMOo
3anpocoB K cepsepy B cepun (No ymondaHuto 10).

MporpaMMHbIA KOA, BbINOSIHEH B HOTaUMK A3blka C++ (XOTA cneumdmnyeckne o06bekTHble 0COB6EHHOCTU
C++, 3a UCK/IIO4YEHMEM NMOTOKOBOro BBOAA-BbiBOAa C++ 1 HE MCNONb30BaHbl — BCE TO Xe J/Ierko Bbinucatb Ha
Knaccnyeckom C, HO OHO BbIMNAAUT HECKOIbKO 60M1ee 06BbEMHbLIM, U 3TO OfHA M3 NPUYMH BblGOpa A3blKa
nnacTpauuin). A cobrpato 1 NokasbiBato UIFCTPALMM C KOMIWUIATOPOM U 6UGNNOTEKOIA:

$ gcc --version

gcc (Ubuntu 11.3.0-1ubuntul~22.04) 11.3.0

Copyright (C) 2021 Free Software Foundation, Inc.

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

(B 3aMeTHO 60s1ee paHHKX Bepcusax GCC 6bIn OT/IMUUS B MYTEBLIX UMEHaX 3arofloBOYHbIX haiifios, HO 3TO
NIerko pelaemMble npobembl.)

UacTb 00wmx onpegeneHwin n qyHKUMA 3TOM WANKCTPaLMn BbIHECEHbI B 06wme dhainbl, OHM
MCNONb3yKTCA BCEMW BapuaHTamMuW CepBepoB, W WX O06Llee WCMoMb30BaHWE CWILHO —YMpoLLaeT
CpaBHUTENbHOE U3yyeHne CO6CTBEHHO KOAOB CepBEpOB:

common.h :

#if !'defined(__COMMON_H)
#define __COMMON_H

#include <iostream>
#include <iomanip>
using namespace std;
#include <stdlib.h>
#include <stdio.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include "libdiag.h"

#define EOK 0

const int PORT = 51000,
SINGLE_PORT = PORT, // 51001
FORK_PORT = PORT + 1,
FORK_LARGE_PORT = PORT + 2,
PREFORK_PORT = PORT + 3,
XINETD_PORT = PORT + 4, // 51004
THREAD_PORT = PORT + 5,
THREAD_POOL_PORT = PORT + 6,
PRETHREAD_PORT = PORT + 7,
QUEUE_PORT = PORT + 8; // 51008

const int MAXLINE = 40;

// KpuTuyeckas owubka ...
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void errx(const char *msg, int err = EOK);

// peTpaHCnATOp TecTOoBbIX NnaketoB TCP

void retrans(int sc);

// co3gaHue 1M NOAroTOBKa MpoC/aywvBawWwero cokeTa

int getsocket(in_port_t);

extern int debug; // ypoBeHb 0TNajo4HOro BbIBOJA CepBepa
// napameTpbl CTPOKM 3anycka cepsepa

void setv(int argc, char *argv[]);

#endif

common.c .

#include "common.h"

// puarHocTuka OownbKun

void errx(const char *msg, int err) {
perror(msg);
if (err != EOK) errno = err;
exit (EXIT_FAILURE);

// peTpaHCnATop TecToBbIX NakeToB TCP
static char chdata[MAXLINE];
void retrans(int sc) {
int rc = read(sc, chdata, MAXLINE);
if (rc > 0) {
rc = write(sc, chdata, strlen(chdata) + 1);
if (rc < 0) perror("write data failed");

}

else if (rc < 0) { perror("read data failed"); return; }

else if (rc == 0) { cout << "client closed connection" << endl; return; };
return;

// co3gaHue M NOAroTOBKa MpOC/yWwMBawWero cokeTa
static struct sockaddr_in addr;
int getsocket(in_port_t p) {
int rc = 1, 1s;
if (-1 == (1ls = socket(AF_INET, SOCK_STREAM, 0)))
errx("create stream socket failed");
if (setsockopt(ls, SOL_SOCKET, SO_REUSEADDR, &rc, sizeof(rc)) != 0)
errx("set socket option failed");
memset(&addr, 0, sizeof(addr));
addr.sin_family = AF_INET;
addr.sin_port = htons(p);
addr.sin_addr.s_addr = htonl(INADDR_ANY);
if (bind(1ls, (struct sockaddr*)&addr, sizeof(sockaddr)) != 0)
errx("bind socket address failed");
if (listen(ls, 25) != 0)
errx("put socket in listen state failed");
cout << "waiting on port " << p << " ..." << endl;
return 1s;

// ypoBeHb 0T/Naf04HOr0 BbiBOJA CepBepa

int debug = 0;

void setv(int argc, char *argv[]) {
debug = (argc > 1 && 0 == strcmp(argv[1], "-v")) 2 1 : 0O;
if (debug) cout << "verbose mode" << endl;

Mpu TecTnpoBaHUN MOXHO 3arnyckaTb K/IMEeHT U cepBepa Ha ogHom xocTe (cepsep localhost no
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YMOJYaHWI0), Ha pasfenbHbix xocTax LAN (4ToGbl KMIMEHT 1 CepBep He pasfensiyin Npou3BOAUTENBHOCTb
OfHVX 1 TEX e NPOLECCOPOB NPU BPEMEHHbIX 3aMepax), WK yaanieHHo B r1o6asbHON ceT. Ho BpeMEHHbIe
3aJEePXKKM PEAKLMM CepBepa HAMHOIO HIKE, YeM (hpemsi pacnpocTpaHeHusi No oU3nYeckoii CeTu, No3ToMy
CpaBHeHVsi NPoBeEM UMEHHO Ha NET/IEBOM UHTepdhelice.

NMocnepoBaTenbHbIN cepBep

Koa npocTeiilero nocnenosartesibHOro cepeepa:

echo.cc :

// nocnepoBaTeNbHbli peTpPaHCNATOP TeCcTOBbIX NakeToB TCP
int main(int argc, char *argv[]) {
int 1s = getsocket(SINGLE_PORT), rs;
setv(argc, argv);
while (true) {
if ((rs = accept(ls, NULL, NULL)) < 0)
errx("accept error");
retrans(rs);
close(rs);
if (debug) cout << "*" << flush;

3
exit (EXIT_SUCCESS);

BbinosnHeHue:
$ sudo nice -n-19 ./echo
waiting on port 51000
NC
$ sudo nice -n-19 ./cli -p 51000 -n25
host: localhost, TCP port = 51000, number of echoes = 25
time of reply - Cycles [usec.]

201615[84] 68259[28] 61590[25] 58374[24] 56883[23]
58092[24] 57909[24] 57522[23] 57519[23] 58440[24]
57117[23] 56571[23] 57057[23] 55872[23] 59031[24]
56148[23] 56808[23] 51144[21] 53736[22] 52761[21]
52398[21] 52269[21] 50538[21] 52053[21] 51636[21]

Mean: 22.875 | Mean square deviation: 1.61536

MapannenbHblii cepBep

Cnepytowpii BapuaHT - 3TO CepBep, KOTOPbI Ha MPOTSHKEHWM HECKOMBbKMX AECATUIETWIA cuMTaercs
Kflaccmyeckol peasnvsauueli napasnieNlbHOr0 cepBepa: Korga Mo MOCTYM/IEHWMID O4YepefdHor 3anpoca
(accept()) nopoxgaetcsa (BbizoBoM fork()) HOBbIi 06cnyxuBawLwWmii npouecc (KNOH pPOAUTENLCKOrO
npouecca), KOTopblii U 3aHMMaeTcs 06cAyX1BaHEM MOCTYNUBLLETO 3anpoc. PoanTenbckuii xe npouecc npu
3TOM BO3BpaLLAETCsl B PEXUM MPOC/yLUMBaHUA CrieAyHoLmMX NOCTynatLmx 3anpocoB:

echl.cc :

// peTtpaHcnaTtop c¢ fork
int main(int argc, char *argv[]) {
int 1s = getsocket(FORK_PORT), rs;
setv(argc, argv);
while (true) {
if ((rs = accept(ls, NULL, NULL)) < 0)
errx("accept error");
pid_t pid = fork();
if (pid < 0)
errx("fork error");
if (pid == 0) {
close(1ls);
retrans(rs);
close(rs);
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if (debug) cout << "*" << flush;

exit (EXIT_SUCCESS);

}

else close(rs);

}

exit (EXIT_SUCCESS);

BbinonHeHune:

$ sudo nice -n-19 ./echl
waiting on port 51001

nC

$ sudo nice -n-19 ./cli -p 51001 -n25

host: localhost, TCP port
time of reply - Cycles [usec.]

51001,

number of echoes = 25

754818[314] 538815[224] 656835[273] 568614[236] 506487 [211]
438210[182] 636324[265] 426072[177] 556410[231] 479442[199]
631098[262] 461304[192] 480411[200] 599235[249] 476529[198]
395757[164] 387363[161] 415428[173] 485223[202] 764427[318]
521814[217] 783915[326] 406083[169] 556893[232] 534963[222]

Mean: 220.125 | Mean square deviation: 43.8095

Takoii cepBep MOXeT 06CMyXMBaTb [0CTAaTOYHO MHOTO 3arnpoCOB OAHOBPEMEHHO (NpU YCNOBWU, UTO Y
HEro oCTaéTcsi Ha TO AO0CTaTOYHO PEecypcOoB MPOLECCOPOB U MamaTv). Ho, Kak M crefoBanio oXuaarthb,
peakTMBHOCTbL (Nay3a nepes 06CNyXMBAHUEM) Y HETO 3HAUNTETLHO XYXKE.

MpepBapuTenbLHOE KNIOHMPOBaHUE NpoLecca

Monyyaetcq, 4TO A1 CepBepoB, paboTallyX Ha BbICOKO WMHTEHCMBHbLIX MOTOKaxX 3anpocoB, C
TpaanuMoHHbIM fork-MeTooM BCE He Tak XOPOLLO CO CKOPOCTbI0 peakuuu... HoO MOXHO NOMEeHsTb NopsfoK
BbI30BOB Tork() n accept() mectamum — co3garb 3apaHee HEKOTOPbIN My 06CAYXMBaOLWMX NPOLLECCOB,
KaKAblA N3 KOTOPbIX A0 NpMXoda KAMEHTCKOro 3anpoca 6yaet 3abnoknpoBaH Ha accept () (Bce accept()
Ha OLHOM W TOM >Xe NacCMBHOM COKeTe, YTO He MpeAyCMOTPeHo cneuudmkaumeid, Ho 310 paboTtaet!). A
nocsie OTpaboTKM O4YepesHOro K/MEHTCKOro 3anpoca 3abnaroBpeMEHHO CO34aTb HOBbI 06CAYXMBaOLLMWIA
npouecc. dTa TeXHMKaA onucaHa B uTepaTtype kak «npeaBaputenbHbiil fork» mnnn pre-fork. MeHnsem kog
cepsepa:

echll.cc :

const int NUMPROC = 3;
// peTpaHcnaTop c npegaBaputenbHoiM fork (prefork)
int main(int argc, char *argv[]) {
int 1s = getsocket(PREFORK_PORT), rs;
setv(argc, argv);
for (int i = ©; i < NUMPROC; i++) {
if (fork() == 0) {
int rs;
while (true) {
if ((rs = accept(ls, NULL, NULL)) < 0)
errx("accept error");
retrans(rs);
close(rs);
if (debug)
cout << i << flush;
delay(250); // naysa 250 usec.

}

for (int i = ©; 1 < NUMPROC; i++)
wait(NULL);

exit (EXIT_SUCCESS);

129



BbinonHeHwve:
$ sudo nice -n-19 ./echii
waiting on port 51003
nC
$ sudo nice -n-19 ./cli -p 51003 -n25
host: localhost, TCP port = 51003, number of echoes = 25
time of reply - Cycles [usec.]

121971[50] 100428[41] 96906[40] 64575[26] 72657[30]
62886[26] 61074[25] 59622[24] 56355[23] 56481[23]
58227[24] 55269[23] 54381[22] 58335[24] 55287[23]
67938[28] 56145[23] 53421[22] 63234[26] 58638[24]
55389[23] 57414[23] 55443[23] 54297[22] 54039[22]

Mean: 25.4167 | Mean square deviation: 4.94062
3aecb uudpbl BeCbMa 6/1M3k1e B K MPOCTOMY NOC/iei0BaTe/IbHOMY CepBepy.

Co3gaHue NoToKa no 3anpocy

CTpouM napannenbHblii cepBep (haiin ech2.cc), HO BMeCTo napanfienbHbiX K/IOHOB MPOLIECCOB
Tenepb 6yaeM NOPOXAaTh Napasfie/bHble NOTOKM B TOM Xe afpeCHOM MPOCTPAHCTBE:

ech2.cc :

void* echo(void* ps) {
int sc = *(int*)ps;
sched_yield();
retrans(sc);
close(sc);
if (debug)

cout << "*" << flush;

return NULL;

// peTpaHcnatop ¢ pthread_create no 3anpocy
int main(int argc, char *argv[]) {
int 1s = getsocket(THREAD_PORT), rs;
setv(argc, argv);
while (true) {
pthread_t tid;
if ((rs = accept(ls, NULL, NULL)) < 0)
errx("accept error");
if (pthread_create(&tid, NULL, &echo, &rs) != EOK)
errx("thread create error");
sched_yield();
}
exit (EXIT_SUCCESS);

BbInonHeHwve:
$ sudo nice -n-19 ./ech2
waiting on port 51005
NC
$ sudo nice -n-19 ./cli -p 51005 -n25
host: localhost, TCP port = 51005, number of echoes = 25
time of reply - Cycles [usec.]

1015857[423] 222273[92] 309009[128] 208569[86] 220194[91]
326541[136] 196122[81] 189402[78] 189324[78] 183285[76]
182238[75] 184515[76] 184845[77] 191820[79] 197787[82]
259284[108] 217791[90] 194625[81] 215502[89] 193584[80]
188184[78] 209352[87] 192684[80] 198282[82] 320907[133]

Mean: 89.2917 | Mean square deviation: 17.7728
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NMyn noTtokoB

TOYHO TaK, kak Mbl 3TO Aenanu C npeaBapuTesibHbIM COo3faHMeM K/oHa npouecca (echill.cc), Mb
MOXEeM c03faTb CepBep, KOTOPbIA OGyAeT npeABapuTeslbHO Co3faBaTb HECKOSIbKO MOTOK, KoTopble 6yaeT
3a6nokupoBaH Ha accept() B oxuagaHuyM 3anpocoB Ha o6cnyxuBaHue. Mbl, (aKTUYECKU, NMOMEHSNN
mecTamu Bbi3oBbl pthread create() naccept() B npegpigyLieii cxeme:

ech22.cc :

static int ntr = 3;
static pthread_mutex_t mutex = PTHREAD_MUTEX_INITIALIZER;
static pthread_cond_t condvar = PTHREAD_COND_INITIALIZER;

void* echo(void* ps) {

int sc = *(int*)ps, rs;

sched_yield();

if ((rs = accept(sc, NULL, NULL)) < 0)
errx("accept error");

retrans(rs);

close(rs);

pthread_mutex_lock(&mutex);

ntr++;

pthread_cond_signal(&condvar);

pthread_mutex_unlock(&mutex);

if (debug)
cout << pthread_self() << '.' << flush;

delay(250); // naysa 250 usec.

return NULL;

// peTpaHcnaTop c npeaBaputenbHoiM pthread_create()
int main(int argc, char *argv[]) {
int 1s = getsocket(PRETHREAD_PORT), rs;
setv(argc, argv);
while (true) {
pthread_t tid;
if (pthread_create(&tid, NULL, &echo, &ls) != EOK)
errx("thread create error");
sched_yield();
pthread_mutex_lock(&mutex);
ntr--;
while (ntr <= 0)
pthread_cond_wait(&condvar, &mutex);
pthread_mutex_unlock(&mutex);

}
exit (EXIT_SUCCESS);

3pecb accept() nepeHeceH B ob6pabatbiBaloliuii MOTOK. Kakoli KOHKPETHO u3 MnoToKoB 6yaeT
pas6nokmpoBaH A5 06paboTkM Mpu MOAyYeHUM 3anpoca — Henpeackasyemo! [ns CUHXPOHM3aumm
1CNoNb30BaHa yC0BHAasA NEPEMEHHYH, HO MOTYT NPUMEHSATLCS /TH06bIE U3 CUHXPOHNU3NPYIOLLMX MPUMUTMBOB.

BbInonHeHwve:
$ sudo nice -n-19 ./ech22
waiting on port 51007
nC
$ sudo nice -n-19 ./cli -p 51007 -n25
host: localhost, TCP port = 51007, number of echoes = 25
time of reply - Cycles [usec.]

221172[92] 79551[33] 83268[34] 70563[29] 96792[40]
61968[25] 69990[29] 68184[28] 69705[29] 69486[28]
68427[28] 69159[28] 60072[25] 60039[25] 60069[25]
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59787[24] 79071[32] 67590[28] 59730[24] 58710[24]
68250[28] 67662[28] 58119[24] 81150[33] 167340[69]
Mean: 30 | Mean square deviation: 8.97682

MocnepoBatenbHbI cepBep C oYepenbio 06CNyXUBaHNA

EcTb eweé oavH Kracc CepBepoB, KOTOPbI NpU  OMpeAenéHHbIX YC/IOBUSIX MOXET OKas3aTbCs
onTMMasibHee napasienbHbIX. DTO NocefoBaTe/bHbIN CEPBEP C OYEPEb0 0GC/TYXBaHUS

ech4.cc :

static queue<int> events;
static pthread_mutex_t mutex = PTHREAD_MUTEX_INITIALIZER;

void* reply(void*) {
int rsq;
while (true) {
if (events.empty())
continue;
pthread_mutex_lock(&mutex);
rsq = events.front();
events.pop();
if (debug)
cout << '-' << rsq << ',' << flush;
pthread_mutex_unlock(&mutex);
retrans(rsq);
close(rsq);

// nocnepoBaTeNbHbIi PeTPAHCNATOP C o4vepedbl 06CNyxMBaHuA
int main(int argc, char *argv[]) {
int 1s = getsocket(QUEUE_PORT);
setv(argc, argv);
pthread_t tid;
if (pthread_create(&tid, NULL, &reply, NULL) != EOK)
errx("thread create error");
while (true) {
int rs = accept(ls, NULL, NULL);
if (rs < 0) errx("accept error");
pthread_mutex_lock(&mutex);
events.push(rs);
if (debug)
cout << '+' << rs << ',' << flush;
pthread_mutex_unlock(&mutex);

}
exit (EXIT_SUCCESS);

BbinonHeHwve:
$ sudo nice -n-19 ./ech4
waiting on port 51008
AC
$ sudo nice -n-19 ./cli -p 51008 -n25
host: localhost, TCP port = 51008, number of echoes = 25
time of reply - Cycles [usec.]

140265[58] 101799[42] 56643[23] 58818[24] 58521[24]
55710[23] 56742[23] 52230[21] 55062[22] 60906[25]
62130[25] 56286[23] 56343[23] 56433[23] 42876[17]
51561[21] 50826[21] 52536[21] 48429[20] 53763[22]
52680[21] 50244[20] 49935[20] 48507[20] 53337[22]

Mean: 22.75 | Mean square deviation: 4.39934
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Kak NOHATHO npyv BHUMATE/IbHOM PAaCcCMOTPEHUM, apXUTEeKTypa C BXOLHONM o4vepenbid 06CnyXuBaHus
MOXET ObITb paclUMpPeEHa Takke Ha NGy napannienbHy peannsauunio cepeepa. ITO MOXET ObiTb OYEHb
NepPCneKkTUBHbLIM HanpasneHWeM pasBUTUA A1 MasiblX, SKOHOMHbIX M BCTPauBaeMbIX CUCTEM, Ae HYXHO
NPensaTcTBOBaTb MHTEHCUBHOMY pasbasapuBaHuio pecypcoB (3a CHET BECKOHTPObHOIO CO34aHNs AOYEepPHUX
NpoLLeCccoB UM NOTOKOB).

CynepcepBep 1 COKeTHasA akTuBauus

EcTb ewgé oauH cnoco6 MOCTPOEHWS W 3anycka CEeTeBbIX CEpBEpPOB, COYETAoWMiA MPOCTOTY
KOAMPOBAHWS C 3KOHOMUYHOCTBIO pelleHus Ana GHaKETHbIX apXUTekTyp. MoCKOsIbKy B Harpy)KeHHol
cucTeEMe MOXET ObiTb A0CTaTOYHO 60/bLIOE uMC/I0  (HECKOMBbKO [ECATKOB) Pas/iMyHbIX CEpBEPOB,
OXUAAOLLMX NOAKMOYEHNI HA pa3HbIX MOPTax, HAXOASLMXCSA B NACCUBHOM OXUAAHUM 1 NMOTPEBNSIOLLMX NpK
3TOM pecypchbl (NamsTb), To B UNIX 6bina AaBHO 6blia NpeaiokeHa Apyras TEXHUKa akTUBauuy CEPBEPOB
— 1o 3anpocy. ATO peasiM3yeTcsi UCMO/Mb30BaHNEM CyrnepcepBepa U COKeTHol akTuBaumnl. dunocodus
COKETHOi akT!BaLymn COCTOUT B TOM:

*  3anyLleHHbli cynepcepsep NaccuBHO npocnywuvsaet BeCb noaaepXxvBaembilii
(koHMryprpoBaHHsbIit) gnana3oH noptos UDP n TCP.

* [pv NosiBNEHWM aKTMBHOCTM (3anpoce OT K/IMEeHTa) Ha kakoM Mb0o U3 3TMX NOPTOB, CyrnepcepBep
3anyckaeT nporpaMmy, npunucaHHylo (B KOHUrypaunoHHbIX haiiniax) B kayecTBe cepsBepa A/is
3TOro MpoTokona. Toi NporpaMMoii cepBepa MOXET ObiTb Kak LuTaTHas peasvsauus, Tak 1 Balle
COBCTBEHHOE NPUSIOXKEHNE.

* Becb BBOA-BbIBOA U3 CETU NPU ITOM MNPOLO/IHKAET NPUHUMATLCA U OTNPAB/IATLCA CynepcepBepoM, HO
OH nepeHanpaBseT CETEBOV BBOA-BbIBOA Ha CTaHZAapTHble MOTOKM BBOAa-BbiBoga (SYSIN un
SYSOUT) 3anyLLeHHO nporpaMMbl cepeepa.

MepBbIM MCTOPUYECKU W3 CynepcepBepoB, Hanbonee M3BECTHbIMW, W UCMOMb3YeMbIM A0 CErofHs Ha
MaUibIX U BCTparBaeMbIX apxXUTeKTypax ABnsTca inetd. B 4ecKTONHbIX M cepBepHbIX apxMTeKTypax 6onee
yacTo MCnofb3yeTcs crepgytollee nokoneHne xinetd. BONbWWHCTBO (IYHKUMOHANBHOCTA COKETHOIA
aKTMBaLMM BK/OUYEHO TakkKe B NOAAEPXKKY HOBOI CUCTEMbI ynpaBfeHus 3arpy3koi n cepsucammn systemd,
npuLeWwen Ha CMeHy TPaaNLMOHHOI cucteme init.

Bce u3 cynepcepBepOB OMMPAalOTCA Ha MepeyncrieHMe  3aperucTpupoBaHHble CETEBbIX CNYXO
(npoTokon0B, CepBeEPOB) B cCTEMHOM chaiinie /etc/services:

$ cat /etc/services | wc -1
11176
$ cat /etc/services

echo 7/tcp

echo 7/udp

daytime 13/tcp

daytime 13/udp

ftp 21/tcp

ftp 21/udp fsp fspd

ssh 22/tcp # The Secure Shell (SSH) Protocol
ssh 22/udp # The Secure Shell (SSH) Protocol
telnet 23/tcp

telnet 23/udp

Pasnunune cynepcepBepoB NPOSsIBASIETCS B X KOH(MIYpUpOBaHUN.

* HenocpeacTBeHHO npocnywmBaemMble inetd nopTbl 3anucaHbl B €ro KOHpurypaunoHHom chaiine
/etc/inetd.conf, no npuMHuMny: oAnH cepBuc — ofHa CTpoKa KoHdmrypauun. B sToin cTpoke ot
6-Tn A0 11-T NO3MLUMOHHbIX NapaMeTpoB, B CTPOro npeAonpeaenéHHOM nopsiake, pasaenéHHbIX
npo6esiamMu, HIKakue NepeHockl CTPOKM He JoMnycKakTCs.

*  KoHdmrypaumn xinetd 6Gonee 06CTOATE/bHbI, ONUCLIBAIOTCA HE OfHOM CTPOKON MO3ULUOHHbIX

10 3to cnocob ouens B fyxe UNIX u oueHb LIUPOKO UcHosb3yeMbiii B UNIX pa3nuuHbIMU MPOEKTaMH.
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napamMeTpoB Ha CepBuC, Kak Ana inetd, a uenbiM 610K KNKOUYEBbIX NapaMeTpoB. Vcnosib3lyembix
napamMeTpoB [0BO/IbHO MHOTO, 60/IbLUMHCTBO M3 HUX — OMUMOHa/IbHbIE, @ OCHOBHbIE OYEHb MOXOXM
N COOTBETCTBYHOT MONSM CTPOKM KOHcpurypaumm inetd. 3Tu KoOHwMrypauum 3anucbiBaroTcs
(oainamu B Katanore /etc/xinetd.d (valle no ogHOMy cepBucy Ha haiin, HoO MOXET ObiTh 1 NO
HECKO/IbKO CepBUCOB OAHMM haisiom — Bce halinibl 3TOr0 Katasiora YATalTcs nocnefoBaTesibHO
Kak 0fHO Lenoe). 34echb Kaxaplii cepBMC KOHUIYpUPYETCA OAHOI 3annCbIO (3ak/IIOUYEHHON B 610K
ckobkamn {. . .}).

Ynpasnawuwme daiinsl systemd (ynpaBnsiiowjpe CTapToM W OCTaHOBOM BCex Cnyx6 Linux)
pasMewjaloTc B katasnore /usr/lib/systemd/system/. [ONnsi COKETHOW akTMBaumMn CryXObl
cosgaloTcs 2 cTapToBbIX oaiina, Ha npumepe SSH ato sshd.socket n sshd@. service: nepsblii
COOEPXUT ONMCaHWe COKeTa WM MopTa, a BTOPOli — npaBua cTapta cepsepa. Popmar napameTpos
3TUX oaiinios nogobeH xinetd.

PaccMoTpumM 3anyck MOCPeACTBOM COKETHOW akTuBauuu cepBepa (PeTpaHcnstopa), aHasorMyHoro

paccmaTpuBaeMbiM Bbille. BonbMM AOCTOMHCTBOM 3TOr0 METOAA ecTb TO, UTO CepBep MOXET ObiTb
BbIMO/IHEH ObICTPO, Ha NOObIX fA3blKax, KOMMUAMPYIOWMUX WU CKPUNTOBLIX (HWXE MoKasaHbl HECKOSIbKO
peanuszaumin: C, C++, bash, JavaScript). BoT HECKONbKO MpuMMepoB, MO0 N3 KOTOPbIX Mbl MOXEM

1Cnosib3oBaTh (BCE TOT Xe KaTasior apxmBa XServers):

ech3c.c :

int main(int argc, char *argv[]) {
char data[MAXLINE];
while (1)

write(STDOUT_FILENO, data, read(STDIN_FILENO, data, MAXLINE));

exit (EXIT_SUCCESS);
}
ech3cc.cc :

int main(void) {
char buf[MAXLINE];
// npocTeiwaa peTpaHcnauua
while (true) {
if ((cin >> buf).eof()) break;
cout << buf << endl;
}
return EXIT_SUCCESS;
}
ech3.sh :

#!/bin/bash
while [TRUE]
do
read buf
if [[${#buf} -eq 0]] # AD - KOHel BBOAa
then break
fi
echo $buf
done

ech3.js :

#!/usr/bin/js
while (true) {
var buf = readline();
if (buf === null) { // AD - KOHel, BBOAa
break;

}
print(buf);

Kak nerko BWAETb, CepBep B 3TOM BapuaHTe npuobpeTaeT NpocTeiillnii

OTTECTNPOBATbL B J/IOKAJIbHOM 3anyckKe:
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$ ~/ech3
1

1

12

12

123

123

"D

3a MpoCTOTy MPOrpaMMHOI0 Kofa cepBepa HYXHO MAaTWTb HEKOTOPOK YC/MOXHEHHOCTLIO CUCTEMHOIA
KOHQOUIypauum Ans ero 3anycka, Asst 3Toro Hy>HOo:

1. Mpu 3anycke cepBepa LO/MKHO YKas3biBaTbCA aGCONIOTHOE MyTeBOe UMsi NporpaMMbl CepBepa,
noaTomMy Konmpyem nporpaMmmy Kyaa-to B J1IerKOAOCTYNHOE MECTO (B JKCNnepnMmMmeHTax — B ,qOMaLIJHI/IVI
KaTaHOFHOﬂb3OBaTeﬂﬂX

$ cp ech3.sh $HOME
$ 1s ~/ech*
/home/01lej/ech3.sh

2. [No6aButb 3anucb koHdmrypaumm xinetd B katanor /etc/xinetd.d otgenbHbiM chaiinom (B
npumepe 1cnosb3yem xinetd, ocTasibHble cynepcepsepa KOHUrypupytocs nogo6Ho):

# cat /etc/xinetd.d/ech3
service ech3

{
disable = no
protocol = tcp
wait = no # napannenbHblini cepeBep
user = Olej # MMSi OT KOTOpPOro 3anyckaTb
server = /home/0Olej/ech3 # nyTb K nporpavme
}

3. Mpu Kaxagoi npaBke KOHMUIypaumii 3acTaBuTb MEpedYnTaTb HOBble KOHJMrypauum. 3TO MOXHO
caenatb 60 Nocnas 3anyLeHHoMy cepBepy curHan SIGHUP:

# ps -A | grep inetd
7408 ? 00:00:00 xinetd
# kill -SIGHUP 7408

JIn6o 310 MOXHO cAenaTb NOMHOCTLI) Nepe3anycTB cynepcepsep:
# systemctl restart xinetd.service
# systemctl status xinetd.service
xinetd.service - Xinetd A Powerful Replacement For Inetd
Loaded: loaded (/usr/lib/systemd/system/xinetd.service; enabled)
Active: active (running) since Bc 2014-06-15 23:33:41 EEST; 42min ago

Tenepb y Hac BCE roTOBO K UCMbITAHUSIM NOMYYEHHOTO cepBepa:

# sudo nice -n19 ./cli -a 192.168.1.5 -p51004 -n20

host: 192.168.1.5, TCP port = 51004, number of echoes = 20

time of reply - Cycles [usec.]

11242486[4333] 15039250[5797] 10533778[4060] 10174720[3922] 21456950[8271]
14830070[5716] 10340546[3986] 12170304[4691] 16235328[6258] 46813980[18046]
10834944[4176] 42702314[16461] 9714874[3745]  9897594[3815]  8937908[3445]
10455986[4030] 10009446[3858] 35143576[13547] 24846692[9578] 13429070[5176]

30ecb 3a[€epXKK1, eCTEeCTBEHHO, ropa3go 6Gonbwe (1-2 nopsigka), YeM y PacCMOTPEHHbIX paHee
«HaTMBHbIX» peasim3aunii, HO A1 O4YEHb MHOIMX MPOEKTOB 3TO HEe SABNSAETCH KPUTMYECKMM (DaKTOpoM, a
npocToTa 1 TIMGKOCTb NepeHacTPoeK (Yepe3 KoHUrypaumoHHble dhaiisibl) NepekpbIBa0T 3TOT HEAOCTATOK.

Ha uyto xoTenocb 6bl 06paTUTb BHYMaHWEe B 3aBepLUEHVE pPacCMOTPEHUS COKETHON akTuBauun? Bo-
nepBbIX, HAa TO, YTO XOTS Balla COOGCTBEHHasi NporpaMma cepBepa 1 paboTaeT (kak 06bl4HAst KOHCO/bHast
nporpamma-gounetTp) ¢ BxoAHbiM notokom SYSIN (geckpuntop 0) M BbIXOAHbIM MOTOKOM SYSOUT
(meckpuntop 1), HO Nporpamma 37ecb MOXET MPUMEHSATb K 3TUM NMOTOKaM Takke Becb API, npyMeHsieMblii
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ana  paboTel C  CeTeBbIMU  COKeTamu: getpeerbyname(0,...), getsockopt(1,...),
setsockopt(1,...),send(1,...),reqv(0,...),sendto(1,...), reqvfrom(O,...), ..

Hwke nokasaHO Kak, [AOCTaTOYHO HEeOObIYHO, MOXET BbI/IAAETb MHOronotouHblii UDP-cepsep,
paboTatoLwuii ¢ 3anyckoM No COKETHOW akTmBauuu: B 06bI4HOM KOHurypauun UDP cepBep obpabaTbiBaeT
JatarpaMMbl NocsiefoBatesibHO, YTO NPenATCTBYET AasibHelileMy NpoCayLWMBaHMI0 NOpTa 4O 3aBepLueHuns
06paboTkM Tekylero 3anpoca (apxme xinetd nogkatasnor udp-connected). 3gecb 3anyckaemblii Xxinetd
3K3eMMNsap cepBepa Co34aéT coefuHEHHbI UDP-cokeT (ynomMuHasics paHee) no noCTynMBLUEMY 3anpocy,
o6paboTka (CKO/b YrogHO MNPOAO/DKUTENIbHASA) U OTBET B 3TOT COKET OCYLLEeCTBASKTCHA B OTAE/IbHOM

[o4epHeM npouecce:
common.h :

#ifndef _COMMON_H
#define _COMMON_H

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <errno.h>
#include <netdb.h>

#define MAXLEN 1500
#define SDELIM " > "

#endif

udpsocserv.c :

#include <syslog.h>
#include <sys/wait.h>

#include "common.h"

// po6aBuTb 3anucb UDP nopta B /etc/services u B KoHpurypauuw B /etc/xinetd.d
int main(void) {
char rbuf[MAXLEN];
openlog(NULL, LOG_NDELAY, LOG_USER);
syslog(LOG_NOTICE, "server [%d] start", getpid());
while (1) {
struct sockaddr_in adr;
socklen_t len = sizeof(struct sockaddr_in);

int n = recvfrom(STDIN_FILENO, rbuf, MAXLEN, O, // 4uTeHume nakeTa u3 SYSIN gns xinetd:

(struct sockaddr*)&adr, &len);
if (n >= 0) syslog(LOG_NOTICE, "server read %d byte", n);
if (n <= 0) {
if (n < 0) syslog(LOG_ERR, "recvfrom error: %m"), exit(EXIT_FAILURE);

break;
}
rbuf[n] = '\0';
int sc = socket(AF_INET, SOCK_DGRAM, 0); // open a UDP socket

if (sc < 0) syslog(LOG_ERR, "socket error: %m"), exit(EXIT_FAILURE);

if (connect(sc, (struct sockaddr*)&adr, sizeof(struct sockaddr_in)) < 0)
syslog(LOG_ERR, "connect error: %m"), exit(EXIT_FAILURE);

pid_t pid = fork();

if (0 == pid) { // obpaboTka B fo4vepHeM npolecce

close(STDIN_FILENO);
close(STDOUT_FILENO);

sleep(1); // vMuTauua BpemMeHun 06paboTKuM

char wbuf[MAXLEN + 8];
sprintf(wbuf, "[%d]%s%s", getpid(), SDELIM, rbuf);
if (write(sc, wbuf, strlen(wbuf)) < 0) // peTpaHCcnAuMs AaHHbIX
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syslog(LOG_ERR, "write error: %m"), exit(EXIT_FAILURE);

exit (EXIT_SUCCESS); // 3aBepuweHue obpabaTbiBawwero npouecca
}
else if (pid > 0) {
if (n != 1) waitpid(-1, NULL, WNOHANG); // npoponxeHne paboThl
else { // nycTtasa "\n" cTpoka OT K/MeHTa
wait(NULL);
exit (EXIT_SUCCESS);
}
}

else syslog(LOG_ERR, "fork error: %m"), exit(EXIT_FAILURE);
}
syslog(LOG_NOTICE, "server [%d] exit", getpid());
closelog();
exit(EXIT_SUCCESS);

KnneHt pna akcnepuMeHTOB C TakMMu cepBepaMu (B apxvBe WX HECKO/IbKO) — Mbl HE MOXeM
MCNosb30BaTb B KA4YeCTBe TECTOBOrO k/veHTa nporpammy telnet kak ansa TCP, notomy 4to ato UDP u B
3TOM C/lyyae [/19 KaxJoro NpoeKkTa HYXHO NUcaTb CBOK KNNEHTCKYH YacTb:

udpcli.c :

#include <arpa/inet.h>
#include '"common.h"

void dg_cli(FILE* fp, int sockfd,
struct sockaddr* pserv_addr, // ptr to appropriate sockaddr structure
int servlen) { // actual sizeof(*pserv_addr)
int n;
char 1ine[MAXLEN];
while (fgets(line, MAXLEN, fp) != NULL) {
n = strlen(line);
if (sendto(sockfd, 1line, n, 0, pserv_addr, servlen) != n)
printf("send: %m\n"), exit(EXIT_FAILURE);
if ((n = recvfrom(sockfd, line, MAXLEN, 0O,
(struct sockaddr*)NULL, (socklen_t*)NULL)) < 0)
printf("recv: %m\n"), exit(EXIT_FAILURE);
line[n] = '\0'; // null terminate
fputs(line, stdout);
if (strstr(line, SDELIM) == NULL) continue;
if (strlen(strstr(line, SDELIM)) == strlen(SDELIM) + 1)
printf("server exit\n");

}

}

int main(int argc, char* argv[]) {
char serv_host_addr[16] = "127.0.0.1"; // host addr for server
int serv_udp_port = 50010; // server UDP port

if (argc > 1) strcpy(serv_host_addr, argv[1]);

if (argc > 2) serv_udp_port = atoi(argv[2]);

printf("UDP server: %s:%d\n", serv_host_addr, serv_udp_port);

int sockfd;

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) < 0) // open a UDP socket
printf("socket: %m\n"), exit(EXIT_FAILURE);

struct sockaddr_in serv_addr;

bzero((char*)&serv_addr, sizeof(serv_addr)); // fill address structure
serv_addr.sin_family = AF_INET;

serv_addr.sin_addr.s_addr = inet_addr(serv_host_addr);

serv_addr.sin_port = htons(serv_udp_port);

dg_cli(stdin, sockfd, (struct sockaddr*)&serv_addr, sizeof(struct sockaddr_in));
close(sockfd);
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exit (EXIT_SUCCESS);

34ecb NpUHATLIA NakeT cynepcepsep nepegan cepsepy yepe3 STDIN_FILENO (fd = 0), HO TyT xe no

COKETHOMY afpecy MPUHATOrO COObLLEeHNs co3gaéTcsa aybnmkar coeanHEHHOIO CokeTa sc, U Bca pabota c
3TUM COKETOM ¥ NOArOTOBKa OTBETA Ha 3anpoc Npou3BoamuTcsa B konum npouecca (fork()):

$ ./udpcli 127.0.0.1 50011

UDP server: 127.0.0.1:50011

1

[11489] > 1

12

[11490] > 12

123

[11491] > 123

[11492] >
server exit
1234

[11494] > 1234

[11495] >
server exit
AC

CepBep B peTpaHC/IMpyeEMOM COO0OLIEHMN OT KnneHTa (B 3arosioBke) coobuiaeTt csoit PID. Mpumep
cfienaH Tak, 4To Npu BBOAE B KNMeHTe (418 nepefaun cepeepy) nyctoii ctpoku (Enter), TekyLinii akzemnasp
cepsepa 3aBepluaeTca. Ho no cregyolieMy COOOLEHNI0 OT KMeHTa xinetd 3anyCcTWUT HOBbI 3K3eMMNasp
cepsepa.

UTo MOXHO B 3aK/IH04EHME CKa3aTb O COKETHOM akTmBauum?

Uto BO-nepBbIX, NOCKO/bKY Nporpamma cepBep B 3T0i cxeme paboTaeT kak duibtp (BXO4-BbIXo4), TO
B KauyecTBe cepBepa Mof YynpaB/ieHWEM CynepcepBepa MOXET WCMOMHATLCA (Yepe3 TPaH3WUTHbIN
3anyckawLuii ypoBeHb, Kak AodyepHee NpUIOKEHWe) npakTuyecku nwbas ytunmta m3 Habopa LWTaTHbIX
nporpaMmm Linux, HanpuMep KOHCOJ/IbHbIe KMEeHTbl 3anpocoB PostgreSQL nnn MySQL. (Takoe pelueHue
npueegeHo B apxmee npumepa child).

A BO-BTOpbIX, 4YTO 3anyck cepBepa MOCPEACTBOM COKETHOW akTvBauuu TpebyeT KponoTnBoOW
KOHchurypaumm n HacTpOiiKmM, AOCTATOMHO CNOXHbI B 0Tnagke. Ho Takoli cnoco6 Toro ctomT! Ocobo obpaTtuTte
BHMMaHue npu oTpaboTke Takoro cnocoba Ha T0, YTOObl KOHTPO/IMPYEMbIE CynepcepBepoM NOpPTbl He BblAn
3aKpbITbl CETEBLIM (haiepBONOM XOCTa — B AaHHON TEXHOMOMMUN 3TO CIOKHO AnarHocTupyemMasi cuTyalus.

PacwupeHHble onepayuu 8800a-8bIB00a

B kayecTBe paclMpeHHbIX (MO CpaBHEHMIO C OGnokvpyloWMMK read(), write() M Bcex U3 wux
MHOFOYMUC/IEHHbIX Bapuauunii) onepauunii 06bIYHO B 0OCYXAEHUSIX OO0OLLEHHO Ha3bIBAOT: pPaCLUMPEHHbIE
onepauuun BBoga-BbiBoga. K 3Toi yacTu 06blYHO OTHOCAT paccMmoTpeHune: select (), pselect(), poll(),
epoll(), aCMHXPOHHOIO BBOAA-BbIBOAA W MOAOOGHLIX BONPOCOB. [loXaslyid, caMyl SICHYHO W CTPOryH
knaccudpmkaumo mogeneii eeoga-sbisoga B UNIX gan Y. P. CTuBEHC B:

lMpexde yem Havamsb onucaHue pyHkyuli select u poll, Mbl O0/MKHbI BEPHYMbLCST Ha3ad U YsICHUMb
OCHOBHbIe pas/iuyusi Mexoy nsimbro MOOe/ISIMU B8800a-8b1800a, 00CMYyrHbIMU Ham 8 Unix:

- 6710KUpyemMbIli B800-8bIBOO0;

- Hebs1okupyeMbIli BBOO-BbIBOO;

- My/ZIbmuri/ieKkcuposaHue 8Boda-8bisooa (¢hyHkyuu select u poll);
- BBOO-BbIBOO, yripas/isiembil cuzHasiom (cugHan SIGIO);

- aCUHXPOHHbIU B8800-8b1800 (QhyHkYyuu POSIX.1 aio_).

Bce 3TW BO3MOXHble MOesIN OCYLLIECTB/IeHNS 0B6MEHHbIX Onepaumii, 4To 4acTo yrnyckaeTcsl U3 Buay,
OTHOCATCS K ornepauusm Hag NoGbIMA OOMEHHbIMU 06bekTaMuW B MPOrPaMMHOM Kofe: CHMMBOJIbHbIMU
NnoToKamMu TepPMUHaNIbHOTO BBOAA-BbIBOAA, (DANIOBLIMI AECKPUNTOPAMM, CETEBLIMU COKETaMW... HO TO/bKO
Ha CeTeBbIX COKeTax Haubosiee OTUET/IMBO MPOSIBAAIOTCS OTANUUTENbHbIE CTOPOHbI BCEX PEXMMOB, U ANA
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CeTeBbIX COKETOB pacLUMpeHHble PeXUMbl BBOAA-BBLIBOAA HAaMb0/1ee 4acTo UCMONb3YOTCA Ha npakTuke. Tak,
Ha (baii/IoBbIX AecKpunTopax Wan AeCKpUnTopax CMMBOSMbHbIX YCTPOWCTB Mbl MOXEM 4acTo Habnwogatb
6n1okupoBaHve Ha onepauusax read( ), HO ropasgo pexe — Ha onepaumax write() (B yacTtHocTW, U U3-3a
onepaumin K3WMpPoBaHUA 3anncu Ha Amck). Ho Ha cokeTax onepaumsi write() CTo/b e 4acTo MOXeT
nepexoauTb B 6/10KMpPOBaHHOE COCTOSIHME, KOrga CeTeBOl CTeK el He roToB OTMpaBUTb NepefaBaemble
JaHHble.

Bnokvpyembllii BBOJ, — 3TO CaMblii 4acTO WCMOMb3YEMbIA, U Camblii W3BECTHLI BapuaHT, Korga
BbINOJIHSIETCA onepaumsi read( ). Bce paccmaTprBaBLUMECS paHbLue ornepaumy o6MeHa Ha COKeTax 6Gbliun
G/1OKMpYOWMMK. OTa MOeNb BBOAA-BbIBOAA HE HyXAAeTcsl B AeTasibHbIX KOMMEHTapusix. A BCce npoune
nepeuncrieHHble Mofenn peannsalummn onepauuii BBoga BbiBoAa nocneoBaresisHO pacCMOTpPeHb! Aasiee.

Mpumepsbl peanusayuu

[anee 6yayT paccmarpuBarbCs BCe ocTaBluvecs (MOMUMO GIOKMpPYEMbIX onepauuii) mogenv Beoaa-
BbiBOZA. Bce npumepbl, OTHOCALLMECS K pacLUMPEHHbIM MOAeNsiM 06MeHa Haxo4ATCs B Katasiore NpYMepoB
ufd. BONbLMHCTBO M3 NPYMEPOB 3aMMCTBOBaHHbLIX U3 KHUTM Y. P. CTuBeHc [3], HO npeTepnenu HekoTopble
N3MEHEHNS B CBSA3M C NPOLUEALINM BPEMEHEM CO BPEMEHU HanucaHusa kKHurn (6onblue 25 ner).

Bce nogkatanory 3TOro apxumsa cogepxar obpasubl U KIWMEHTOB U CEpPBEPOB, AEMOHCTPUPYHOLLMX
paccmatpmsaemyto Mogesnb. Cepeepa NpeacTaBnaioT cob0l peTpaHCNATOPbl CTPOK NOoslyYaeMblX OT K/IMeHTa
(axo-cepBepa) Ha nopT (Mo ymonyaHuio) 9877, onpegensieMblii B 3arofioBo4HOM haiine unp.h :

/* Define some port number that can be used for client-servers */
#define SERV_PORT 9877 /* TCP and UDP client-servers */
#define SERV_PORT_STR "og877" /* TCP and UDP client-servers */

Takoil MopT BblbpaH aBTOPOM NPMMEPOB MPOM3BOSILHO (M3 06/1ACTM NPUBATHBLIX MOPTOB), U MOXET ObiTh
N3MEHEH, NPV XenaHum, Ha No6oi Apyroin NpuemMIemsbli.

HeGnokupyembiii BBOA-BbIBOJ,

Mpu HeGNOKMPYEMOM BBOAE-BbIBOAE HE OXMAAET 0053aTeNIbHO Ha/Muns AaHHbIX (MM BO3MOXHOCTU
BblBOAA) — pe3y/ibTaTr BbIMNOMHEHMS onepauun, NM60 HEBO3MOXHOCTb €€ BbIMOMIHEHMS B [AaHHbI MOMEHT
onpegensieTca Mo aHanM3y koga Bo3Bparta. [lepeBof COKETA B pPeXuM HEBGMNOKUPYIOLWEro 4YTeHus
BbINosIHSAETCst Bbi3oBoM fcntl() C COOTBETCTBYWOLWWMMM NapameTpamu (AeCcKpunTop BCerga Co3aaétcs
Bbi3oBaMu open( ), socket (), accept() B 6/1IOKMPYEMOM peXMMeE onepawui).

CxeMaTuyHo 06paboTka NPOUCXOAUT CIeyoLM 06pa3oM:

int fdi = open(...); // OTKpbinn: ¢anoBblii feckpunTop, cokeT, pipe,
int cur_f1lg = fentl(fo[0], F_GETFL); // 4TeHue [OMXHO 6biTb B pexmme O_NONBLOCK
if (-1 == fentl(fo[0], F_SETFL, cur_flg | O_NONBLOCK))

error(...), exit(EXIT_FAILURE);

while (1) {
int n = read(fdi, buf, buflen);
if (n > 0) {

// cunTaHbl faHHble ... obpaboTka
}
else if (0@ == n) // EOF — KOHeL, fJaHHbIX
break;
else if (-1 == n) {
if (EAGAIN == errno) { // paHHble He rOoTOBbI
printf("not ready!\n");
usleep(300);
continue; // nocne nay3bl NOBTOPUTb
}
else
error(...), exit(EXIT_FAILURE); // HeBOCCTaHoBMMas ownbka
}
}
close(fdi);
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3ameyaHus Kk npumepam

Bonbluas nogGopka MPUMEPOB, OTHOCALMXCS K HEBGMOKMPYHOLLIEMY BBOAY-BbIBOAY NMPUMEHUTENBHO K
ceTeBbIM COKETaM HaxoAuTcA B katasior ufd/nonblock.

Ha ogHom 13 xocTtoB LAN 3anyckaem peTpaHCAnpyoLmii cepeep:

$ ./tcpservselect03
listening socket readable
nC

Ha apyrom xocte LAN BbINO/IHAEM NPOrpamMmmy K/IMEeHTa, KOTOPbIiA OTNPABASIET CTPOKK, NOYYEHHbIE 13
BXOAHOrO notoka (KOTOpbIM MOXET GblTb, Hampumep, u aiin), cepBepy, U 3aTeM BOCNPOM3BOAUT OTBET,
PETPaHC/IMPOBaHHbIV CEPBEPOM:

$ ./tcpcliel 192.168.1.5
12345

12345

qwer

qwer

www

www

AD

3aBeplieHo

Bcé, oTHocsweecs K HeG/0KMPYEMOMY BBOZY, peanin3oBaHO B MCxogHOM chaine strclinonb.c. B
ainne strclifork.c npuBeaeHa eweé ogHa, anbTepHaTUBHas, 6osee Npoctas peanmsaunsi KNMeHTa. 3a
Nnoapo6HLIMU OO BACHEHNAMM KOAA, ECNN OH HEMOHATEH, cneayet obpatuTbes K [3].

Oco6eHHO nofe3Ho Habnogate paboTy NOJOGHBLIX KANEHT-CEPBEPHBLIX MPUIOXKEHWIA, aHaNn3npys
napasiniefnibHO Aamn CeTeBOro Tpagmka, 3axsaTbiBaeMblii ceTeBbIM CHUbepoM tcpdump. 3T0 MOXHO Aenatb
KaK Ha XOCTe cepBepa, Tak N K/IneHTa:

$ ip link
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: eml: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP mode DEFAULT group
default glen 1000

link/ether a0:1d:48:f4:93:5c brd ff:ff.ff.ff.ff.ff

3: wlol: <NO-CARRIER,BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state DORMANT mode
DORMANT group default glen 1000

link/ether 34:23:87:d6:85:0d brd ff:ff:ff:ff:ff:ff
$ sudo tcpdump -i eml tcp and port 9877
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eml, link-type EN1OMB (Ethernet), capture size 65535 bytes

12:56:23.568017 IP modules.52421 > notebook.9877: Flags [S], seq 269087598, win 29200, options
[mss 1460, sackOK, TS val 19530115 ecr 0,nop,wscale 7], length ©

12:56:23.568292 IP notebook.9877 > modules.52421: Flags [S.], seq 894792783, ack 269087599, win
28960, options [mss 1460,sackOK,TS val 19525763 ecr 19530115, nop,wscale 7], length ©

12:56:23.568355 IP modules.52421 > notebook.9877: Flags [.], ack 1, win 229, options [nop,nop,TS
val 19530115 ecr 19525763], length 0

12:56:27.878584 IP modules.52421 > notebook.9877: Flags [P.], seq 1:7, ack 1, win 229, options
[nop, nop, TS val 19534425 ecr 19525763], length 6

12:56:27.878842 IP notebook.9877 > modules.52421: Flags [.], ack 7, win 227, options [nop,nop,TS
val 19530074 ecr 19534425], length 0

12:56:28.569058 IP notebook.9877 > modules.52421: Flags [P.], seq 1:7, ack 7, win 227, options
[nop,nop, TS val 19530764 ecr 19534425], length 6

12:56:28.569157 IP modules.52421 > notebook.9877: Flags [.], ack 7, win 229, options [nop,nop, TS
val 19535116 ecr 19530764], length 0

12:56:38.990624 IP modules.52421 > notebook.9877: Flags [P.], seq 7:12, ack 7, win 229, options
[nop,nop, TS val 19545537 ecr 19530764], length 5

12:56:38.990859 IP notebook.9877 > modules.52421: Flags [.], ack 12, win 227, options [nop,nop,TS
val 19541186 ecr 19545537], length ©

12:56:38.991150 IP notebook.9877 > modules.52421: Flags [P.], seq 7:12, ack 12, win 227, options
[nop,nop, TS val 19541186 ecr 19545537], length 5

12:56:38.991208 IP modules.52421 > notebook.9877: Flags [.], ack 12, win 229, options [nop,nop,TS
val 19545538 ecr 19541186], length ©
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12:56:42.414878 IP modules.52421 > notebook.9877: Flags [P.], seq 12:16, ack 12, win 229, options
[nop,nop, TS val 19548962 ecr 19541186], length 4

12:56:42.415136 IP notebook.9877 > modules.52421: Flags [P.], seq 12:16, ack 16, win 227, options
[nop,nop, TS val 19544610 ecr 19548962], length 4

12:56:42.415189 IP modules.52421 > notebook.9877: Flags [.], ack 16, win 229, options [nop,nop, TS
val 19548962 ecr 19544610], length 0

12:56:44.014763 IP modules.52421 > notebook.9877: Flags [F.], seq 16, ack 16, win 229, options
[nop,nop, TS val 19550562 ecr 19544610], length ©

12:56:44.015015 IP notebook.9877 > modules.52421: Flags [F.], seq 16, ack 17, win 227, options
[nop, nop, TS val 19546210 ecr 19550562], length 0

12:56:44.015073 IP modules.52421 > notebook.9877: Flags [.], ack 17, win 229, options [nop,nop,TS
val 19550562 ecr 19546210], length 0

nC

17 packets captured

17 packets received by filter

0 packets dropped by kernel
O6paT|/|Te BHMMaHMe Ha COOTBETCTBUE AJINH NepefaBaeMblX CTPOK (B TepMunHane BBO,qa) N Ha yKa3aHue
OJIMHbI NepegaBaeMblX AaHHbIX B NMakKeTax, nepexsarblBa€MblX CHI/I(*)epOM.

KoHeyHOo, MOXHO nm3ydyarb BbINO/IHEHUE K/IMEHTA W J10Ka/IbHO, Ha TOM >X€ XOCTe, Ha KOTOpOoM
BbIMNOJ/IHAETCA U CepBep:

$ ./tcpcliol 127.255.255.254
3TO neTneBoii MHTepdeiic
3TO NeT/eBON uMHTepdelic
"D
3aBepleHo
OpHako, Takoe n3yvyeHne NoBefeHns npegaraemblx MPUMEPOB MOXET ObITb MEHEE MHHOPMATHBHO.

Mynbmnnel(cmpoeaume BBOAa-BbiBoAa
OpanH 13 camblx ctapbix APl POSIX:

int select(int n, fd_set *readfds, fd_set *writefds, fd_set *exceptfds,
struct timeval *timeout);

W ero 6onee No3gHNIA 3KBUBANIEHT:

int pselect(int n, fd_set *readfds, fd_set *writefds, fd_set *exceptfds,
const struct timespec *timeout, sigset_t *sigmask);

Paznnuus:

- select() wucnonb3yer Taim-ayT B Buge struct timeval (Cc cekyHAamu n MMKpOCEKyHOAMM), a
pselect() ucnonb3yer struct timespec (C cekyHAamMu U HaHOCEKyHOaMmM);

- select() mMoxer ob6HOBUTL nNapameTp timeout, 4TOGBLI COOOLUNTL, CKOSIBKO BPEMEHWU OCTasIOCh.
®PyHKuMA pselect () He 3MeHSET aTOT napameTp ;

- select() He cogepxuT napameTpa sigmask, n Beper cebsa kak pselect() ¢ napameTrpom
sigmask, paBHbiM NULL. Ecnn 3ToT napametp pselect() He paseH NULL, To pselect() cHavana
3aMeLlaeT TeKyLlyr MacKy CWUrHasioB Ha Ty, Ha KOTOpPYyH YKasbiBaeT sigmask, 3aTem BbINOMHAET
select (), nocne yero BOCCTaHaBNNBAET NCXOAHYHO MacKy CUrHas10B.

MapameTp TaiiM-ayTa MOXET 3afaBaTbCsl HECKOMbKUMK criocobamu:
- NULL, yTO 03Ha4aeT oxnaarb BEYHO;
- OKMAaTb UHULMNPOBAHHOE CTPYKTYPOI 3HAYEHNE BPEMEHW;

- He oxugatb Boo6LUle (MporpammHbli onpoc — pooling), Korga CTpyKTypa WHWALManM3upyetcs
3HaueHuewm {0, 0}.

OYHKUMU BO3BPALLAIOT 3HAUYEHVE BOMbLUE HY/ISi — YMC/IO FOTOBbIX K Ofepauuy 4eckpunTopos, HOJlb — B
Cnyyae ncTeyeHus Taiim-ayTa, 1 oTpuULAaTeSIbHOE 3HAYEHKE NPU OLINGKE.

MpumeuaHue: T[OTOBHOCTL Aeckpuntopa dyHKUMs select() Bo3Bpawaer N0 MOCTYMN/IEHNO Ha
[OEeCKpUNTOP NepBOro AoCTynHoro 6Galita. Ecnu Bbl oxupaeTe 610K AaHHbIX HEKOTOPOro pasmepa, TO
OYHKLMS UTEHUSI, HENOCPEACTBEHHO creayowas 3a select (), MOXeET BO3BpaTUTb YNCMO CUUTAHHBLIX GaliT
MeHbLUe, YEM Bbl MOXETE OXUAaTb.
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BBO,CI,I/ITCFI noHATUNE Ha6opa OeCKpUnTopoBs, 1 MakKpoChl AnA pa60TbI C Ha60pOM 0EeCKPpUNTOpPOB:
FD_CLR(int fd, fd_set *set);
FD_ISSET(int fd, fd_set *set);
FD_SET(int fd, fd_set *set);
FD_ZERO(fd_set *set);

C TrOTOBHOCTbIO [EeCKpUNTOpoB uTeHus u 3anucu readfds, writefds — oTHocuTeslbHO fCHO
UHTYUTUBHO. OYeHb BaXHO, YTO BapuaHTOM cpabaTbiBaHWS WCKAUUTENbHOW cuTyauum exceptfds Ha
[LEeCKpUnTope CeTeBbIX COKETOB — AB/IAETCSA NOJyYEeHNE BHEMNOMOCOBbLIX (MPUOPUTETHBIX) AaHHbIX TCP, uTo
O4YeHb LUMPOKO UCMOMb3YeTCHA B peanunsaumax (KOHeYHbIX aBToOMAaToB) CeTeBbIX NPOTOKONO0B (Hanpumep SIP,
VoIP curHanunsauuin PRI, SS7 — Ha nuuuax EL/TL, ...).

MpumeuaHue: BonblwMHCTBO UNIX cucTeEM MMEIKOT ONpeaeneHne YMC/IEHHOW KOHCTaHTbl C MMEHEM
FD_SETSIZE — makCMMa/bHOrO pasmepa Habopa AecKpMnTOpoB, HO €€ YMCMEHHOE 3HA4YeHVEe CUSIBHO
3aBMCUT OT KOHCTaHT nepuoga KOMMWAALUMM COBMECTUMOCTM C CTaHgapTamu (Takumu, Hanpumep, Kak
__USE_XOPENZ2K, ...).

Ewé oavH BapuaHT MynbTUMN/IEKCUPOBaHWS BBOAa-BbiBOAA BbiBOga — yHKUMs poll().
MpeacTtaBneHne Habopa AECKPUNTOPOB 3aMEHEHO HA MacCuB CTPYKTYP BUAa:

struct pollfd {

int fd; /* ¢annosbli geckpuntop */
short events; /* 3anpolweHHble cobbiTuMa */
short revents; /* BO3BpaleHHble cobbITUA */
3
3peck: fd — OTKpbITLIA haitnoBbIA geckpunTop, events — Habop OUTOBLIX C)/1aroB 3anpoOLUEHHbIX

cob6bITWIA ANs 3TOr0 geckpuntopa, revents — Habop 6MTOBbLIX h1aroB BO3BpaLLEHHbIE COOLITUI A/19 3TOro
Aeckpuntopa (U3 uncna 3anpoleHHbiX, nan POLLERR, POLLHUP, POLLNVAL). YacTb BO3MOXHbIX GUTOB,
onucaHbl B <sys/poll.h>:

#define POLLIN 0x0001 /* MOXHO 4nTaTb AaHHble */

#define POLLPRI 0Xx0002 /* ECTb CpOYHble AaHHble */

#define POLLOUT 0x0004 /* 3anucb He 6ygeT 6Gs0KkupoBaHa */
#define POLLERR 0x0008 /* MNpou3owna ownbka */

#define POLLHUP 0x0010 /* Pa3pbiB coeguHeHus */

#define POLLNVAL 0x0020 /* HeBepHbin 3anpoc: fd He OTKpbLIT */

Eweé HekoTopass 4acTb OTHOCALMXCA KOHCTAHT onucaHbl B <asm/poll.h>: POLLRDNORM,
POLLRDBAND, POLLWRNORM, POLLWRBAND v POLLMSG

Cam BbI30B ONEPMPYeT C MAacCMBOM TakMX CTPYKTYP, MO OAHOMY 3/IEMEHTY Ha KaxX[blii UHTepeCytoLLnii
JeckpunTop:
#include <sys/poll.h>
int poll(struct pollfd *ufds, unsigned int nfds, int timeout);

3peck: ufds - cam maccuB CTpyKTyp, nfds - ero paamepHocTb, timeout - TaliM-ayT B MUINUCEKYHAAX
(oxnpaHue Npv NOAOXMTENbHOM 3HAYEHMUN, HEMeA/IEHHbIA BO3BpaT Npu Hy/IEBOM, GECKOHEUYHOE OXUAaHue
nMpu 3HayeHuW, 3afaHHOM crneumasnbHOl KOHCTaHTon INFTIM, koTopasi onpegeneHa MpPoCTO  Kak
oTpuuaTensHoe 3HaYeHme).

Mpumep TOro, Kak ncnosb3ykTcs (M paboTaroT) Bbi3oBbl select () n poll() - no3aMmMcTBOBaHbI 13 [3]
(katanor ufd), opurnHanbl kKogoB Y. CTMBEHCA HECKOSIbKO M3MEHEHbl (OpUrnMHanbl OTHOCATCA K 1998r. un
npoBepsUCh Ha coBeplueHHo apyrux UNIX Toro nepuoga). MNpumepbl 40CTATOYHO 06bEMHbIE (3TO MOJIHbIE
Bepcun nporpamm TCP KNMEHTOB U cepBepoB), MO3ITOMY HWKE MoKasaHbl TO/IbKO parMeHTbl NPUMeEpPOB,
HenocpeACcTBEHHO OTHocALWMecH K BbizoBaM select () u poll(), a Takke npMMepbl TOrO, YTO peasibHOo 3TU
NPUMEPbI BbIMOMHATCA U KakK 3TO NPOMCXOAUT (BbI30BbI (DYHKLMIA B KOAE NOkasaHbl Kak y Y. CTuBeHca — C
6GONbLUOI BYKBbI, BbI30B 3TOT — 3TO MOJIHbIA aHa/I0r COOTBETCTBYHOLLEro Bbi3oBa API, HO 06pamMIEHHbIN
BbIBOJOM COOOGLLEHMSI O POAE OLUMOGKN, ECNIN OHA BO3HUKHET):

tecpservselect01. c (TCP peTpaHcnmpytoLwmin cepsep Ha select()):

int nready, client[FD_SETSIZE];
fd_set rset, allset;
socklen_t clilen;
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struct sockaddr_in cliaddr, servaddr;

listenfd = Socket(AF_INET, SOCK_STREAM, 0);
bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family = AF_INET;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
servaddr.sin_port htons(SERV_PORT);
Bind(listenfd, (SA*)&servaddr, sizeof(servaddr));
Listen(listenfd, LISTENQ);

maxfd = listenfd; /* initialize */
maxi = -1; /* index into client[] array */
for (i = ©; i < FD_SETSIZE; i++)

client[i] = -1; /* -1 indicates available entry */

FD_ZERO(&allset);
FD_SET(listenfd, &allset);

for (;;) {
rset = allset; /* structure assignment */
nready = Select(maxfd + 1, &rset, NULL, NULL, NULL);
if (FD_ISSET(listenfd, &rset)) { /* new client connection */

connfd = Accept(listenfd, (SA*) &cliaddr, &clilen);

tecpservpoll@l.c (TCP petpaHcanpyowmii cepeep Ha poll()):

struct pollfd client[OPEN_MAX];
struct sockaddr_in cliaddr, servaddr;

listenfd = Socket(AF_INET, SOCK_STREAM, 0);
bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family = AF_INET;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
servaddr.sin_port htons(SERV_PORT);
Bind(listenfd, (SA*)&servaddr, sizeof(servaddr));
Listen(listenfd, LISTENQ);

client[0].fd = listenfd;

client[0].events = POLLRDNORM;

for (i = 1; i < OPEN_MAX; i++)

client[i].fd = -1; /* -1 indicates available entry */
maxi = 0; /* max index into client[] array */
for (;;) {

nready = Poll(client, maxi + 1, INFTIM);
if (client[0].revents & POLLRDNORM) { /* new client connection */
for (i = 1; i < OPEN_MAX; i++)
if (client[i].fd < 0) {
client[i].fd = connfd; /* save descriptor */
break;

client[i].events = POLLRDNORM;
if (i > maxi)
maxi = i;

3ameyaHus Kk npumepam

Kak BbINOMHATbL 3TV NpUMEpPbl ¥ Ha YTO 06pPaTWTb BHUMaHME? 3anyckaem BblGpaHHbIi HaMKU cepeep
(no3xe Mbl oCcTaHOBUM ero no Ctr1+C), Bce cepBepa 3TOro pasfesna npociylmBaoT OMKCMPOBaHHbIN NopT

9877, N ABNAKTCA O/14 KNUEHTa PeTpaHCATOpaMn AaHHbIX, NoslydaeMblX Ha 3TOT NOpPT:
$ ./tcpservselectol
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AC
nnn
$ ./tcpservpollol

nC

B TOM, UTO cepBep NPOC/yLLIMBAET NOPT U FOTOB K paboTe, y6exaaemcs, Hanpumep, Tak:

$ netstat -a | grep :9877
tep 0] 0 *:9877 i LISTEN

K cepeepy nogknioyaemMcst KNMeHToM (M3 TOrO e apxvMBa NPUMepPoB), 1 BBOAMM CTPOKU, KOTOpble 6yayT

nepefaBaTbCsa Ha CepBep U peTpaHCc/IMpoBaTbCA 06paTHo:

$ ./tcpcliol 192.168.1.5

1 cTpoKa

1 cTpoka

2 cTpokKa

2 cTpoka

nocnepgHasn

nocnenHas

ne
YkazaHue IP agpeca cepBepa (He umeHu!) B KauyecTBe napameTpa 3anycka kimeHTa — o06sa3aTesibHo.
KnneHToB 04HOBPEMEHHO MOXET OblTb MHOIO — CepBepa napasiiesbHble. Bo Bpems BbINOHEHNUS KMEHTa
MOXHO YBUAETb COCTOSAHNE COKETOB — K/IMEHTCKOIO U CepPBEpPHbIX, NPOCNYLLMBAIOLEIO U NPUCOEANHEHHOTO
(KMEeHT He 3aKpblBaeT CoefUHEHNE Mocse 06CNYXMBaHUS Kaxa0ro 3anpoca, kak, Hanpumep, cepsep HTTP):

$ netstat -a | grep :9877

tep 0 0 *:9877 o LISTEN
tep 0 0 localhost:46783 localhost:9877 ESTABLISHED
tep 0 0 localhost:9877 localhost:46783 ESTABLISHED

BBoA-BbIBOA, yNpaBisieMblii CUTHA/IOM

B 3TOM criyyae Ha CeTeBOM COKETe BK/IYAETCS PEXUM YynpasiseMoro CUrHasiom BBOAA-BblBOAA, U
yCTaHaB/IMBaeTCs 06paboTunK curHana npy nomowm sigaction(). Korga UDP pgeiitarpamma rotoBa ansi
yTeHusl, reHepupyetcsa curHan SIGIO. O6pab6oTarb AaHHble MOXHO B 00pPabOTUMKE CUrHasia BbI3OBOM
recvfrom(). MNpumep TOro, Kak 3TO pabdoTaeTr, 3aMMCTBOBaH M3 [3], U HaxoauTCs B KaTtasiore apxmea
ufd/sigio, OH C/MLIKOM FPOMO3AKMIA AN AEeTa/IbHOTO 06CY)XAEHUS, HO MOXET ObITb M3Y4YeH U B KOAE U B
paboTe. KpaTkas cBofgka o 3anycke npumepa:

3anyck peTpaHcnupytoLlero cepsepa UDP (B KOHLEe BbINONHEHNSI OCTaHaB/MBaeM ero no Ctr 1+C):

$ ./udpservol
nC
Y6eamnTbCs, 4TO cepBep rOTOB U NPOC/YLUMBAET NOPT, MOXHO Tak:

$ netstat -a | grep :9877
udp 0 0 *:9877 *ox

3anyck knaneHTa:

$ ./udpclie@l 192.168.1.5
gqweqert

gqweqgert

134534256

134534256

"D

MpumeuaHue: Oco60 MHTepeceH 3anyck (Hanpumep W3 CKpUMNTa) HEeCKO/bKMX oAHOBpeMeHHOo (6)
K/IMEHTOB, KOTOpble M/IOTHbIM MOTOKOM LUIIOT CepBepy Ha peTpaHcnAumio 60blioe 4ucno cTpok (v Y.
CtneBeHca — 3645 cTpok). MNocne 3Toro cepsepy MOXHO nocnarb curHas SIGHUP, no KOTOPOMY OH BbiBefeT
rMcTorpaMmmy, Kotopas ckiazbiBasiacb No YMC/y OOHOBPEMEHHO YMTaeMbIX gedTarpaMm:
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$ ps -A | grep udp

2692 pts/12 00:00:00 udpservol
$ kill -HUP 2692
$ ./udpservol

cntread[0] =
cntread[1] =
cntread[2] =
cntread[3] =
cntread[4] =
cntread[5] =
cntread[6] =
cntread[7] =
cntread[8] =
nC

© 0 06 06060 0o

ACVHXPOHHbIIi BBOA-BbIBOA

ACUHXPOHHbI BBOA-BbIBOA A06GaBNeH TO/AbKO B pedakumm ctaHgapta POSIX.1g (1993r., ogHo u3
paclmpeHunii peasibHOro BpemeHn). B BbizoBe aio_read() gAaéTtcs ykasaHue S4py HavyaTb onepauuio BBOA-
BblBOAA, W YKa3blBAETCsl, KakuMm CWUIHa/IoOM YBEAOMMWTb MPOLECC O 3aBeplleHun onepauun (BKYas
KOMupoBaHWe faHHbIX B Mosib30BaTeNbCkuii 6ydiep). BbisbiBatowwmii npouecc He 6rokupyeTcs. Pesynstar
onepauun (Hanpumep, nonydyeHHas UDP geiitarpamma) MOXeT 6biTb 06paboTaH, Hanpumep, B 06paboTumke
curHana. PasHuua c npegblayliein Mogensto, ynpaBnisiemMoli CUrHasiom, COCTOUT B TOM, YTO B TOI Mogenu
CUrHa/1 yBEAOM/IANT O BO3MOXHOCTM Hadvasia onepauun (BbI30BE OMepauunm 4YTeHWs), a B aCHMHXPOHHOINA
MOZENN CUTHaUT YBEAOM/ISIET Y)XXE O 3aBEpLUEHUN onepaummn YTeHus B Gydoep nosb3oBarens.

Bcé, 4To OTHOCUTCA K aCMHXPOHHOMY BBOAY-BbIBOAY B Linux onmcaHo B <aio.h>. Ynpasnstwowmii 610k
aCUHXPOHHOTO BBOAA-BbIBOJA — BUAHbI BCE MOJIS, KOTOPblE 06CYXAA/IUCH BblLLE:

struct aiocb { /*
int aio_fildes; /*
int aio_lio_opcode; /*
int aio_reqgprio; /*
volatile void *aio_buf; /*
size_t aio_nbytes; /*

struct sigevent aio_sigevent; /*

Asynchronous I/0 control block. */

File desriptor. */

Operation to be performed.
Request priority offset.

Location of buffer. */
Length of transfer. */

Signal number and value.

Toro e HasHayeHus 650K Ans 64-6UTHbIX onepauuii:

struct aiocb64 {

W HekoTopble onepaumu (B Ka4ecTse Npumepa):

int aio_read(struct aiocb *__aiochp);
int aio_write(struct aiochb *__aiocbp);

MOXeT OblTb MHULMANN3NPOBAHO BbINOSIHEHME LENOA

__hent):

int lio_listio(int __mode,

struct aiocb* const list[__restrict_arr],

int _ nent, struct sigevent *__restrict __sig);

*/
*/

*/

LLeMOUYKN acCVHXPOHHbIX onepauuii (AMHOA

Kak n gns notokoB pthread_t, acvHXpOHHble onepauun 3Ha4YUTENbHO flerye NopoauTb, YeM MOo3Xe
OCTaHOBUTb... /151 YETO TaKke NoTpeboBasics OTAENbHbLIN API:

int aio_cancel(int __fildes, struct

aiocb *__aiochbp);

MOXHO MpPeAnonoXnTb, YTO KaXAasi aCMHXPOHHAA onepauusi BbINOSHSAETCS Kak OTAe/bHbIA MoToK, Y
KOTOPOTO He LMKAMYecKas (PyHKLYMS NMOTOKa.
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CumBo/ibHbIU cokeml

CuMBONbHBIN cokeTbl (raw sosckets) ncnonb3ylotcs ans obecneveHns obMeHa Ha ypoBHE NMPOTOKOOB,
KOTOpble He NoAAepXnBalTcs TPaHCNopTHbIM yposHeM (TCP, UDP, SCTP, ...). CpeacTBaMm Takoro CokeTta
MOXHO paboTtatbk ¢ npotokonamu ICMP, IGMP, nnn gaxe opraHu3oBbiBaTb 00MeH IPv4 patarpammamu ¢
CO6CTBEHHBIM NosieM npoTokona IPv4, kotopoe He obpabaTtbiBaeTcs s4pom Linux (8-6utoBoe none nakera,
XapakTepHble 3HayeHua kotoporo 1 — ICMP, 2 — IGMP, 6 — TCP, 17 — UDP: KOHCTaHTbl U3
<netinet/in.h> Buga IPPROTO_*, KOTOpble Mbl yXe BCTpeyann paHblie). C NOMOLLb CUMBOJIBHOIO

coKeTa BOOOLE MOXHO MOCTPOWUTb CBOV COGCTBEHHbIV 3aro/loBOK IPv4 Mmpy MOMOLLM NapameTpa CokeTa
IP_HDRINCL:

int on = 1, fd = socket(AF_INET, SOCK_RAW, 0);
setsockopt(fd, IPPROTO_IP, IP_HDRINCL, &on, sizeof(on));

Tonbko anBMﬂerMPOBaHHEﬂﬁ nosib3oBaresib (root) MOXET co3faBarb CUMMBOJIbHble COKeTbl. COKeT
Cc0o34aéT1cs BbI30BOM Takoro tmna:

int fd = socket(AF_INET, SOCK_RAW, IPPROTO_ICMP);
TpeTbMM napameTpoM YyKasaHO MPOTOKO/T CETEBOr0 YPOBHA, KOHCTaHTbl KOTOPbLIX YyKasaHwbl B
<netinet/in.h> (Bblwe yXe NoKa3sbIBa/ICA NX NOJHbIA NEepeyeHb).

BbiBOA, B CMMBO/IbHbI COKET MOXET MPOM3BOANTLCS BCE Temu Xe BbizoBamu sendto(), sendmsg(),
mimwrite(), writev() u send(), ecnv COKeT yxe NPUCOEONHEH.

BBOA M3 CMMBO/ILHOTO COKETa MPOU3BOAUTCS TEMU XE, Y)KE PACCMOTPEHHBLIMU, UYHKUMSIMU UTEHWS 13
cokeTa. Ho ecTb [OCTAaTOYHO MHOFO MCK/OUEHU U OCcOBEHHOCTEl B TOM, Kakue IP gartarpaMmbl U Kak
NepeaarTcsi CUMBOJIBHOMY COKETY, Hanpumep:

- MakeTbl UDP 1 TCP HuKoraa He nepefatTcs Ha CUMBOJIbHbIA COKET;

- Bce IGMP nakeTbl 1 60nblumMHCTBO ICMP nakeToB nepefaroTcs Ha CMMBO/SIbHbBIA NakeT TO/IbKO nmocne
TOrO0, KaK 4p0 3aKkaHuMBaeT 06pabOoTKy 3TUX COOBLLEHNIA;

- Bce IP paTtarpammbl C TakMMm 3HayeHMEM TO/MA MPOTOKOMA, KOTOPOe He MOoHMMaeTcs A4poM,
nepefalwTcs Ha CUMBOSbHbIV COKET;

Mofo6HbIX 0COBGEHHOCTEN AOBOMILHO MHOMO Y OHW, MOPOIA, MOTYT MPUBECTM B 3aMeLLaTesibCTBO.

JeTanbHo paboTa ¢ CMMBOSIbHBIMI COKETAMM OnvcaHa B [3, 4], rae npyBefeHb! Kogbl UNOCTPaLMOHHBIX
MPWAOXKEHNIA ANs nporpaMm ping u traceroute, paGoTaloLmx ¢ CUMBO/IbHBIMW COKETAMM.

KaHasnbHbIl ypoBeHb

Bo3mMoxeH gaxe focTtyn K naketam kaHasibHoro (MAC) ypoBHS, HO 3TO YXe COBEpPLLUEHHO BO3MOXHOCTb
Linux, He NpegyCcMOTPEHHast KakuMn-NMbo cTaHgapTaMun 1 He npefacTaBneHHas B apyrmx cucrtemax UNIX —
COKeT :

int fd = socket(AF_INET, SOCK_PACKET, htons(ETH_P_ALL));

B pesynbTaTe Takoro Bbi3oBa 6yAyT W3 TaKOro COKeTa BO3BpallaTbCs Kagpbl [7S BCEX MNPOTOKOJ/IOB,
no/slyYaemMbIX KaHasIbHbIM YPOBHEM.

TpeTbUM NapameTpoM BbI30Ba [0/HKHA ObiTb HE HyneBasl KOHCTaHTa, 3ajatouias Tun kagpa Ethernet,
KOTOpbI ByAeT 0T6MpaTLCH hUILTPOM. EC/i HyXHbI Bce kaapsl IPv4, onpeaensieM CokeT Tak:

int fd = socket(AF_INET, SOCK_PACKET, htons(ETH_P_IP));

MoryT ObITb MOME3HbIMW B KayecTBe MOCAEeAHEro napamMeTpa Takme KOHCTaHTbl Kak: ETH_P_ARP,
ETH_P_IPV6.

Opyrvm, 6onee yHuMBepcasibHbIM, CPEACTBOM MepexBata U uIbTpauuv NakeToB KaHas/lbHOro YPOBHS
SABNSIETCA CBOOOAHO AocTynHasa 6ubnmoteka BPF (BSD Packet Filter) — 1ibpcap:

$ yum list all libpcap*
YCTaHOB/IEHHblE MaKeThl

libpcap.x86_64 14:1.5.3-1.fc20 @fedora-updates/$releasever
JOCTynHble nakeTbl
libpcap.i686 14:1.5.3-1.fc20 updates

11 Emié A1 CHMBOJIBHOTO COKeTa pa3Hble aBTOPHI MCITIOIB3YIOT Ha3BaHUsI HECTPYKTYPUPOBAaHHbIE COKET M CHIPOM COKeT.
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libpcap-devel.i686 14:1.5.3-1.fc20 updates
libpcap-devel.x86_64 14:1.5.3-1.fc20 updates

$ 1s -1 /1ib64/1libpcap*
lrwxrwxrwx. 1 root root 16 aHB 17 16:37 /1ib64/libpcap.so.1 -> libpcap.so0.1.5.3
-rwxr-xr-x. 1 root root 267368 aHWB 15 16:23 /1ib64/1libpcap.so0.1.5.3

Bubnnoteka libpcap npucyTtcTByeT npaktnyeckn Bo Bcex POSIX cuctemax. Ha Heil paboTaeT Takoi
M3BECTHbIN ceTeBOW cHUdep Kak tcpdump. Bubnmoteka pesyeT AOCTATOUHO O6LWMPHbIA API Taknx BbI30BOB
Kak pcap_open_live(), pcap_open_live(), pcap_compile(), pcap_setfilter(),
pcap_datalink() v ap.

[Onsi 6onee geTasibHOIO N3MOXKEHUST AOCTYNA K KagpaM KaHa/IbHOTO YPOBHSI MOXHO 06paTuTbes K [3, 4].

McmoyHuku ucnonb3osaHHOU uHghopmayuu

[1] Vion Chaiizepc, «3ddektrpHoe nporpaMmuposanue TCP/IP», «ZIMK ITpecc», 2009

Von CHaiiziepc, «OddekTisHoe nporpammuposanre TCP/IP. Bubmuoreka mporpammucta» - CIT6.: «IIutep», 2001,
320 ctp., ISBN 5-318-00453-9
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4. [ApaiiBepbl ceTeBbIX YCTPOUCTB B Linux (s4po0)

Linux — onepaunoHHass cucTeMa C MOHOMAUTHbIM SAPOM. AJILTEPHATMBON MOHOMUTHOMY AAPY
ABMIAOTCA MUKPOSAAEPHbIe ONepaLuoHHble CUCTEMbI (KOTOPbIX CO34aHO AOCTaTovHO Mano). Mpobnemoii
BCEX MOHOAAEPHbLIX OMepaunMoHHbIX CUCTEM HABMAETCA: KaK pacwupATb  (PYHKUMOHANbHOCTL  A4pa,
OVHaMUYeckn NOArpyXas K HeMy HOBble KOMMOHEHTbI? B Linux Takve KOMMOHEHTbl sapa HasblBaloTcs
MOAYNSAMU, U 3arpyxascb OHM CBA3blBalOTCA ¢ APl agpa v ero CTpyktypamu AaHHbIX MO aBCOMIOTHbIM
agpecam pasmelleHus. Bce pgpaiiBepbl Linux asnswotcs mogynamu. Bce umeHa  (cbyHkumm AP,
nepeMeHHble, ...) agpa, MOXHO BUAeTb B ncesaodaiine /proc/kallsyms:

$ cat Iproclkallsyms | wc -1

88304
Kak BMAHO, 4nCio MMEH (06bEKTOB) SiApa COCTaB/SIET HECKOSIbKO AECSATKOB ThiCAY (3TO YMCI0 onpeaensiercs
Bepcueii sgpa). PyHkumm API sigpa (koTopble B Hanbosblieli Mepe UHTepecyoT pa3paboTymka) OTMEYEHbI
B 3TOM ChucKe 'T': cerMeHT TekcTa (TO ecTb kKoga) M akcnoptupyemoe ums (6onblias nutepa 'T'—
BHELUHee NMS):

$ cat /proc/kallsyms | head -n 100 | tail -n 10

¢c0401a30 T start_thread

¢c0401a80 T thread_saved_pc

c0401aa0 T __show_regs

¢c0401ccO T release_thread

c0401ce0 T copy_thread

c0401f60 T __switch_to

c04022b0 T get_wchan

c0402350 T restore_sigcontext

c0402460 T setup_sigcontext

€0402530 t do_signal
Uncno, cTosiLee B HaYasle Kax 4o CTpoke — 3TO aGCOMIOTHbIV agpec A1 Bbi30Ba 3ToW yHKUMKM gapa. Ho
M YUCNO [OCTYMNHbLIX PyHKUMA AP| aapa BnevaTnser:

$ cat /proc/kallsyms | grep T | wc -

15341

BseodeHue 8 MOOy/1u siopa

[nsi npocTeiiliero 3HaKoMCTBa C TEXHUKOW HanucaHua Moaynei sigpa Linux npolle He BAaBaThbCs B
MPOCTpaHHble OGBSCHEHUS, HO CO3AaTh MpOCTelWwuniA Mogy/b (KO Takoro MOAy/sl WHTYUTUBHO MOHSITEH
BCAKOMY MpOrpammMucTy), cobpaTb ero u Habnwoaarb McnosHeHve. BoT c Takoro o6pasua npocTeiiluero
mMoay”ns siapa (apxus first_hello.tgz) Mbl U HAUHEM PACCMOTPEHUE:

hello printk.c :

#include <linux/init.h>
#include <linux/module.h>

MODULE_LICENSE("GPL");
MODULE_AUTHOR("Oleg Tsiliuric <olej@front.ru>");

static int __init hello_init(void) {
printk("Hello, world!");
return 0;

static void __exit hello_exit(void) {
printk("Goodbye, world!");

module_init(hello_init);
module_exit(hello_exit);

Co6opka moayns

Ona c6opky co3maHHOrO MoAyss MCnosib3yem CcKpunT c6opku Makefile, KoTopblii 6ydeT c
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MWHUMaJIbHLIMY M3MEHEHUSAMU MOBTOPATCA Npy cHopke M6bIX Moayniein sapa (OH MCNOoNb3yeT MakKpoChl
MoAroTOBNEHHbIE pa3paboTunkamu A4pa):

Makefile :

CURRENT = $(shell uname -r)

KDIR = /1ib/modules/$(CURRENT)/build
PWD = $(shell pwd)

DEST = /1lib/modules/$(CURRENT)/misc

TARGET = hello_printk
obj-m := $(TARGET).o

default:
$(MAKE) -C $(KDIR) M=$(PWD) modules

clean:
@rm -f *.0 .*.cmd .*.flags *.mod.c *.order
@rm -f .*.*.cmd *.symvers *~ *,*~ TODO.*
@rm -fR .tmp*
@rm -rf .tmp_versions

OT Moaynst K Moaynsi B pasnMuHbIX MNpoekTax OyAeT MeHsiTbCS TO/IbKO MNepemMeHHast CKpunTa:
hello_printk — 3TO MMsi cO6MpPAEMOro MOy U UMsi UCcxofHoro haiina koga hello_printk.c. [Aenaem
c6GOpKy MoAy sl Apa, BbIMOJHSS KOMaHAY :

$ make
make -C /lib/modules/2.6.32.9-70.fc12.i686.PAE/build M=/home/olej/2011_WORK/Linux-kernel/examples
make[1]: Entering directory "/usr/src/kernels/2.6.32.9-70.fc12.i1686.PAE'
CC [M] /home/olej/2011 WORK/Linux-kernel/examples/own-modules/1/hello_printk.o
Building modules, stage 2.
MODPOST 1 modules
cc /home/olej/2011_WORK/Linux-kernel/examples/own-modules/1/hello_printk.mod.o
LD [M] /home/olej/2011_WORK/Linux-kernel/examples/own-modules/1/hello_printk.ko
make[1]: Leaving directory “/usr/src/kernels/2.6.32.9-70.fcl12.i1686.PAE'

Ha atom moaynb cosgaH. HaunHas ¢ saep 2.6 paclumperne gainnos mogynei CMEHEHO € * .o Ha * . ko:

$ 1s *.ko
hello_printk.ko
dopmatom cpaitna mogynsa SABAAETCA 00blYHbI 0OBbEKTHbIN ELF chopmart (.0), HO AONOSHEHHBIN B
Tabnuue BHELWHWUX WMEH HEKOTOPbIMW AOMOSHUTENbHBIMU MMEeHaMK1, TakumMu Kak : _ mod_author5,
__mod_license4, _ mod_srcversion23, _ module_depends, _ mod_vermagic5, ... KoTopble
onpeaensTca cneunasibHbIMM Moy IbHbIMU Makpocamu. 3yyaem cpaiin moayns KoMmaHaom:

$ modinfo ./hello_printk.ko

filename: hello_printk.ko

author: Oleg Tsiliuric <olej@front.ru>

license: GPL

srcversion: 83915F228EC39FFCBAF99FD

depends:

vermagic: 2.6.32.9-70.fc12.1686.PAE SMP mod_unload 686

Toukn Bxoga u 3aBepuweHusn

oboli mMopynb AO/MKEH WMETb 00bsIBNEHHbIEe YHKUUM BXxoga (MHMUManmMsaumm) Moaynst u ero
3aBeplieHns (He o06sa3aTelbHO, MOXET OTCYTCTBOBaTb). ®YHKUMA WHUUMaNM3aumm OyAeT Bbi3blBATLCS
(nocne nNpoBepkM U COGMOAEHUA BCEX AOCTATOYHbLIX YC/I0BWUIA) MPU BbIMNOSIHEHMM KOMaHAbl insmod Ans
moZayns. TOYHO Tak e, hyHKUMSA 3aBepLUeHunst ByAeT Bbi3biBaTbCS NPW BbIMNOSHEHMN KOMaHAbI rmmod.

OYHKUMSA MHUUMAIM3aLUMM UMEET MNPOTOTUN U OGBLABASETCA MMEHHO Kak (PyHKUMS WHULManm3aumn
Makpocom module_init (), Kak 3TO 6bIN10 CAENAHO C TONbKO-YTO PACCMOTPEHHOM NpUMepe:

static int __init hello_init(void) {

}
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module_init(hello_init);

®YHKUNA 3aBEpLUEHUsi, COBEPLUEHHO CUMMETPUYHO, MMEET MNPOTOTWM, W OOLABMSETCA MaKpOCOM
module_exit(), Kak Obl/10 NOKa3aHoO:

static void __exit hello_exit(void) {

}

module_exit(hello_exit);

MpumeuaHue: O6paTuTe BHMMAHVE: (YHKUUS 3aBEPLUEHWS MO CBOEMY MNPOTOTMMNY HE WMEEeT
BO3BPALLAEMOr0 3Ha4YeHUsi, W, MO3TOMY, OHA AAXE HE MOXET COO6LMTb O HEBO3MOXHOCTW KakKux-in6o
[eliCcTBUIA, Korga oHa yXe Hauyasa BbINOMHATbCA. Maes cocTouT B TOM, YTO cucTema npu rmmod cama
MPOBEPUT AOMYCTUMOCTb BbI30Ba (PYHKLIMW 3aBEPLLEHNS, U €C/IM OHW He CO6/I0feHbI, MPOCTO HE BbI30BET 3Ty

yHKLMIO.

lMoka3aHHble BbIlLE COraleHns No 06bABMEHNIO OYHKLUMIA MHULMaIM3aUMM U 3aBEPLLEHNS ABNSIOTCA
obwenpuHATbIMK. HO cyulecTByeT elé oavH He AOKYMEHTUPOBAHHbLIA CNOCO6 OnucaHus 3TuUX (PYHKLWIA:
BOCINO/1b30BaTbCHA HEMNOCPeLCTBEHHO WX npeaonpepenéHHbIMU MMeHaMu, a MMEHHO init_module() u
cleanup_module(). DTO MOXET 6bITb 3aMMCAHO Tak:

int init_module(void) {

}

void cleanup_module(void) {

Mpu Takoii 3anmMcm HeoBXoAMMOCTb B MUCMOMb30BaHUM MakpocoB module_init() u module_exit()
oTnajaeT, a WUCMnonb30BaTb KBa/MuUKaTop static € 3TUMU OYHKUMAMKU Henb3a (OHWM [O/MKHBI ObITb
N3BECTHLIMW BHELLHUMW UMEHaMW NPU CBA3bIBAHUN MOAYNSA C AAPOM).

KoHeuyHo, Takas 3anncb HUKAK He CNOCOOGCTBYET Y/YULIEHUIO YMTAaeMOCTU TEKCTa, HO WMHOrga MOXeT
CYLLLEeCTBEHHO COKPATUTb PYTUHY 3anvcu, 0CO6EHHO B KOPOTKUX UNNHOCTPATUBHBLIX MpUMepax.

BbiBOA, ANArHOCTUKN MOAYNsA

[na amarHocTuU4eckoro BbiBOAA M3 MOAYNSA UCNofib3yeM BbI30B printk(). OH HACTONbKO NOA0GEH MO
CBOUM npaswaam 1 hopmary 06Len3BecTHOMY U3 MO/b30BaTEIbCKOr0 NpocTpaHcTBa printf (), 4To gaxe
He TpebyeT AOMNOSHUTENBHOTO onucaHus. OTMETUM TO/IbKO HEKOTOpble TOHKME OCOGEHHOCTM printk()
OTHOCUTE/IbHO printf():

Cam BbI30B printk() v Bce cONyTCTBYHLIME €My KOHCTaHTbl W onpefeneHuns Hangéte B paiine
onpepeneHunin /1ib/modules/ uname -r’/build/include/linux/kernel.h:
asmlinkage int printk(const char * fmt, ...)

MepBomy napameTpy (bopmaTHOW CTPOKE) MOXeT MpeAlecTBoBaTh (a MOXET U He MpeALecTBOBaTb)
KOHCTaHTa KBa/iMdMkaTop, onpefenswwas ypoBeHb Co06OLeHNA. OnpegeneHns KOHCTaHT A/ 8 ypOBHeEl
COO0O6LLEHNIA, 3annCbIBaeMbIX B BbI30Be printk() Bbl HaingéTte B gpaiine printk.h:

#define KERN_EMERG "<e>" /* system is unusable */
#define KERN_ALERT <> /* action must be taken immediately */
#define KERN_CRIT "<2>" /* critical conditions */
#define KERN_ERR "<3>" /* error conditions */
#define KERN_WARNING "<q>" /* warning conditions */
#define KERN_NOTICE "<5>" /* normal but significant condition */
#define KERN_INFO "<g>" /* informational */
#define KERN_DEBUG "<7>" /* debug-level messages */

MpelecTBytolLan KOHCTAHTA He ABMAETCA OTAENbHLIM NapaMeTpoMm (He oTAensieTcs 3ansATon), u (Kak
BUAHO W3 oOnpefeneHuii) npeacTaBnsieT co60i CUMBOMLHYIO CTPOKY OMpeaenéHHoro Buga, Kotopas
KOHKaTeHMPYeTCA C MNepBbIM NapameTpom (SBAsSOWMMCS, B 06LLeM cnydae, popmaTHoii CTpokoit). Ecnu
Takas KOHCTaHTa He 3anucaHa, To yCTaHaB/MBAETCA YPOBEHb BbIBOAA 3TOr0 COOBLLEHMUS MO YMOMUYaHMIO.

3arpyska mogynei

Haw moaynb npu 3arpy3ke/BbIrpy3ke BbIBOAWT COOOLUEHME MNOCPEACTBOM Bbi3oBa printk(). 3T0T
BbIBOJ, HanpaB/sieTcs Ha TEKCTOBYIO KOHCOJb. [pu pabote B TepMmuHane (B rpacuyeckoin cucteme X11)
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BblBOA, He nMonagaeT B TepMMHas, HO €ro MOXHO BWAETb B (pailie CUCTEMHOIO >KypHana
/var/log/messages.

$ sudo insmod hello_printk.ko

$ lsmod | head -n2

Module Size Used by
hello_printk 557 0

$ sudo rmmod hello_printk

$ lsmod | head -n2

Module Size Used by

vfat 6740 2

$ dmesg | tail -n2

Hello, world!

Goodbye, world!

$ sudo cat /var/log/messages | tail -n3

Mar 8 01:44:14 notebook ntpd[1735]: synchronized to 193.33.236.211, stratum 2
Mar 8 02:18:54 notebook kernel: Hello, world!
Mar 8 02:19:13 notebook kernel: Goodbye, world!

MocnegHMn 2-Ms KOMaHAaMu MokKasaHbl 2 OCHOBHbIX METoAa Bu3yanmnsauun COO0O6LLEHUA sapa
(3aHECEHHbIX B CUCTEMHbIA XypHan): yTwivTa dmesg W MpsAMoe uTeHue (paiina XypHana
/var/log/messages. OHM UMEHT HECKONbKO OT/Myatolmiics dopmar: dpaiin XypHana COAepXUT METKM
BPEMEHWN MOCTYMN/IEHNS COOBLLEHWIA, YTO MHOrAa ObIBAaeT HYXHO. Kpome Toro, npsiMoe 4TeHue dhaiina
XypHana TpebyeT, B HEKOTOPbIX AUCTPUOYTUBAX, Ha/IMUMSA NpaB root.

YTnnanta insmod nonyvyaeT umAa pavina MopynA, U NbiTaeTcs 3arpysvTb ero 6e3 NpoBeEpOK
B3aMMOCBSI3eil. YTunuta modprobe C/oXHee: eil nepedaércs UM yHuBepcasbHbIi ngeHTudukarop, nim
HenocpeacTBEHHO UMA Moayna. Ecnv modprobe nosyyaeT yHMBepCasibHbI MAEHTMAMKATOP, TO OHa
CHavyana nbiTaeTCsl HalTW COOTBETCTBYOLlEE UMA MOAYAsi B haline /etc/modprobe.conf (ycTapesulee),
nnn B cpannax *.conf katanora /etc/modprobe.d, rge KaxgoMy YHMBEPCA/IbHOMY WAEHTUGUKATOPY
NMocTaB/IEHO B COOTBETCTBME UMS MOAy/s (B CTPOKe alias ..., CMOTpY modprobe.conf(5)).

Janee, no umeHn Moayns ytunuta modprobe, Mo cogepxumomy daiina :

$ s -1 /lib/modules/ uname -r /*.dep
-rw-r--r-- 1 root root 206131 Map 6 13:14 /lib/modules/2.6.32.9-70.fc12.i686.PAE/modules.dep
- MblTaeTca YCTaHOBUTL 3aBMCMMOCTW 3anpoLUEHHOro MOAYNA: MOAY/U, OT KOTOPbIX 3aBUCUT
3anpoLUeHHbIA, 6yayT 3arpyxarbca yTunuToi npexae Hero. Cam dhaiin 3aBucumocTeid modules.dep
dhopmmpyeTcsa KOMaHaOoM :
# depmod -a
Toli e KOMaHAoi (Bpemsi OT BPEMEHW) Mbl OGHOBASIEM M GONLLUMHCTBO Apyrux hainoB modules. *
3TOro Karanora:

$ 1s /lib/modules/ uname -r-

build modules.block modules.inputmap modules.pcimap updates
extra modules.ccwmap modules.isapnpmap modules.seriomap vdso

kernel modules.dep modules.modesetting modules.symbols weak -updates
misc modules.dep.bin modules.networking modules.symbols.bin

modules.alias modules.drm modules.ofmap modules.usbmap

modules.alias.bin modules.ieeel394map modules.order source

VHTepecyowmii Hac dpaiin cogepXuT CTPOKK Buaa:

$ cat /lib/modules/ uname -r /modules.dep

kernel/fs/ubifs/ubifs.ko: kernel/drivers/mtd/ubi/ubi.ko kernel/drivers/mtd/mtd.ko

Kaxpas cTtpoka haiina 3asucumocTeil (modules.dep) COAEPXWT: &). MOAY/M, OT KOTOPbIX 3aBUCUT
JaHHbI (Hanpymep, Moay/b ubifs 3aBucuM oT 2-x Mofyaed ubi u mtd), U 6). MONHbIE NYTU K haiinam Bcex
mogaynei. Mocne atoro 3arpy3vTb MOAY/IM He NPeacTaBiseT Tpy4a, U HENOCPeACTBEHHO A1 3TOW paboThbl
BK/tOYaEeTCA (N0 KaxK4oMy MOAYNI0 Noc/iefoBare/ibHo) yTuamMTa insmod.

MpumeuaHwe: ecnv 3arpyska Mogyns MPoOU3BOANTCA HEMOCPEACTBEHHO YTUAUTON insmod, yKa3aHWem
eii nmeHu cpalina Mmoaynsa, TO YyTUIMTA HUKAKME 3aBUCMMOCTU He MpPOBEPSiET, U, ecnn obHapyXmBaeT
HepaspeLlEHHOe MM — 3aBepLUaeT 3arpy3Ky aBapuitHo.
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YTnnnta rmmod BbIFPY)XXaeT paHee 3arpy)XeHHbli MOAy/b, B KayecTBe NapamMerpa yTunanta [oshkHa
nonyyatb uma mopyna (He uma canna mopyns). Ecnm B cucteme ecTb MoAaynu, 3aBUCUMble OT
BbIrpy)XaeMoro (CYETUMK CCbIJIOK WCMNOMb30BaHWA MoAyns 60nblie Hyns), TO BbIrpy3ka MOAynst He
NPOu30iAET, N yTUNUTa rmmod 3aBEPLUNTCSA aBapUHO.

CoBepLUeHHO eCTeCcTBeHHO, 4YTO BCe YTWAUTbl insmod, modprobe, depmod, rmmod CAULIKOM
KapAWHa/IbHO BNUAKOT Ha NoBefeHue CUCTEMbl, U AN CBOEr0 BbINOSIHEHMS, €CTECTBEHHO, TPebyoT npasa
root.

Mapamempsbi 3a2py3Ku MOOY/isi

Mopayno npu ero 3arpyske MoOryT ObiTb NepegaHbl 3HA4YeHUs NnapameTpoB — 34ecb Habnwogaetcs
nosHas aHanorus (No cMbIC/y, HO He Mo dpopmarty) ¢ nepegadelt napaMeTpoB NONb30BaTEIbCKOMY NPOLECCY
13 KOMaHAHOW CTPOKW Yepe3 maccuB argv([].

[ns kaxporo napamMetrpa Onpefensercs nepeMeHHas-napameTp, faJlee MMs 3TOW MepeMeHHOW
yKasblBaeTcs B Makpoce module_param(). MoAoGHbIA Makpoc A0/MKEH ObiTb 3anucaH A KaX[oro
NpegycMOTPEHHOrO napameTpa, W [OO/MKEeH  MocniefoBaTeNlbHO onpejenvTb: a). uMmsa (napameTrpa U
NepeMeHHoi1), 6). TN 3Ha4YeHMs 3TO NepemMeHHON, B). NpaBa AO0CTyna K napameTpy, 0TobpakaemMomy Kak
nyTeBoe UMs B CUCTEME /Sys.

3HayeHus1 napameTpaMm MOryT ObiTb YCTAHOB/IEHbI BO BPEMSA 3arpy3ku Moayns yepes insmod wnu
modprobe, nocregHss KomMaHga Takke MOXET npouuTatb 3Ha4YeHWe napameTpoB U3 cBoero doaiina
KOHdburypaumm (/etc/modprobe.conf) anga sarpysku mogynei.

O6paboTka  BXOOHbLIX  MapaMeTpoB  MoAyns  obecneyMBaeTcs  Makpocamu  (onucaHbl B
<linux/moduleparam.h>), BOT OCHOBHble (TaMm e ecCTb ewé pag Maio ynorpebnsaemMbix), ABa U3 HUX
NPUBOAATCSA C NOSHbIM OnpefeneHneM Yyepes Apyrue Mmakpocol (UTo Jo6asiseT NoHUMaHus):

module_param_named(name, value, type, perm)

#define module_param(name, type, perm) \
module_param_named(name, name, type, perm)

module_param_string(name, string, len, perm)

module_param_array_named(name, array, type, nump, perm)

#define module_param_array(name, type, nump, perm) \
module_param_array_named(name, name, type, nump, perm)

Ho paxe u3 3TOro nNogMHOXECTBa YMNOTPebnsATCs uvalle Bcero ToAbko Aga: module_param() U

module_param_array() (4eTaslbHO MOHSATb pPaboTy MakpOCOB MOXHO PeasibHO BbIMOMHAA 06CYyXAaeMblii
HUXe npumep).

IIpumeuanue: [TocieqHAM MapaMeTPoM PErm yKasaHsl rpasa JocTyma (Harnpumep, S_TIRUGO | S_IWUSR), oTHOCAIMECS
K UMeHH IapameTpa, otobpakaeMoMy B ToAcHcTeMe /SYS, eCiM HaCc He MHTepecyeT UMs TlapaMetpa otobpakaemoe B /SYS, TO
XOpOLIWM 3HaueHHeM Jiisi lapameTpa perm oyzet 0.

[nsi napaMeTpoB Mofynsi B Makpoce module_param() MOTYT 6bITb YKa3aHbl cefytoLime TUrbl:
- bool, invbool - 6ynesa BenuuuHa (true unm false) - cBsi3aHHasA NepemMeHHas [0/KHa 6biTb TUNa
int. Tun invbool MHBEPTUPYET 3HAYEHKE, TaK YTO 3HAUYEeHMe true NPUXOANT Kak false M HAO6GOPOT.

- charp - 3HaueHue ykaszarens Ha char - BblAeNsieTca namsTb 4718 CTPOKM, 3afaHHO NoMb30BaTesiem
(He HyXHO npegBapuTeNbHO pacnpedensaTb MecTo Afs CTPOKM), W yKasaTesb ycTaHaB/MBaeTCH
COOTBETCTBYIOLLMM 06pa3oM.

- int, long, short, uint, ulong, ushort - 6a3oBble LE/ble BENNYMHbI Pa3HOl pPasMepHOCTH;
BEPCUN, HAYMHAIOLLMECS C U, IBNSOTCA 6€33HaKOBbIMW BEIMYMHAMM.

B kauecTBe BXOAHOro napamerpa MOXeT OblTb OnpefesiéH 1 MaccuUB Bbllle Nepevynuc/ieHHbIX TUNoB (Makpoc
module_param_array()).

MpumMep, NokasbiBalWwmin 601bLNHCTBO MPUEMOB MCMO/L30BaHUSA MapamMeTpoB 3arpy3ku moayns (apxus
params.tgz) NoKa3aH HUXe:

mod_params.c :

#include <linux/module.h>
#include <linux/moduleparam.h>
#include <linux/string.h>

MODULE_LICENSE("GPL");
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MODULE_AUTHOR("Oleg Tsiliuric <olej@front.ru>");

static int iparam = 0; // Uueno4YncneHHuln napamep
module_param(iparam, int, 0);

static int k = 0; // vMeHa napameTpa W NepeMeHHON pas3nuyalnTcs
module_param_named(nparam, k, int, 0);

static bool bparam = true; // NOornyeckuii MHBEPCHbIi Mapamep
module_param(bparam, invbool, 0);

static char* sparam; // CTpOYHbIi napameTp
module_param(sparam, charp, 0);

#define FIXLEN 5
static char s[FIXLEN] = ""; // vMeHa napameTpa W MepeMeHHOoli pa3/fmyanTcs
module_param_string(cparam, s, sizeof(s), 0); // konupyemas cTpoka

static int aparam[] = { 0, 0, 0, 0, 0 }; // napameTp - LE/I0YUC/IEHHbII Maccus
static int arnum = sizeof(aparam) / sizeof(aparam[0]);
module_param_array(aparam, int, &arnum, S_IRUGO | S_IWUSR);

static int __init mod_init(void) {
int j;
char msg[40] = "";
printk(" \n");
printk("iparam = %d\n", iparam);
printk("nparam = %d\n", k);
printk("bparam = %d\n", bparam);
printk("sparam = %s\n", sparam);
printk("cparam = %s {%d}\n", s, strlen(s));
sprintf(msg, "aparam [ %d ] = ", arnum);
for (j = ©; j < arnum; j++) sprintf(msg + strlen(msg), " %d ", aparam[j]);
printk("%s\n", msg);
printk(" \n");
return -1;

module_init(mod_init);

B koge aToro moaynsi NPUCYTCTBYIOT [ABE BELM, KOTOpble MOTYT MoKa3aTbCsl HEMPUBbIYHLIMM
nporpamMMUCTy Ha si3blke C, Hapyluawolme CTEepeoTWNbl 3TOr0 SA3blka, W MNoHayasly VMEHHO B 3TOM
NopoXAaaroLLme OLLNGKY NPOrPamMMUPOBaHIS B COGCTBEHHbLIX MOAYNAX:

—  OTCYTCTBME pe3epBMPOBaHNs NamMaTy A1 CUMBO/ILHOTO NapameTpa sparami?;

— W pUHaMUYECKMA pasmep napameTpa-maccuBa aparam. (AMHAMWYECKU W3MEHSIIOLWMIACA nocne
3arpyskm moayns);

— Npu 3TOM 3TOT AUHAMUYECKWIT pa3Mep He MOXEeT MPEBbLICUTb CTaTUYECKN 3ape3epBUPOBaHHYHO
MaKCMMa/IbHYH pa3MepHOCTb MaccuBa (Takasi NonbiTKa Bbi3bIBAET OLUMOKY).
Ho n TO, U agpyroe, xoTenocb 6bl HaAEATbCs, AOCTATOYHO Pa3bSCHSETCA AEMOHCTPUPYEMbIM KOAOM
npumepa.
[Ona cpaBHeHUA - BbINOMIHEHME 3arpy3kM MOAyNs € napametrpaMmy Mo ymonvaHuio (6e3 ykasaHus
napameTpoB), a 3aTeM C Nepeonpefe/ieHNEM 3Ha4YeHnii BCEX NapaMeTpoB:
# sudo insmod mod_params.ko
insmod: ERROR: could not insert module ./mod_params.ko: Operation not permitted
$ dmesg | tail -n8
[14562.245812]

12 OG6bsBNIEHHBIN B KOZle yKa3aTesb MPOCTO YCTaHABIMBAETCS HAa CTPOKY, Pa3MeLEHHYO I7ie-TO B [lapaMeTpax 3arycka IporpaMMel
3arpy3ku. IIpu 3TOM 0CTaéTCst OTKPBITHIM BOIIPOC: @ €C/IM MOC/Ie OTPAOOTKN MHCTa/UISILIMOHHON (YHKLIMY, pe3uAeHTHBIN Ko7
MOZy/Is 00paTUTCS K TAKOM CTPOKe, K UeMy 3TO NMpHUBeJET? S1 MOTy MpeJoNoXUTh, UTO K KDUTUUECKOH OIIHOKe, a BBl MOXKeTe
TIPOBEPUTH 3TO KCIIEPUMEHTAIBHO.
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[14562.245816] iparam = 0

[14562.245818] nparam = 0

[14562.245820] bparam = 1

[14562.245822] sparam = (null)
[14562.245824] cparam = {0}

[14562.245828] aparam [ 5] = 06 0 0 0 0
[14562.245830]

# insmod mod_params.ko iparam=3 nparam=4 bparam=1 sparam=strl cparam=str2 aparam=5,4,3
insmod: ERROR: could not insert module mod_params.ko: Operation not permitted

$ dmesg | tail -n8

[15049.389328]
[15049.389336] iparam = 3
[15049.389338] nparam = 4
[15049.389340] bparam = 0
[15049.389342] sparam = stril
[15049.389345] cparam = str2 {4}
[15049.389348] aparam [ 3 ] = 5 4 3
[15049.389350]

Npu aTOM MaccmeB aparam MO/AYyYU/1 U HOBYHO pasMepPHOCTb arnum, W €ro 3/IeMeHTaM NPUCBOEHbI HOBbIE
3Ha4YeHuns.

BBoAMMble napameTpbl 3arpyskM M WX 3HAYeHWs B KOMaHfe insmod XecToualilum o06pas3om
KOHTPO/IMPYIOTCSA (XOTSl, €CTECTBEHHO, BCE MPOKOHTPOMMPOBATb abGCO/IOTHO HEBO3MOXHO), MOTOMY Kak
MOZY/lb, 3arpy>eHHbIA ¢ OLUMGOYHLIMU 3HAYEHUSIMU NAPaMETPOB, KOTOPbI/ CTAHOBWUTCS COCTABHOW YacTbH
aApa — 3T0 yrpo3a Le/locTHOCTY cucTeMbI. Ecnn XoTs Gbl OAUH U3 NapaMeTpPoB NpU3HaH HEKOPPEKTHLIM,
3arpyska Mogysisi He NPou3BoAUTCS. BOT Kak NpoMCXoanT KOHTPOSIb A/151 HEKOTOPbIX Cy4Yaes:

# insmod mod_params.ko aparam=5,4,3,2,1,0

insmod: ERROR: could not insert module mod_params.ko: Invalid parameters
# echo $?

1

$ dmesg | tail -n2

[15583.285554] aparam: can only take 5 arguments

[15583.285561] mod_params: °5' invalid for parameter “aparam'

34ecb vmMena MecTO MOoMbiTka 3anofiHUTb B MacChBe aparam YUCNO 3/1EMEHTOB 60/ibllee, 4Yem ero
3apesepBupoBaHHas pasmepHocTb (5).

MonbITKa 3arpy3ku Mogysisl C ykasaHneM napamerpa C MMeHeM, He NpeayCMOTPEHHbIM B KOAe Moayns, B
HekoTopbIX KoHGurypauusix (Fedora 14) npuBegéT K owMbKe He pacno3HAaHHOro napameTrpa, U Moay/b He
OyaeT 3arpyxeH:

$ sudo /sbin/insmod ./mod_params.ko zparam=3

insmod: error inserting './mod_params.ko': -1 Unknown symbol in module
$ dmesg | tail -n1

mod_params: Unknown parameter “zparam'

Ho B gpyrmx cnydvasx (Fedora 20) Takoii mapameTp O6ygeT MpOCTO MPOWrHOPWPOBaH, a moaynb OyaeT
HOPMaJIbHO 3arpy>eH:
# insmod mod_params.ko ZzZparam=3
insmod: ERROR: could not insert module mod_params.ko: Operation not permitted
$ dmesg | tail -n8
[15966.050023]
[15966.050026] iparam = 0
[15966.050029] nparam = 0
[15966.050031] bparam = 1
[15966.050033] sparam = (null)
[15966.050035] cparam = {0}
[15966.050039] aparam [ 51 = 06 0 0 0 0
[15966.050041]

K Takum (BONaTU/IbHBIM) BO3MOXHOCTSIM HY)KHO OTHOCUTBLCS C 60/1bLLION OCTOPOXHOCTbIO!

# insmod mod_params.ko iparam=qwerty
insmod: ERROR: could not insert module ./mod_params.ko: Invalid parameters
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$ dmesg | tail -n1
[16625.270285] mod_params: “qwerty' invalid for parameter “iparam'

Tak BbIrNAANT NOMbITKA NPUCBOEHNA HE YMC/TIOBOTrO 3HAYEHUSA YNC/TOBOMY TUMY.

# insmod mod_params.ko cparam=123456789

insmod: ERROR: could not insert module mod_params.ko: No space left on device
$ dmesg | tail -n2

[16960.871302] cparam: string doesn't fit in 4 chars.

[16960.871309] mod_params: °~123456789' too large for parameter “cparam'

A 3gecb 6blna MpeBbllleHA MakCUMasibHasi A/vHa Ofis  CTPoKM-napaMeTpa, nepegaBaemol
KOMMPOBaHMEM.

NMoACUYET CCbIZTOK NCNOJIb30BaHUA

OfHMM M3 BaXHbIX (U O4YE€Hb MyTaHHbLIX MO OMMCAHMAM) MOHATWIA U3 cdepbl MoAayNnein ecTb NOACYHET
CCbIJIOK MCMNONb30BaHMS Mopgynsi. CUYETUMK CCbIIOK SBASIETCA BHYTPEHHWMM MOSIEM CTPYKTYpPbl OMMcaHus
MOZYNS 1, BOObLLE TO roBopsi, SABNSIETCA cnabo AOCTYMHbIM NO/Ib30BaTE/0 HENOCPEACTBEHHO. pun 3arpyske
MOAY/NSA HayaslbHOE 3HavyeHue CcuYéTuMKa CCbIIOK HyneBoe. [Mpu 3arpy3ke fl060ro CreayroLwero Moayns,
KOTOPbIA MCMOMb3YET UMEHA (MMNOPTUPYET), 3KCNOPTUPYEMbIE AAaHHLIM MOAY/IEM, CYETUMK CCbI/IOK AAHHOMO
MOAYNS1 MHKpeMEeHTUpyeTca. Moay/b, CYETUMK CCbIJIOK MCMNOSIb30BaHMA KOTOPOrO HE Hy/eBOi, He MOXeT
ObiTb BbIFPY)XX€H KOMaHAoih rmmod. Takas TUWATeNIbHOCTb OTC/IEXUBAHWUS CAefaHa W3-3a KPUTUYHOCTU
MOZAYNel B CUCTEME: HEKOPPEKTHOE obpalleHne K HECYLLEeCTBYIOLWEMY MOAY/MI0 FapaHTUPYeT Kpax Bcei
CUCTEMBI.

CMOTPUM TaKyto NPOCTEViLLyo KOMaHYy:

$ lsmod | grep i2c_core
i2c_core 21732 5 videodev,1915,drm_kms_helper,drm,i2c_algo_bit

30ecb Moaynb, 3aperncTpupoBaHHbIi B cucTeMe nog MmeHem (He umsa daiinal) i2c_core (ums
BbIOpPAHO MPOM3BOJSIBHO M3 YKCNa 3arpy>XeHHbIX MOAY/NEl CUCTEMbI), UMEET TEKYLLEE 3HAYEHME CUETYMKA
CCbINIOK 5, 1 ganee cnegyeT nepeyncneHne MMEH 5-tm mogyneii Ha Hero ceblnarowmxcs. o Tex nop, noka
3Tn 5 mogynei He BynyT yAasnieHbl U3 CUCTEMBI, YOINTb MOAY/Ib 12¢_core 6yAeT HEBO3MOXHO.

B uyém cocTouT OTMeYeHHas Bbllle MyTaHOCTb BCEro, YTO OTHOCUTCA K YUC/Y CCbLIOK MOAyna? B Towm,
YTO B 06/1aCTW 3TOTO MOHATUA NPOUCXOAAT MOCTOSAHHbIE U3MEHEHUS OT Agpa K A4pY, Y NPOUCXOOAT OHU C
TaKOW CKOPOCTbIO, YTO /ITEpaTypa 1 06CYXXAEHWS He NOCMeBaloT 3a 3TUMU M3MEHEHUSIMM, & NO3ITOMY 4acTo
OMMCbIBAIOT KakMe-TO HecyllecTByHLMe MexaHu3mbl. [0 CuX MOp B OMUCAHMSAX YACTO MOXHO BCTPETUTb
CCbI/IKN Ha Makpocbl MOD_INC_USE_COUNT () ¥ MOD_DEC_USE_COUNT( ), KOTOpPbl€ YBEINYMBAIOT U YMEHbLUAKOT
CYETUMK CCbINIOK. HO 3T Makpocbl ocTanuch B aapax 2.4. B agpe 2.6 ux MecTo 3aHsA/IM (DYHKLMOHa IbHble
BbI30BbI (OnpeaenénHble B <linux/module. h>):

- int try_module_get(struct module *module) - yBeM4YUTb CUYETUYMK CCbIJIOK A9 MOAY/A
(BO3BpaLLaeTcs NPU3HaK yCcrneLwwHocTn onepawmm);

- void module_put(struct module *module) - yMEHbLNTb CYETUMNK CCbIJIOK AJ19 MOAY/IA,

- unsigned int module_refcount(struct module *mod) - BO3BpaTUTb 3HAUYEHME CUYETYMKA
CCbINIOK ANA Moayns;

B kauecTBe napameTpa BCeX 3TMX BbI30BOB, Kak MNpaBW/io, NepefaéTcsi KOHCTaHTHbIV ykasatesb
THIS_MODULE, TaK YTO Bbl30Bbl, B KOHEYHOM WTOre, BLIMAASAT NOL06HO CriefyoWwemy:

try_module_get (THIS_MODULE);

Takum 06pa3om, BUAHO, UYTO VMEETCA BO3MOXHOCTb YNPaBAsATb 3HAYEHWEM CUYETYMKA CCbIJIOK U3
CO6CTBEHHOIO Moayns. [enatb 3TO HY)XXHO KpaiiHe 06yMaHHO, MOCKO/bKY €C/IN Mbl YBEIMUUM CHETHUMK U
CUMMETPUYHO €ero no3Xe He YMEeHbLUUM, TO Mbl BOOOLLE HE CMOXEM BbIrpy3uTb MoAyNb (40 nepesarpysku
CUCTEMBbI), 3TO OAWH M3 NMyTe BOZHWKHOBEHWS B CUCTEME «MEPMaHEHTHbIX» MOAy/el, Apyras BO3MOXHOCTb
NX BO3HWKHOBEHWS: MOAY/b HE UMEKLWMA B KOAe (YHKLUMU 3aBEpLUEHNs. B HEKOTOPbIX Cayvasx MOXET
oKasaTbCA HYXHbIM OUHAMWYECKN W3MEHSATb CYETYMK CCbIJIOK, MPENATCTBYS Ha BPEMS BO3MOXHOCTU
BbIFPY3K1 MOAYNS. DTO akTyasibHO, HanpuMep, B (OYHKUMAX, peainsyowmx onepauum open() (yBenmunsaem
CYETUMK Ob6palleHnii) n close() (yMeHbllaeM, BOCCTaHaB/MBAEM CUETUMK OOpalleHunii) ons ApaiiBepos
YCTPOICTB — MHa4e CTaHEeT BO3MOXHa BbIrpPy3ka MOAyns, 0OCAYXMBAOLEro OTKPbITOE YCTPOWCTBO, a
cnegywouwpme obpalleHns (M3 npouecca MNo/sb30BaTe/IbCKOro MPOCTPAHCTBA) K OTKPbITOMY [AEeCKpUnTopy
ycTpoiicTBa 6yayT Hanpas/eHbl B HE MHULMUPOBaHHYO NamATh!

1 3mecb BO3HMKAET ouepeaHas nyTaHuua (KOTopylo MOXHO Ha6/MioAaTh U Mo KAy HEKOTOPbLIX MOAyei):
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BO MHOIMX WCTOYHUKAX PEKOMEHAYETCH WHKPEMEHTUPOBATb M3 COGCTBEHHOTO KOAa MOAYS CUETUMK
CMO/Ib30BaHUIA NPU OTKPLITUM YCTPOICTBA, U AEKPEMEHTUPOBATbL MPU €ro 3aKPbITUK. ITO GbINI0 aKTyasbHO,
HO C HEKOTOpOIi Bepcun siapa (S He CMOT OTC/IeAUTb C KaKOW) 3TO OTC/IEXUBAHVE AeNaeTcs aBTOMaTUYeCKU
NPV BbINOSTHEHUWN OTKPbITUS/3aKPbITHS.

Cmpykmypbl 0aHHbIX CEMeso020 cmeka

CeTeBas peasimsauus NOCTPOEHa TakK, YTOOGbl He 3aBWCETb OT KOHKPETMKM MPOTOKOs10B. OCHOBHOIA
CTPYKTYpOIi AaHHbIX ONucbiBaloLWeli ceTteBoii MHTepdhenic (YCTPOWCTBO) SABNSETCS struct net_device, K
Hei Mbl BEpHEMCS NO3Xe, ONUCbIBas YCTPONCTBO.

A BOT OCHOBHOW CTPYKTYpOii 06MEHMBAEMbIX AaHHbIX (MeXAy CETEBbIMU YPOBHAMM), Ha ABWKEHUU
3K3EMM/ISIPOB AaHHbIX KOTOPOW MeX4y CETEBbIMU YPOBHSMW MOCTPOEHa paboTa BCeil NoACUCTEMbI — 3TO
ecTb 6ydiepbl cokeToB (onpegenenHus B <linux/skbuff.h>). Bydep COKeTOB COCTOUT KX ABYX YacTeil:
JaHHble ynpaBneHus struct sk_buff, n gaHHble nakeTa (ykasblBaemble B struct sk_buff ykaszarensamu
head v data). Bydepbl cokeToB Bcerga yBA3blBalOTCA B odepean (struct sk_queue_head) nocpeacrsom
CBOWX OBYX MEPBbIX NOJei next n prev. BoT HEKOTOpbIE MO/ CTPYKTYPbI, KOTOpble NO3BO/ISIOT NpeAcTaBUTb
€€ CTPYKTYpYy:

typedef unsigned char *sk_buff_data_t;

struct sk_buff {
struct sk_buff *next; /* These two members must be first. */
struct sk_buff *prev;

sk_buff_data_t transport_header;
sk_buff_data_t network_header;
sk_buff_data_t mac_header;

unsigned char *head,
*data;

}
CTpyKTypa B/IOXXEHHOCTM 3aro/IOBKOB CETEBbIX YPOBHEl B TOYHOCTW COOTBETCTBYET CTPYKType
MHKaNCynsiuMm ceTeBbIX MPOTOKO/IOB MPOTOKOSIOB BHYTPU APYr Apyra, 3TO NO3BOMSIET 06pabaTbiBaloLeMy
C/10t0 MoslyyaTh AOCTYN K MHpOPMAaLIMK, OTHOCSILLEIACS TOMBKO K HY)XHOMY eMy C/10H0.

3K3€MﬂﬂﬂpblﬂaHHbD(TMHa.Struct sk_buff:

— BO3HMKaOT NpyU NOCTYMN/IEHUN OYEPEAHOIO CETEBONO MakeTa (34eCb HY)XHO MPUHMMATb BO BHUMAaHMWE
BO3MOXXHOCTb CErMEeHTaUMM MakeToB) U3 BHELUHEW (hM3NYECKO cpeabl pacnpoCTpaHeHUs LaHHbIX.
06 astom cobbiTun M3BellaeT npepbiBaHne (IRQ), reHepnpyemoe ceTeBbiM aganTepom. [pu 3ToMm
co3faétca (Yalle M3BnekaeTcs 13 nyna Mcnonb3oBaHHbIX) 3K3eMnsap Oydepa cokeTa, 3anoHAeTCs
[aHHbIMY M3 NOCTYNMBLLETO NakeTa 1 fasnee 3T0T 3K3eMnap nepesaércs BBepX OT CETEBOIO C0S K
€010, [0 MPUNOXEHNS NMPUKNAAHOIO YPOBHSA, KOTOpPOE SAB/SETCA MnosyyaresnieM naketa. Ha atom
3K3eMMAsp AaHHbIX Bydepa cokeTa yHUUTOXaeTcs (YTUNU3npyeTcs).

— BoO3HMKatOT B cpefe NpUAoKeHUs] NPUKAIAaAHOro YPOBHS, KOTOPOE SIBASIETCA OTNPaBUTENEM NakeTa
OaHHbIX. [MakeT oTnpaBAsieMblX [AaHHbIX MOMELLAETCA B CO3[aHHbIA Oydep COKeTa, KOTOopbIii
HauMHaEeT nepemeLLaTbCsl BHW3 OT CETEBOr0 C/I0S1 K C/I0K, A0 AOCTMXKEHMS KaHa/lbHOro YpoBHS L2.
Ha aTom ypoBHe oCyLLIeCTBASIETCS IM3ndeckas nepefaya AaHHbIX NakeTa yepes3 CETeBOI ajanTep B
cpepy pacnpocTpaHeHusi. B criyyae ycnewHoro 3aBeplueHus nepefadn (4To MoATBepXAaercs
npepbiBaHMEM, TEHEPMPYEMbIM CETEBbLIM afanTepoM, 4acTo MO TOi Xe /mHuM IRQ, 4To 1 npw
npuéme nakerta) 6ydoep cokeTa yHuuTOXaetcs (yTunmaupyetcs). Mpu OoTCyTCTBUM MOATBEPXAEHUS
otnpaBku (IRQ) 06bIYHO AenaeTcsi HECKOMbKO MNOBTOPHbIX MOMbITOK, MPEXAe, YEM NPUHATL peLleHne
06 oLunbKe KaHana.

MpoxoxaeHne aksemnssipa AaHHbIX Gydiepa CoKeTa CKBO3b CTEK CETEeBbIX MPOTOKOM0B GyAeT AeTasibHO
npoaHann3npoBaHo aasee.

lymb nakema cKB80O3b CMeK rMpPomoKo/108

Tenepb y Hac AOCTATOMHO AeTasieil, 4Tobbl MpocneanTb NyTb NakeToB (bydhepoB COKETOB) CKBO3b
CETEBOI CTeK, npocneanTb TO, Kak bydhepa COKETOB BO3HMKAKT B CUCTEME, U KOrga OHM €€ nokmaatoT, a
Takxe OTBETUTb Ha BOMPOC, NOYEMY BbilLefiexaliye NpoToKO/IbHbIe YPOBHM (ByAYT pacCMOTPEHbI YYTb HUXKE)
HUKOTAa He TMOopoXAalT W He YHMYTOoXalT OydhepoB COKETOB, a TOMbKO obpabarbiBaloT (Man
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MOOUMUUMPYIOT)  codepXawylcs B HUX  MHGopmauuio  (paboTtaloT  kak  cunabtpel). UTak,
noc/efoBaTelbHOCTb CBSA3EM Mbl MOXEM Pa3/iOKUTbL B TAKOM NOPSAKeE:

Mpuém: TpaaULMOHHbLI nogxop,

TpaAVUMOHHBIA MOAXO04 COCTOMT B TOM, UTO KakAbli NPUXOAALWWA CeTeBOW MakeT nopoxaaer
annapaTHoe npepbiBaHue No MMHMK IRQ aganTtepa, YTO U CAYXUT CUTHAJIOM Ha NPUEM OYeEpPEHOro CETEBOTO
naketa u cosfgaHve OGydepa cokeTa 7S €r0 COXpaHeHUss 1 06paboTkM MPUHATLIX AaHHbIX. [Mopaaok
LelcTBuiA MOLYNs CETEBONO UHTepheiica Npy 3TOM CNeayoLWiA;

1. Yutaa KoHdmrypaumnoHHyto obnacte PCl agaptepa cetv npu nHuumMannsaumm mMoayns, onpegensiem
NHMIO NpepbiBaHna IRQ, KoTopas byaeT 06CyXmMBaTb CETEBOW 0OMEH:

char irq;
pci_read_config_byte(pdev, PCI_INTERRUPT_LINE, &byte);

ToYHO TakvMM Xe mMaHepom ByAeT onpegeneHa n obnactb aapecoB BBOAA-aApecoB ajantepa, CKopee BCero,
yepe3 DMA ... - BCé 3TO paccmaTpuBaeTcs rnosxe, npy paccMoTpeHnn annaparHbIX LWKH.

2. Mpn nHMumManmnsaumMm ceTeBoro mMHTepdieiica, ana ato nnHMM IRQ ycTaHaBiMBaeTcsi 06paboTUMK
npepbiBaHNA my_interrupt() :
request_irq((int)irq, my_interrupt, IRQF_SHARED, "my_interrupt", &my_dev_id);
3. B o6paboTumke npepbiBaHUsA, NO NpUEMY HOBOrO naketa M3 ceTn (TO Xe MpepbiBaHMe MOXET

nponcxogmnTb 1 Npu 3aBepLUEHNN OTMPaBKKN NMakeTa B CETb, 3[4E€Cb HYXXEH aHa/Tn3 I'IpI/ILII/IHbI), co3pfaéTcs (I/I]'II/I
3anpalmBsaeTcAa 13 nyna I/ICI'IOJ'Ib3yeMbIX) HOBbI 3K3eMNsisAap 6quepa COKEeTOB:

static irqreturn_t my_interrupt(int irq, void *dev_id) {

struct sk_buff *skb = kmalloc(sizeof(struct sk_buff), ...);

// 3anonHeHue faHHbIX *skb uTeHuem M3 nNOpTOB CeTeBOro ajanTtepa

netif_rx(skb);

return IRQ_HANDLED;

}

Bce 3T geiicTBusl BbIMOMHAKTCA HE B caMOM 06paboTurke BEpXHEW MOMOBMHbI MPepbiBaHUn OT CETEBOIO
ajantepa, a B 06paboTuMKe OT/IOXKEHHOrO MnpepbiBaHMs NET_RX_SOFTIRQ Ana 3Toi AvHun. MocnegHum
OEeNCTBMEM ABNSIETCA Nepefadya 3anofIHEHHOrO COKeTHoro Oydepa Bbi3oBy netif_rx() (unm
netif_receive_skb()) KOTOpbI M 3anycTuT npouecc ABwxeHuss ero (bydiepa) BBepx MO CTPyKType
CeTeBOro cTeka (OTMETUT OT/IOKEHHOE NPOorpamMmMHoe npepbiBaHne NET_RX_SOFTIRQ 4715 UCTNO/THEHNS).

NMpném: BLICOKOCKOPOCTHOW NHTepdeiic

OC06€eHHOCTb MPUPOAbI CETEBLIX MHTEPECOB COCTOUT B TOM, YTO UX aKTMBHOCTb HOCWUT B3PbIBHOW
XapakTep: nocsie BecbMa MNPOAO/IHKUTENbHBIX MEPMOAOB MOSMAHUS BO3HUKAKOT WMHTEpBasibl MUKOBOIA
aKTMBHOCTM, KOrga CeTeBble MakeTbl (CerMeHTUpOBaHHble Ha IP nakeTbl 06bEMbI NepefaBaeMbiX AaHHbIX)
CnepytT CN/IOWHOW NIOTHOW u4epepdoli. Mocne Takoro MuKa akTUBHOCTM MOTYT CHOBa HacTynaTb
3HAUMTENbHbIE MPOMEXYTKM MOSIHOTO OTCYTCTBMS aKTUBHOCTWU, WM BSIJION aKTMBHOCTU Ha WHTepdeiice
(o6bmeH ARP naketamu ans 06HOBNEHUS MHGOPMAaLMX pas3peLLeHns oKa/IbHbIX aapecoB 1 NOA06HbIE BUAbI
aKkTuBHOCTK). CoBpeMeHHble Ethernet ceTeBble KapTbl MCMONb3YIOT CKOPOCTN obmeHa Ao 10Gbit/s, HO yxe
AaXe Npy 3HAYUTE/IbHO HWXKE MHTEHCUMBHOCTAX TPAAMLUMOHHBIA NOAX0M CTAHOBUTCS HeLlenecoobpasHbIM: B
nepuoabl BbICOKOI NAIOTHOCTU NOCTYN/IEHNSA NAKETOB:

— HOBble MpUXoasLLMe NakeTbl CO3A4al0T B/IOXKEHHbIE 3anpockl IRQ HECKO/IbKMX YPOBHEN npu eLé He

06cnyXeHHoM npuéme Tekyulero IRQ;

— acuHXpoHHOe obcnyxunsaHne kaxpgoro IRQ B NMAOTHOM MNOTOKe CO34aET C/MWKOM 6Gonbluve

HaknafHble pacxofbl;

MoaTtomy 6bIn1 fo6aBneH Habop API ana 06paboTkn TakuMX NAOTHBIX NOTOKOB MakeToB, NMOCTYNAaLWmX ¢
BbICOKOCKOPOCTHbIX MHTepdhelicoB, KOTopblii U nonyunn HassaHne NAPI (New API'3). aes cocTout B TOM,
YyTOObLI NPMEM MaKeTOB OCYLLECTBNATL HE METOAOM annaparHoro npepbiBaHusA, a METOLOM NPorpamMmmMHOro
onpoca (polling), TouHee, KOMOUHALMENR 3TUX ABYX BO3MOXHOCTEIA;

— Npv NOCTYNNeHU/ NepBOro naketa «navyku» WHUUUUPYETCs npepbiBaHne IRQ apantepa (Bcé
HauMHaeTCs Kak B TPaAULMOHHOM METoAE)...
— B 00paboTuMKe MpepbiBaHUSA 3anpeljaeTcs MOCTYN/eHNe AasibHENLIMX 3anpoCcoB NPepbIBaHNS C
370 nvHMK IRQ no npuémy naketos, IRQ € 3TOl Xe NUHUM NO OTNPaBKe NakTOB MOryT NPoAo/MKaTb
13 EcTecTBeHHO, 10 KAKOTO BPeMeHH OH Oy/IeT «HOBBIM» HEM3BECTHO — /IO TOSIB/IeHUs elrjé 6ojiee HOBOTO.
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noctynatb, TakMM 06pa3oMm, 3TOT 3anpeT MPOUCXOAWUT He MPOrpaMmHbIM 3anpetom AvHumM IRQ co
CTOPOHbI NMpoLeccopa, a 3anucbio ynpaBnsioLLein nHpopmauuy B annapaTHbie PerMcTpbl CETEBOIO
aganTepa, aganTep [AO/MKEH MpegycMaTpuBaTb Takoe pas3feribHoe YnpasfieHWe MOCTYM/IEHNEM
npepbiBaHWA MO NPUEMY K Nepegade, HO A/ COBPEMEHHbIX BbICOKOCKOPOCTHbIX afanTepoB 3To,
06bI4HO, CObMoaaeTCs;

nocsie nNpekpaweHnss MpepbiBaHWA NO NPUEMY 06PabOTUMK NEPEXOAUT B PEXUM LMKINYECKOTO
CUMTbIBAHUSI N 06PaABOTKN MPUHSITBIX M3 CETWM MakeToB, CETEBOI ajanTep Npu 3TOM HakannueBaet
nocTynarLme naketbl BO BHYTPEHHEM KOSbLEEBOM Oydhepe npuéma, a cumTbiBaHWE NPOU3BOAUTCSA
6o A0 MOJIHOro mcyepnaHus KonbueBoro 6ydepa, nnMbo Ao onepeaenéHHOro NoporoBoro uucna
cumTaHHbIX naketos (10, 20, ...), Ha3bIBAEMOro 6rMKETOM (PYHKLMN NOSNHTA,

€CTECTBEHHO, 3TO CUMTbIBaHME M 06paboTKa NMakeToB MPOMCXOAUT HEe B COBCTBEHHO 06paboTyMKe
npepbiBaHMs (BEPXHEN NOMTOBUHE), & B €0 OTCPOYEHHOI YacTy;

MO KaXA0MYy MPUHATOMY B ONPOCEe NakeTy reHepupyeTcs COKETHbIN Bydep 418 NpoABMKEHUS ero no
CTEKy CETEBbI3 NPOTOKO/I0B BBEPX;

nocne 3aBeplleHMs LUKAa NporpaMMHOro onpoca, MO ero pesynbrataMm YycTaHaBMBaeTcs
COCTOSIHME 3aBeplleHnss NAPI_STATE_DISABLE (ecnu He oCTasiocb 60MblUe HE COCHUTaHHbIX
NMakeToB B KO/bLEBOM Gydpepe agantepa), nam NAPI_STATE_SCHED (4TO rOBOpWT, YTO YCTPOWCTBO
ajantepa LO/MKHO NPOAO/MKaTb OnpalmBaTbCsA Korga S4po CAefywuin pas nepengér K umkiy
0nNpoCOoB B OT/IOEHHOM 06paboTurke npepbiBaHUA).

ecnn pesynsTatoM SABNAeTcsa NAPI_STATE_DISABLE, TO MOCfie 3aBeplUeHus Lukna nporpaMmHoOro
onpoca BOCCTaHaB/IMBAETCA paspeLleHne reHepauun npepbiBaHuii no nuHum IRQ nprnéma naketos
(3anucblo B NOpThI CETEBOrO aganTtepa);

B peanusyiollem kKofe MoAynsi 310 YKPYNHEHHO AO/MKHO BbIrSAeTb Nogo6Ho cregyowemy (npu

ycnosuu, 4to nNnHusa IRQ cBA3aHa C annapaTtHbIM afanTepoM, Kak 3TO OnuWcaHo A5 TPagMUMOHHOIO
MeToaa):

1. Peanusatop 06s3aH NpeABapuTe/lbHO CO3AaTb M 3aperncTpupoBarb creuudunuHyo Ans Moayns

dyHkLMio onpoca (poll-chyHKuKMIo), UCcnonb3ys BbI30B (<netdevice. h>):

static inline void netif_napi_add(struct net_device *dev,

struct napi_struct *napi,

int (*poll)(struct napi_struct *, int),

int weight);
rae:
dev — 3TO pacCMOTPEHHas paHblLe CTPYKTypa 3aperncTpupoBaHHOro CETEBOro MHTepdelica,;
poll — pernctpupyemas pyHKLMS NporpaMMHOro 0npoca, 0 KOTOPOIA HUAXE;
weight — OTHOCUTENbHbIN BEC, MPUOPUTET, KOTOPLIA NPpUEAET pa3paboTyunk 3TOMY MHTEpdeiicy, Ans
10Mb n 100Mb aganTepoB 34ecb YacTo yka3aHo 3HauveHue 16, a gna 10Gb n 100Gb — 3HaveHue
64,
napi — [ONOMHUTENbHBIA NapamMeTp, ykasaTeNb Ha ChneuuanbHyl CTPYKTypy, kotopas Oyaer
nepegaBaTbCs B KaxAblii BbI30B (hyHKUMM poll, u rae 6yaer, no pesynbrary BbINOMAHEHWUS 3TOW
(OYHKUMK, 3aN0MHATLCA None state 3HaYEHNAMU NAPI_STATE_DISABLE unm NAPI_STATE_SCHED,
BUA, 3TOWN CTPYKTYPbI JO/KEH ObITb (<netdevice.h>):

struct napi_struct {

i

struct list_head poll_list;

unsigned long state;

int weight;

int (*poll)(struct napi_struct*, int);

2. 3aperucTpupoBaHHas (yHKUMS NporpaMMHOro onpoca (MonHOCTbI0 3aBUCMMAasi OT 3adaun U

peanusyemasi B koge Moaysns) MMeeT Nnoao6HbI BUA;

static int my_card_poll(struct napi_struct *napi, int budget) {
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int work_done; // uucno peanbHO 06paboTaHHbLIX B LMKAE OMpoca CeTeBbIX MakeToB
work_done = my_card_input(budget, ...); // peanusaumoHHO cneuuduveckuii Npuém nakeToB
if (work_done < budget) {

netif_rx_complete(netdev, napi);

my_card_enable_irq(...); // pa3pewnTb IRQ npuéma



return work_done;

34ecb nonb3oBaTenbekas PyHKUMSA my_card_input() B LMK/e NbiTaeTca annapaTHoO cocunTartb budget
ceTeBbIX MAKETOB, U ANA KaXAOro CYMTAHHOTO CETEBOr0 MakeTa CO30aéT COKETHbI Oydep n Bbi3biBaET
netif_receive_skb(), nocne uyero 3ToT Oydep HauMHAET ABWXEHWE MO CTEKy NPOTOKOMOB BBEPX. Ecnu
KonbLeBoW Bychep ceTeBoro agantepa ucuepnancs paHee budget naketoB (HeT 6051ee Ha/IMYHbIX NAKETOB),
TO ajjantepy paspeluaeTcs BO30YXaaTb npepbiBaHusA Nno npuémy, a Agpo BbI30BOM netif_rx_complete()
yBEAOMJISIETCH, 4YTO OTMEHSIETCS OT/IOKEHHOE NpOrpamMHOe npepbiBaHne NET_RX_SOFTIRQ Ans
AasbHelilero BbizoBa QyHKLMKM onpoca. Ecnn xe yganock cocuntatb budget naketos (B 6ydiepe agantepa,
BMAMMO, €CTb €llé He 0bpaboTaHHble NakeTbl), TO ONPOC NPOAC/IXUTCS NPU crneayrwem Uukne obpaboTkm
OT/IOXKEHHOIO MPOrpaMMHOro npepbiBaHns NET_RX_SOFTIRQ.

3. ObpaboTunk annapaTHOro npepbiBaHWs AvHUKM IRQ ceTeBoro aganTtepa (aKTMBUPYIOLWMIA npu
npuxoae nepBoro CETEBOro NakeTa «nayvykm» aKTI/IBHOCTI/I) O00/DKEeH BbINO/THATL NPUMEPHO cneayroulee:
static irqreturn_t my_interrupt(int irqg, void *dev_id) {
struct net_device *netdev = dev_id;

if (likely(netif_rx_schedule_prep(netdev, ...))) {
my_card_disable_irq(...); // 3anpetnTb IRQ npuéma
__netif_rx_schedule(netdev, ...);

}

return IRQ_HANDLED;

34ecb A0p0 AO/MKHO 6bITb YBEAOM/IEHO, YTO HOBasi NOPLMSA CETEBbIX MakeToB rotosa A8 06paboTku.
[nsa atoro
— BbI30B netif_rx_schedule_prep() NoarotaBNMBaeT YCTPONCTBO A/ MOMELLEHME B CMMUCOK AN
nporpaMMHOro onpoca, yctaHaBnmeasi COCTOsiHUE B NAPI_STATE_SCHED;

— ecnv npeabiaylwnii Bbi30B yCnelweH (a NpoTnBHOE BO3HMKAET TONbko ecnn NAPI yxe akTuBeH), TO
BbI30BOM __ netif_rx_schedule() ycTpO/CTBO NOMeLLAETCA B CNMCOK A1 MPOrpaMMHOro onpoca,
B LMK/1Ie 06pabOTKM OT/IOKEHHOIO NPOrpaMMHOro npepbiBaHns NET_RX_SOFTIRQ.

BoT, cob6CcTBEHHO, M BCE OTHOCMTE/IbHO HOBOW MOAENMN MNpuéma CeTeBbIX MaKeToB. 34eCb HYXHO
Jepxatb B BuAy, 4TO GHOIKET, pa3soBO yCTaHaB/MBaeMblli B (DYHKUMM onpoca (/T0KasibHbIl BIOMKET), He
OO/MKEH ObITb YUpe3MepHO 60nbLuMM. o KpaliHeit mepe:

—Onpoc He [0/MKeH A0/MKeH NoTpe6nsTe 6o/ee 0AHOT0 CMCTEMHOTO TukKa (rnobasibHast nepemMmeHHas
jiffies), nHaue 31O ByAET UCKAKATHL AMCMETUEPN3ALIMIO NOTOKOB AAPA;

— BloIXeT He f0/KeH 6bITh 60/blUE 1106a/1bHO YCTAHOB/IEHHOTO OFrPaHNYeHNs:

$
300

Mocne Kaxgoro uMkia onpoca 4Mcno 06paboTaHHbIX MakeToB (BO3BpallaeMbix yHKUMEl onpoca)
BblUMTAETCH M3 3TOr0 r106a/1bHOrO GHAKETA, U €C/IM OCTATOK MEHbLUE HyAsi, TO 06paboTUMK NPOrPamMMHOro
npepbiBaHMsA NET_RX_SOFTIRQ OoCTaHaBNMBaeTCs.

NMepepaya nakeTtoB

OnucaHHbIMK BbIlIE AENCTBUSIMIA MHULMUPYETCS CO34aHNe U ABWXEHWE COKETHOro Gydiepa BBepx Mo
cTeky. [IBMKeHWe e BHU3 (Npu OTNPaBKe B CETb) 06ecneunBaeTcs No Apyroi Lenouyke:

1. Mpn MHULMaNM3aumMm ceTeBoro MHTepgielica (3T0 MOMEHT, KOTOPbINA y)e 6bl1 Ha3BaH Bbilwe B N.2),
co3fgaértca Tabnuua onepauuini  CeTeBOro uMHTepdpelica, OOHO M3 MoOMeit KOTopoi ndo_start_xmit
onpegensiet yHKUMIO Nepefadn nakera B CETb:

struct net_device_ops ndo = {
.ndo_open = my_open,
.ndo_stop = my_close,
.ndo_start_xmit = stub_start_xmit,
}
2. |-|pl/l Bbi30Be stub_start_xmit() goskHa obecneunTb annaparHyr nepegadvy nosiy4eHHOro CokeTa B
CeTb, MOC/e Yero yHnYToXaeT (Bo3BpalaeT B nyn) bycep coketa:

static int stub_start_xmit(struct sk_buff *skb, struct net_device *dev) {
// ... annapTHoe o6cnyxuBaHMe nepegayun
dev_kfree_skb(skb);

160



return 0;
}
PeaslbHO ualle YHWUTOXEHME oOTnpaensiemoro 6ydiepa 6ygeT NpPoMCXOAWTb He Npu  UHULMaNM3aumu
onepauuu, a npu eé (YCrnewHoM) 3aBepLUEHNM, YTO OTC/IEXMBAETCSA NO TOU e nuHum IRQ, 4To 1 NpUém
MakeToB U3 CETU.

UacTo 3ajaBaemblii BOMPOC: a r4e Xe B 3TOM npouecce MecTo (Kog), rae peasibHO co3gaércs
cogepxarenbHas uHopmauysi, moMeLwaemMas B COKETHbIN Bydiep, Wim rae notTpedénsaercsa nHdopMauus n3
MPUHMMAEMbIX COKETHbIX GydhepoB? OTBET: HE MLLMTE TAKOrO MecTa B Mpefesax CETEBOr0 crteka fapa —
nobas MHopMauus 4ns oTnpaBkv B CETb, UM NOTpebnsemas U3 CeTn, BO3HMKAET B MOJe 3PEHUS TOSbKO
Ha NPUKNagHbIX YPOBHSX, B NPUMIOXEHUAX NMPOCTPAHCTBA NOJb30BaTesNs, Takux, HanpuMep, Kak ping, ssh,
telnet 1 BEIMKOE MHOXECTBO Apyrux. IHTepdhelic u3 aToro NpukaagHoOro YpoBHS B CTEK NPOTOKOMOB A4pa
obecneuymBaeTcs n3BecTHbiM POSIX AP| cOkeToB NpuMKIagHOro YpOBHS.

Apaltisepbi: cemesoli uHmepgelic
3ajava ceTeBoro nHTepdelica — 6bITb TEM MECTOM, B KOTOPOM:

—  CO3[aloTCA 3K3EMMAsAPbl CTPYKTYpPbl struct sk_buff, No kakgoMy npuHATOMY U3 MHTepdeiica
nakeTy (34eCb HYXHO NPUMHMMAaTb BO BHUMAaHWE BO3MOXHOCTb CermeHTauum IP nakeTtos), Aanee
CO3[aHHbIA 3K3eMNAAp CTPYKTYpbl NMPOABUraeTcs MO CTEKy MPOTOKOMOB BBEPX, [0 nonydarens
Mo/b30BaTe/IbCKOTO NMPOCTPAHCTBA, e OH U YHUUTOXAETCS;

— UcXofsilime 3K3eMMAspbl CTPYKTYpPbl struct sk_buff, NOPOXAEHHbIE TAE-TO HA BEPXHUX YPOBHSIX
MPOTOKO/IOB MOJIb30BATE/IbCKOTO MPOCTPAHCTBA, [O/KHbI OTNPAaBAATLCA (Yalle BCEr0 KaKUM-TO
annapaTtHbIM MEXaHW3MOM), & CaMU1 3K3EMMN/ISPbI CTPYKTYPbI MOC/IE 3TOF0 — YHUUTOXATbCS.

Bonee AetasibHO 3TV BOMPOCHI PACCMOTPEHbI, MPU OBCYXAEHUN NMPOXOXAEHWS NAKeTOB CKBO3b CTEK
ceTeBbIX MPOTOKOMOB. A MOKa Hala 3ajada — co3fjaHue Toi KOHUEBOW Toukn (MHTepdieiica), rae 3T
nocrefoBaTe/lbHOCTY AeCTBUIA HAUMHAIOTCS U 3aBEPLLALOTCS.

Huxe nokasaH npvMMep MPOCTOr0 CO3A4aHWs U PErncTpaumn B CUCTEME HOBOTO CETEBOTO MHTepdieiica
(NpuMepbI 3TOrO pasaena 3aMMCTBOBaHbI 13 [6] 1 HAaXoAATCSA B apxuBe net.tgz):

network.c :

#include <linux/module.h>
#include <linux/netdevice.h>

static struct net_device *dev;

static int my_open(struct net_device *dev) {
printk (KERN_INFO "Hit: my_open(%s)\n", dev->name);
/* start up the transmission queue */
netif_start_queue(dev);
return 0;

static int my_close(struct net_device *dev) {
printk (KERN_INFO "Hit: my_close(%s)\n", dev->name);
/* shutdown the transmission queue */
netif_stop_queue(dev);
return 0;

/* Note this method is only needed on some; without it
module will fail upon removal or use. At any rate there is a memory
leak whenever you try to send a packet through in any case*/

static int stub_start_xmit(struct sk_buff *skb, struct net_device *dev) {
dev_kfree_skb(skb);
return 0;

static struct net_device_ops ndo = {
.ndo_open = my_open,
.ndo_stop = my_close,
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.ndo_start_xmit = stub_start_xmit,

};

static void my_setup(struct net_device *dev) {
int j;
printk (KERN_INFO "my_setup(%s)\n", dev->name);
/* Fill in the MAC address with a phoney */
for (j = 0; j < ETH_ALEN; ++j)

dev->dev_addr[j] = (char)j;

ether_setup(dev);
dev->netdev_ops = &ndo;

static int __init my_init(void) {
printk (KERN_INFO "Loading stub network module:....");
dev = alloc_netdev(0, "fict%d", my_setup);
if (register_netdev(dev)) {
printk (KERN_INFO " Failed to register\n");
free_netdev(dev);
return -1;
}
printk (KERN_INFO "Succeeded in loading %s!\n", dev_name(&dev->dev));
return 0;

static void __exit my_exit(void) {
printk (KERN_INFO "Unloading stub network module\n");
unregister_netdev(dev);
free_netdev(dev);

module_init(my_init);
module_exit(my_exit);

MODULE_AUTHOR("Bill Shubert");
MODULE_AUTHOR("Jerry Cooperstein");
MODULE_AUTHOR("Tatsuo Kawasaki");
MODULE_DESCRIPTION("LDD:1.0 s_24/1labl_network.c");
MODULE_LICENSE("GPL v2");

3pecb Hy)XHO 06paTuTb BHMMaHWe Ha BbI30B alloc_netdev(), KOTOpbli B KauyecTBe napameTpa
nonyyaet wabnoH (%d) MMeHN HOBOrO MHTepdielica: Mbl 3agaém npedrkc MMeHN MHTepdielica (fict), a
cucTema npucBamBaeT cama nepBblii CBOOOAHbLIN HOMep MHTepdelica ¢ Takum npedmkcoM. ObpatnTe Takke
BHMMaHMe Kak B LKne 3ano/iHuACA UKTMBHBIM 3HAYEHNEM 00:01:02:03:04:05 MAC-agpec nHTepdelica,
YTO Mbl YBUOUM BCKOPE B ANArHOCTHUKE.

Bca cBA3b ceTeBOro MHTepdpeiica € BbINOMHAEMbIMU Ha HEM OnepauusMy OCYLLEeCTBNSETCA 4epes
Tabnuuy dyHKUMIA onepauunii ceteBoro nHtepdeiica (net device operations):

struct net_device_ops {

int (*ndo_init)(struct net_device *dev);
void (*ndo_uninit)(struct net_device *dev);
int (*ndo_open) (struct net_device *dev);
int (*ndo_stop)(struct net_device *dev);
netdev_tx_t (*ndo_start_xmit) (struct sk_buff *skb,

struct net_device *dev);

struct net_device_stats* (*ndo_get_stats)(struct net_device *dev);

B saape 3.09, Hanpumep, onpegeneHo 39 onepauuii B struct net_device_ops, (M okono 50-Tu
onepauuin B fgpe 3.14), HO peasbHO paspabaTbiBaeMble MOAY/M PeasIN3YOT TOMbKO HEKOTOPYH Mastyto
YacTb U3 HUX.
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XapakTepHo, 4TO B Tabnuue onepauuii uHTepdelica NpMCyTCTBYeT onepauvs nepegayn COKETHOro
bydpepa ndo_start_xmit B (IM3MYECKYIO Cpefdy, HO BOBCE HeT onepauun npuéma nakeToB (COKETHbIX
6ythepoB). OTO COBEPLUEHHO ECTECTBEHHO, Kak Mbl YBUAUM BCKOpE: MPUHATbIE NakeTbl (Hanpuvep B
obpaboTumke annapareHoro npepbiBaHua IRQ) TyT Xe nepegalTca B odvepedb (s4pa) NPUHUMAEMbIX
nakeToB, W fasnee yxe ob6pabdarbiBaloTCA CeTeBbIM CTEKOM. A BOT BbIMOMHATL onepauunio ndo_start_xmit —
0653aTe/ibHO, XOTA Obl, Kak MUHMMYM, AnA Bbi3oBa APl sagpa dev_kfree_skb(), KOTOPbIA yTUAn3upyet
(YHMUTOXAET) COKETHbIN Bydiep mocse ycnewHoli (ga v 6e3ycnellHoi ToxXe) onepauun nepegayn nakera.
Ecnn atoro He genaTb, B CUCTEME BO3HWKHET CM1abo BbIpaKeHHas yTeuka namaTtu (C KaxAbiM NnakeTom),
KoTopasi, B KOHEUHOM WTOre, paHo UAv NO34HO NPUBEAET K Kpaxy CUCTEMbI.

Tenepb co3gaHHOe Hamu Bbilwe (Moka (PUKTUBHOE) CETEBOE YCTPOWCTBO YXE MOXHO YCTaHOBUTbL B
cucTeme:

$ sudo insmod ./network.ko

$ dmesg | tail -n4

[ 7355.005588] Loading stub network module:....

[ 7355.005597] my_setup()

[ 7355.006703] Succeeded in loading fict@!

$ ip link show dev ficto

5: fict@: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN glen 1000
link/ether 00:01:02:03:04:05 brd ff:ff:ff:ff:ff:ff

$ sudo ifconfig fict® 192.168.56.50

$ dmesg | tail -né6

[ 7355.005588] Loading stub network module:....

[ 7355.005597] my_setup()

[ 7355.006703] Succeeded in loading fictO!

[ 7562.604588] Hit: my_open(ficto)

[ 7573.442094] fictO: no IPv6 routers present

$ ping 192.168.56.50

PING 192.168.56.50 (192.168.56.50) 56(84) bytes of data.
64 bytes from 192.168.56.50: icmp_req=1 tt1=64 time=0.253 ms
64 bytes from 192.168.56.50: icmp_req=2 tt1=64 time=0.056 ms
64 bytes from 192.168.56.50: icmp_reqg=3 ttl=64 time=0.057 ms
64 bytes from 192.168.56.50: icmp_req=4 tt1=64 time=0.056 ms
AC
--- 192.168.56.50 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3000ms
rtt min/avg/max/mdev = 0.056/0.105/0.253/0.085 ms
$ ifconfig ficto
ficto Link encap:Ethernet HWaddr 00:01:02:03:04:05
inet addr:192.168.56.50 Bcast:192.168.56.255 Mask:255.255.255.0
inet6 addr: fe80::201:2ff:fe03:405/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

O6partuTe BHUMaHWE, Kak COBEpPLUEHHO MPOM3BOJ/IbHOE 3HauyeHue 3anosHAETCA B CTPYKType
net_device, U ycTaHaBnuBaetrcd B kadectBe MAC (annapaTHOro) agpeca co34aHHOro uHtepgeica (B
doyHKUMM my_setup()).

Kak yke oTMeuasnioch Bbillle, OCHOBY CTPYKTYpbl ONMCaHUS CETEBONO MHTEpelica COCTaBMAET CTPYKTypa
struct net_device, onucaHHaa B <linux/netdevice.h>. Mpu paboTe C ceTeBbIMU MHTepgecamn 3Ty
CTPYKTYpy CTOUT M3yuuTb BeCbMa TLaTeslbHO. OTO O4YEeHb KPynHas CTPYKTypa, cofepxalias He TOoNbKO
onucaHve annapaTHbiX CPeacTB, HO W KOH(MrypaumoOHHble napamMeTpbl CETEBOrO MHTepdelica no
OTHOLLIEHWIO K BblLLIE fieXaLlum npoTokonam (npumep B3AT us aapa 3.09):

struct net_device {
char name[ IFNAMSIZ ] ;

unsigned long mem_end; /* shared mem end */
unsigned long mem_start; /* shared mem start */
unsigned long base_addr; /* device I/0 address */
unsigned int irq; /* device IRQ number */
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unsigned mtu; /* interface MTU value */
unsigned short type; /* interface hardware type */

struct net_device_stats stats;
struct list_head dev_list;

/* Interface address info. */

unsigned char perm_addr[ MAX_ADDR_LEN ]; /* permanent hw address */
unsigned char addr_len; /* hardware address length */

3pechb nosne type, HaNnpyMMep, onpeaensieT TUMN annapaTtHoro agantepa ¢ To4ku 3peHns ARP-mexaHm3ma
paspewenns MAC agpecos (<linux/if_arp.h>):

#define ARPHRD_ETHER 1 /* Ethernet 10Mbps */

#define ARPHRD_IEEE802 6 /* IEEE 802.2 Ethernet/TR/TB */
#define ARPHRD_ARCNET 7 /* ARCnet */

#define ARPHRD_IEEE1394 24 /* IEEE 1394 IPv4 - RFC 2734 */

#define ARPHRD_IEEE80211 801 /* IEEE 802.11 */

3pecb e 3aHOCATCA TakMe COBEPLUEHHO annapaTHble XapakTepUCTUKM MHTepdielica (peanunsytowlero
ero dwmsnyeckoro agantepa), Kak, Hanpumep, agpec 6as30Boil o6racTu BBOAA-BbiBoga (base_addr),
ncrnosb3lyemasi NMHUSA annapaTtHoro npepbiBaHus (irg), MakcMMasibHas A/MHa naketa A8 gaHHOro
nHTepdeiica (mtu)...

JeTanbHblii pa3bop OrpomMHOro u4uciaa noneii struct net_device (3101 W NGO  apyroii
COMYTCTBYHOLWEN) UMM NX BO3MOXHbIX 3HAYEHWIT — GECCMbIC/NIEHHbIM, XOTS1 6bl NOTOMY, YTO 3Ta CTPYKTypa
pafanKasibHO U3MEHSIETCS OT NOABEPCUU K NOABEPCUM SApa; Takoi pa3bop JO/HKEH MPOBOAMTLCS «MNO MECTY»
Ha OCHOBE M3yYeHus Ha3BaHHbIX BbIlLE 3aro/fI0BOYHbIX (haiinos.

Co CTpyKTypoi1 ceTeBoro nHTepdeica 06bIMHO co3AaETCsa 1 CBSA3bIBAeTCA (KOAOM MOAyns) npuBaTHas
CTPYKTypa AaHHbIX, B KOTOpPOIi NO/b30BaTe/lb MOXET pasMellaTb MPOU3BOJIbHbIE COOCTBEHHbIE AAHHbIE
no60oit CNOXHOCTK, accoUMMpPOBaHHbIE C MHTEpPdIeicoM. DTO 06blYHAA NpakTuka sapa Linux, n He TOMbKo
CeTeBOV MOACUCTEMBI. YkasaTeNb TakOi NpuBaTHOW CTPYKTYpbl MOMELLAETCS B CTPYKTYpy CETEBOrO
nHTepdeiica. ITo 0co6O akTyaslbHO, €C/M npednonaraeTcsi, UTo ApaliBep MOXeT co3faBaTb HECKOJIbKO
ceTeBbIX MHTepdeicoB (Hanpumep, HECKOMbKO WAEHTUYHbLIX CETEBbIX afanTepoB). [OCTyn K NpuBaTHOW
CTPYKTYpPe [aHHbIX [AO/MKEH ONPefensitbCs MCKAUMTENIbHO CreuyanbHo OonpeaengéHHoin ansa  Toro
doyHKUMen netdev_priv(). Hmke nokasaH BO3MOXHbIi BUA, OyHKUMM — 3TO onpegeneHve s sapa 3.09, Ho
HVKTO He AacT rapaHTWuiA, YTO B APYrom S4pe OHO pafuKasibHO HE MOMEHSIETCS:

/* netdev_priv - access network device private data
* Get network device private data
*/

static inline void *netdev_priv(const struct net_device *dev) {
return (char*)dev + ALIGN(sizeof(struct net_device), NETDEV_ALIGN);

MpumeyaHue: Kak ferko BuAeTb U3 OnpefenieHus, npvsatHasa CTPYKTypa AaHHbIX AOonucbiBaeTcs
HenocpeaAcTBEHHO B XBOCT struct net_device - 3T0 06bl4HaA npakTUka CO3LAHUA CTPYKTYP
nepemMeHHOro pasmepa, npuHaTas B A3blke C HauMHas ¢ ctaHgapTa C89 (n B C99). Ho nmeHHO mn3-3a 3Toro,
3a CYET ahphekTOoB BblpaBHUBAHUA [aHHbIX (M €ro BO3MOXHOIO M3MEHEHUs B Oyayulem), He cnegyet
ajpecoBaTbCA K NpuBaTHbIM AaHHbLIM HEMOCPEACTBEHHO, a cnefyeT Ucnosb3oBaTtb netdev_priv().

Mpn HavanbHOM pasMmelleHMn WuHTepdieiica pasmep oOnNpeaenéHHoM nosb3oBaresieM nNpuBaTHOMN
CTPYKTYpbI Nepegaétcsa nepsbiM napaMmeTpoM QyHKUUN pasmeLLeHns, Hanpuvep Tak:
child = alloc_netdev(sizeof(struct priv), "fict%d", &setup);

Mocne ycnewHoro BbINOMHEHUS pasMelleHns WHTepdielica npuBaTHas CTPyKTypa Takke Oyger
pasmelleHa («B XBOCT» CTPYKType struct net_device), u ByaeT AOCTyNHa Mo BbI30BY netdev_priv().

Bce CTPYKTYpbl struct net_device, onucbiBawwWwme AOCTYMNHbIE CETEBbIE MHTepCpeVICbI B Cucrtewme,
yBA3aHbl B e,D,MHbIVI CBSA3HbI CMIMCOK.
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MpumeyaHue: B agpe Linux Bce n N06Gble CMMCOYHbIE CBA3HbIE CTPYKTYPbl CTPOATCA Ha ocHoBe API
KO/bLIEBbIX [BYXCBSI3HbIX CMWUCKOB, CTPYKTYP AdaHHblX struct 1list_head (none dev_list B struct
net_device). TexHMKa CBSI3HbIX CNNCKOB B sigpe Linux 6yaeT nogpobHO paccMoTpeHa no3xe, B yactn API

aapa.

Cnepytowmii npumep BU3yasim3nmpyeT CoLePXMMOT0 CrNcKa CETEBbLIX MHTEPEICOB:

devices.c :

#include <linux/module.h>

#include <linux/init.h>
#include <linux/netdevice.h>

static int __init my_init(void) {

struct net_device *dev;
printk (KERN_INFO "Hello: module loaded at Ox%p\n", my_init);
dev = first_net_device(&init_net);
printk (KERN_INFO "Hello: dev_base address=0x%p\n", dev);
while (dev) {
printk (KERN_INFO
"name = %6s irgq=%4d trans_start=%121u last_rx=%121lu\n",
dev->name, dev->irq, dev->trans_start, dev->last_rx);
dev = next_net_device(dev);
}

return -1;

module_init(my_init);

BbinonHeHne (npeaBaputenbHO  ANs  y6eAMTeNlbHOCTM  3arpy3uMm  paHee  CO3AaHHbIl

network. ko):

$
$

sudo insmod network.ko
sudo insmod devices.ko

insmod: error inserting 'devices.ko': -1 Operation not permitted

$

dmesg | tail -n8

Hello: module loaded at 0xf8853000
Hello: dev_base address=0xf719c400

name = lo irg= 0 trans_start= 0 last_rx= 0
name = eth®@ irgq= 16 trans_start= 4294693516 last_rx= 0
name = wlan® irqg= 0 trans_start= 4294693412 last_rx= 0
name = pan® 1irg= 0O trans_start= 0 last_rx= 0]
name = cipsecO irq= 0 trans_start= 2459232 last_rx= 0
name = mynet® irqg= 0 trans_start= 0 last_rx= 0

CraTtucTuUKu uHTepdpeinca

Mpoueccobl, NPOMCXOAALLME HA CETEBOM MHTEPAIEiC, CNOXKHO SABHO HabnoaaTth (B CPaBHEHMM, CKaXKEM, C
nHtepdeinicamn /dev mnn /proc). NoaToMy O4YeHb BaXKHOW XapaKTEPUCTUKON WHTepdpeiica cTaHOBUTCSA

HakonieHHasA

mMogy/b

cTatuctuka npoucxogawmx Ha HEm npoueccoB. ANA HakonjieHna CTaTUCTUKK pa6OTbI

CeTeBOr0 MHTepdpeiica onucaHa cneuwanbHas CTPyKTypa (focTaToyHO 60Mbluas, onpedesnieHa Tam xe B
<linux/netdevice.h>, NoKa3aHO TOMILKO Ha4yasio CTPYKTYpbI) :

struct net_device_stats {
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unsigned long rx_packets; /* total packets received */
unsigned long tx_packets; /* total packets transmitted */
unsigned long rx_bytes; /* total bytes received */
unsigned long tx_bytes; /* total bytes transmitted */
unsigned long rx_errors; /* bad packets received */
unsigned long tx_errors; /* packet transmit problems */

Monsi Takoli CTPYKTYpbl CTPYKTypa AO/DKHbI 3aMOMHATLCA KOAOM MOAYNS CTaTUCTUHECKUMU AaHHbIMU
NPOXOASALLMX NaKeToB (NpU Nepegaye nakeTa, HaNpUMep, MHKPEMEHTHPYS tx_packets).



B npocTpaHCTBO nonb3oBaTens 3Ty CTPYKTypy Bo3BpalwlaeT ¢yHkums ndo_get_stats B Tabnuue
onepaumin  struct net_device_ops (Bblle 3TU NOMAA GbIIN CNeUMasibHO MoKalaHbl). Moaynb A0/MKEeH
peasnM3oBaTb TaKytd COOGCTBEHHYI (DYHKLMIO U MOMECTUTb €€ B struct net_device_ops. 370 Aenaetcs,
€CNN Bbl XOTWUTE MNOJlydaTb CTATUCTUKM CETEBOr0 MHTepdpelica nosib3oBaTenieM Bbi3oBOM ifconfig, wau
yepes nHTepdoeiic aitnoBoli cucTeMbl /proc, Kak 3To OXUAAeMO U NPOUCXOAMT 4718 BCEX APYrMX CETEBbIX
NHTepdhencos:

$ ifconfig wlano
wlano Link encap:Ethernet Hwaddr 00:13:02:69:70:9B
inet addr:192.168.1.22 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::213:2ff:fe69:709b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:8658 errors:0 dropped:0 overruns:0 frame:0
TX packets:9070 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txqueuelen:1000
RX bytes:4240425 (4.0 MiB) TX bytes:1318733 (1.2 MiB)

loe o6blMHO pasMellaeTcs CTPyKTypa net_device_stats, KOTOpyl0 Mbl npegnonaraeM BO3BpaLlaTb
nonb3oBartesnto? Yacto BCTpeyaroTcs HECKO/IbKO BapuUaHTOB:

1. Ecnu mogynb 06CnyXnBaeT TOMbKO OAUH KOHKPETHbIA CETEBON WHTepdienc, To CTPyKTypa MOXET
pasMeLlarbcs Ha r106asibHOM YPOBHE KoAa MOAY/S.

static struct net_device_stats stats;

static struct net_device_stats *my_get_stats(struct net_device *dev) {
return &stats;

static struct net_device_ops ndo = {

.ndo_get_stats = my_get_stats,

3

2. Yacto CTPYKTypa CTaTUCTUKN pa3MellaeTca Kak CoCTaBHaA 4YacCcTb CTPYKTYPbl MPUBaTHbLIX AAaHHbIX
(0 KoTOpOIi GblNa peydb BbilEe), KOTOPYH pa3paboTuMK CBA3LIBAET C CETEBLIM MHTEPENCOM.
static struct net_device *my_dev = NULL;
struct my_private {
struct net_device_stats stats;

i

static struct net_device_stats *my_get_stats(struct net_device *dev) {
struct my_private *priv = (my_private*)netdev_priv(dev);
return &priv->stats;

static struct net_device_ops ndo = {

.ndo_get_stats = my_get_stats,

void my_setup(struct net_device *dev) {
memset (netdev_priv(dev), 0, sizeof(struct my_private));
dev->netdev_ops = &ndo;
}
int __init my_init(void) {
my_dev = alloc_netdev(sizeof(struct my_private), "my_if%d", my_setup);

3. HakoHeu, MOXeT MCMo/b30BaTbCA CTPYKTYpa, BK/IIOYEHHAA (nmnnemeHTNpOBaHHas)
HenocpeACcTBEHHO B cOCTaB onpeaeneHus nHtepdieiica struct net_device.
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static struct net_device_stats *my_get_stats(struct net_device *dev) {
return &dev->stats;

Bce 31 Tpu BapraHTa 1Cnosib30BaHNA NnokKasaHbl (4719 cpaBHeHus: dainibl virt.c, virtl.c n virt2.c
B KaTasiore apxmBa virt).

BupTtyasnbHblii ceTeBoOW nHTepdeinc

B npeablgywmx npyMepax Mbl CO34aBasin CeTeBble MHTepdienicbl, HO OHW He OCYLLECTBASA/IN PeasIbHO C
dhm3nyeckoin cpepoii nepegayn n npuéma. [ BbINO/IHEHUS TAKOTO YPOBHS MPOPabOoTKM HYXHO Obl MMETb
peasibHoe KOMMYyHWKaLuoHHoe obopyaosBaHve Ha PCIl wwuHe, 4yTO He Bcerga AOCTynHO. HO Mbl MOXeM
co3fatb MHTepdeiic, koTopblil ByaeT nepexsaTbiBaTb Tpauk CETEBOr0 BBOAA-BbIBOAA C ApPYroro, peanibHo
CYLLECTBYIOLLETO B CUCTEME, MHTepdeiica, n obecneunBarb 06paboTKy 3TUX NOTOKOB (apXMB virt.tgz).

virt.c :

#include <linux/module.h>
#include <linux/netdevice.h>
#include <linux/etherdevice.h>
#include <linux/moduleparam.h>
#include <net/arp.h>

#define ERR(...) printk(KERN_ERR "! "__ VA _ARGS_ )
#define LOG(...) printk(KERN_INFO "! "__VA_ARGS_ )
static char* 1link = "etho";

module_param(link, charp, 0);

static char* ifname = "virt";
module_param(ifname, charp, 0);

static struct net_device *child = NULL;

struct priv {
struct net_device_stats stats;
struct net_device *parent;

}i

static rx_handler_result_t handle_frame(struct sk_buff **pskb) {

struct sk_buff *skb = *pskb;

if (child) {
struct priv *priv = netdev_priv(child);
priv->stats.rx_packets++;
priv->stats.rx_bytes += skb->1len;
LOG("rx: injecting frame from %s to %s", skb->dev->name, child->name);
skb->dev = child;
return RX_HANDLER_ANOTHER;

}
return RX_HANDLER_PASS;

static int open(struct net_device *dev) {
netif_start_queue(dev);
LOG("%s: device opened", dev->name);
return 0;

static int stop(struct net_device *dev) {
netif_stop_queue(dev);
LOG("%s: device closed", dev->name);
return 0;
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static netdev_tx_t start_xmit(struct sk_buff *skb, struct net_device *dev) {
struct priv *priv = netdev_priv(dev);
priv->stats.tx_packets++;
priv->stats.tx_bytes += skb->1len;
if (priv->parent) {
skb->dev = priv->parent;
skb->priority = 1;
dev_queue_xmit(skb);
LOG("tx: injecting frame from %s to %s", dev->name, skb->dev->name);
return 0;

}
return NETDEV_TX_OK;

static struct net_device_stats *get_stats(struct net_device *dev) {
return &((struct priv*)netdev_priv(dev))->stats;

static struct net_device_ops crypto_net_device_ops = {
.ndo_open = open,
.ndo_stop = stop,
.ndo_get_stats = get_stats,
.ndo_start_xmit = start_xmit,

};

static void setup(struct net_device *dev) {
int j;
ether_setup(dev);
memset (netdev_priv(dev), 0, sizeof(struct priv));
dev->netdev_ops = &crypto_net_device_ops;
for (j = ©; j < ETH_ALEN; ++j) // fill in the MAC address with a phoney
dev->dev_addr[j] = (char)j;

int __init init(void) {
int err = 0;
struct priv *priv;
char ifstr[40];
sprintf(ifstr, "%s%s", ifname, "%d");
child = alloc_netdev(sizeof(struct priv), ifstr, setup);
if (child == NULL) {
ERR("%s: allocate error", THIS_MODULE->name); return -ENOMEM;

}
priv = netdev_priv(child);
priv->parent = __dev_get_by name(&init_net, link); // parent interface

if (!priv->parent) {
ERR("%s: no such net: %s", THIS_MODULE->name, 1link);
err = -ENODEV; goto err;
}
if (priv->parent->type != ARPHRD_ETHER && priv->parent->type != ARPHRD_LOOPBACK) {
ERR("%s: illegal net type", THIS_MODULE->name);
err = -EINVAL; goto err;
}
/* also, and clone its IP, MAC and other information */
memcpy(child->dev_addr, priv->parent->dev_addr, ETH_ALEN);
memcpy(child->broadcast, priv->parent->broadcast, ETH_ALEN);
if ((err = dev_alloc_name(child, child->name))) {
ERR("%s: allocate name, error %i", THIS_MODULE->name, err);
err = -EIO; goto err;
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}

register_netdev(child);

rtnl_lock();

netdev_rx_handler_register(priv->parent, &handle_frame, NULL);

rtnl_unlock();

LOG("module %s loaded", THIS_MODULE->name);

LOG("%s: create link %s", THIS_MODULE->name, child->name);

LOG("%s: registered rx handler for %s", THIS_MODULE->name, priv->parent->name);

return 0;

err:
free_netdev(child);
return err;

}

void __exit exit(void) {

struct priv *priv = netdev_priv(child);

if (priv->parent) {
rtnl_lock();
netdev_rx_handler_unregister(priv->parent);
rtnl_unlock();
LOG("unregister rx handler for %s\n", priv->parent->name);

}

unregister_netdev(child);

free_netdev(child);

LOG("module %s unloaded", THIS_MODULE->name);

module_init(init);
module_exit(exit);

MODULE_AUTHOR("Oleg Tsiliuric");
MODULE_AUTHOR("Nikita Dorokhin");
MODULE_LICENSE("GPL v2");
MODULE_VERSION("2.1");

MepexBaT BxogsAwero Tpadmka poaMTeNbCKOro WHTepdieinca 34ecCb OCYLLECTBSIETCS YCTaHOBKOWA
HoBOro ob6pab6oTumka (tbyHkuMa handle_frame()) BXoASAWMX MaKeTOB ANS CO34AHHOrO WHTEepdieiica,
BbI30BOM netdev_rx_handler_unregister (), KOTOpbIii nosBuics B APl agpa HaumHas ¢ 2.6.36 (paHee 310
npuxogunocek Aenatb ApyrMMmy cnocobamu). MNpu nepefave MCXopsAlero COKeTHoro 6ydepa B CeTb
(dbyHKUMA start_xmit()) Mbl MPOCTO MOAMEHSIEM B CTPYKType COKETHoro Oydiepa uHTepdielic, 4yepes
KOTOPbIN hM3nUecKn AomKHa NPON3BOANTLCA OTNpaBkKa.

PaboTa ¢ TakuMm NHTePENCOM BbIrNIAANT NPUMEPHO CneayroLwmnmM o6pasom:

- Ha NGO CyLLIECTBYOLWNIA 1 pabOTOCNOCOGHbI CeTeBOI MHTepEliC:
$ ip addr show dev p7p1
3: p7pl: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP glen 1000
link/ether 08:00:27:9e:02:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.101/24 brd 192.168.56.255 scope global p7pl
inet6 fe80::a00:27ff:fe9e:202/64 scope link
valid_1ft forever preferred_Llft forever
- yCTaHaB/IMBAEM HOBbI/i BMPTYasibHbIi UHTEpAIeic 1 KoHdurypupyem ero (Ha IP nogceTb, OTANYHYO OT
NCXOAHOIM noaceTn nHTepgoelica p7pl):
$ sudo insmod virt2.ko link=p7p1
$ sudo ifconfig virt@ 192.168.50.2
$ ifconfig virto
virte Link encap:Ethernet Hwaddr 08:00:27:9E:02:02
inet addr:192.168.50.2 Bcast:192.168.50.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:fe9e:202/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:27 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
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RX bytes:0 (0.0 b) TX bytes:5027 (4.9 KiB)

- caMblil NpOCTOl cnocob co3aaTb OTBETHbIW KOHeL, (BaM Befb HY)XHO Kak-TO TECTMpOBaTb CBOK paboTy?)
ansa takoin (192.168.50.2/24) noagcetn Ha gpyrom xocte LAN, 310 co3gaTb anmacHbiid IP gna ceteBoro
NHTEepdenca 3Toro yaan&HHoro xocTa, no Tuny:

$ sudo ifconfig vboxnet0:1 192.168.50.1

$ ifconfig

vboxnet® Link encap:Ethernet HWaddr GA:00:27:00:00:00
inet addr:192.168.56.1 Bcast:192.168.56.255 Mask:255.255.255.0
inet6 addr: fe80::800:27ff:fe00:0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:223 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:36730 (35.8 KiB)

vboxnet®:1 Link encap:Ethernet HWaddr 0A:00:27:00:00:00
inet addr:192.168.50.1 Bcast:192.168.50.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

(3pecb nokasaH ceTeBOl MHTepdenc rmnepemsopa BUPTYasibHbIX MawuH VirtualBox, HO TOYHO TO Xe
MOXHO npogenaTtb 1 ¢ MHTepdeiicom N60oro rManyeckoro ycTpomncTsea).

- Tenepb U3 BHOBb CO34aHHOIO BMPTyasibHOIo I/IHTepCbeI\/cha Mbl MOXEM TMpPOBEPUTL MPO3Pa4HOCTb CETU
nocblsiko ICMP:

$ ping 192.168.50.1

PING 192.168.50.1 (192.168.50.1) 56(84) bytes of data.

64 bytes from 192.168.50.1: icmp_reg=1 ttl=64 time=0.371 ms

64 bytes from 192.168.50.1: icmp_req=2 tt1=64 time=0.210 ms

64 bytes from 192.168.50.1: icmp_req=3 ttl=64 time=0.184 ms

64 bytes from 192.168.50.1: icmp_reg=4 ttl=64 time=0.242 ms

nC

--- 192.168.50.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3001ms

rtt min/avg/max/mdev = 0.184/0.251/0.371/0.074 ms

- N gasiee cosgartb ANs yganéHHoro xocrta ceccuto ssh (no npotokosy TCP) yepes HOBbIli BUPTYasibHbIi
nHTepdeiic:

$ ssh 192.168.50.2

Nasty PTR record "192.168.50.2" is set up for 192.168.50.2, ignoring

0lej@192.168.50.2's password:

Last login: Tue Apr 3 10:21:28 2012 from 192.168.1.5

[olej@fedoral6vm ~]$ uname -a

Linux fedoral6vm.localdomain 3.3.0-8.fc16.1686 #1 SMP Thu Mar 29 18:33:55 UTC 2012 i686 i686 1386
GNU/Linux

[olej@fedoral6évm ~]$ exit

logout

Connection to 192.168.50.2 closed.
$

MpumeuvaHue: UTo6bl HE YBENNUMBATL C/IOXHOCTL OOCYXAEHWS, Bbille nokKasaH YNPOLEHHbIA npumep
MOZYNS, KOTOpbIA MNO/IHOCTLIO MepexBaTbiBaeT Tpamk poaWTENbCKOrO WHTepdieiica, NpM 3TOM OH
3aMellaeT pPoauTENIbCKMIA MHTepdheic (o5 3TOro HyXHO pa3fenbHo obpabartbiBaTh NakeTbl IP 1 nakeTbl
paspelieHns agpecoB ARP). Cpean apxusa npvmMepoB pasMeltéH u apxus (virt-full.tgz), koTopsbiii
KOPPEKTHO aHa/IM3NpyeT agpeca nosyyarenei.

BupTyanbHblli ceTeBO MHTEpdeiic (Co34aHHbli TEM WM WMHbIM CMOCOOOM) 3TO OYEHb MOLLHbIN
WHCTPYMEHT Mepuoga Co3faHns U OT/1IafKu CEeTeBbIX MoAyneld, No3TOMy OH 3acnyXvBaeT OTAeNIbHOro
paccMoTpeHusl.

Mpomokosn cemeso20 ypoBHS

Ha atom ypoBHe (L2) obecneunBaeTcs 06paboTKa Takmux NPoTOKON0B, Kak: IP/IPv4/IPv6, IPX, ICMP, RIP, OSPF,
ARP, nnn pgoGaBfieHVe OpUrMHasibHbIX MOMb30BaTENbCKMX MNPOTOKOMOB. [/17 yCTaHOBKM 06paboTyMKOB
CeTeBOro ypoBHsA npegoctasniseTca APl ceTeBoro ypoBHs (<linux/netdevice. h>):
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struct packet_type {
__bel6 type; /* This is really htons(ether_type). */
struct net_device *dev; /* NULL is wildcarded here */

int (*func)(struct sk_buff*, struct net_device*, struct packet_type*, struct net_device*);

struct list_head list;
}
extern void dev_add_pack(struct packet_type *pt);
extern void dev_remove_pack(struct packet_type *pt);

dakTnyeckn, B NPOTOKOMbHbIX MOAY/AX, Kak 34eCb, Tak U Jasiee Ha TPaHCMOPTHOM YPOBHE — Mb
LOMKHbl  A06aBUTb (PUNLTP, Yepe3 KOTOpbI NPOXogAaT Oydepa COKETOB U3 BXOAALWEro MNOTOKa
nHTepdeinca (UCxogdawmMii NOTOK peasiM3yeTcs MpoLlle, Kak MokKasaHo B npumepax paHee). PyHkums
dev_add_pack() AobaBnsieT ewé oauMH HOBbIi 06pPabOTUMK A/ MAKETOB 3afaHHOro Tuna U BblIBPAHHOIO
nHTepdeiica, peanmsyemblii dyHkumed func(). PyHKLMS AOGaBNAET, HO He 3aMellaeT CyLLEeCTBYHOLLMIA
06paboTymK (B TOM YMC/e U 06PaboTUMK MO YMOHAHUIO CETEBON cucTeMbl Linux). Ha 06paboTky B doyHKLMIO
oTbupatotca (nonagatot) Te Oydepa COKETOB, KOTOpble YAOBMETBOPAIOT KPUTEPUEM, 3a/I0KEHHLIM B

CTpYKType struct packet_type (Mo TNy NpoToKoNa type, CETEBOMY UHTEpPelicy dev)

Mpumepbl fo06GaBneHNss COOCTBEHHbIX 0OPabOTUMKOB CETEBLIX MNPOTOKOMOB HaXO4ATCA
netproto.tgz. BoT Tak MOXET 6bITb 06aBIEH 06pabOTUMK HOBOIO MPOTOKO/A CETEBONO YPOBHS:

net_proto.c :

#include <linux/module.h>
#include <linux/init.h>
#include <linux/netdevice.h>

#define ERR(...) printk(KERN_ERR "! "__VA_ARGS_ )
#define LOG(...) printk(KERN_INFO "! "__ VA_ARGS_ )

int test_pack_rcv(struct sk_buff *skb, struct net_device *dev,
struct packet_type *pt, struct net_device *odev) {
LOG("packet received with length: %u\n", skb->len);
kfree_skb(skb);
return skb->1len;

}i

#define TEST_PROTO_ID 0x1234
static struct packet_type test_proto = {
__constant_htons(ETH_P_ALL), // may be: __constant_htons(TEST_PROTO_ID),
NULL,
test_pack_rcv,
(void*)1,
NULL
1

static int __init my_init(void) {
dev_add_pack(&test_proto);
LOG("module loaded\n");
return 0;

static void __exit my_exit(void) {
dev_remove_pack(&test_proto);
LOG(KERN_INFO "module unloaded\n");

module_init(my_init);
module_exit(my_exit);
MODULE_AUTHOR("Oleg Tsiliuric");
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MODULE_LICENSE("GPL v2");

I'Ipvlmeqal-me: Camas 6onbluasi CNOXHOCTb C I'IO,CI,O6HbIMI/I npunmepamm — 310 TO, KakKMMnN cpeacTtesamm
Bbl 6y,que €ro TectmpoBatb N4 HeCTaHgapTHOro NPOTOKOMa, Korga onepaunoHHasa cucrtema, BO3MOXXHO, He
3HaET TakKoro CceTeBoro npoTtokosa, N He UMeeT YTUNINT o6GMeHa B TakoMm npoTtokorne...

BbInonHeHWe Takoro npumepa:

$ sudo insmod net_proto.ko

$ dmesg | tail -né6

module loaded

packet received with length: 74
packet received with length: 60
packet received with length: 66
packet received with length: 241

packet received with length: 52
$ sudo rmmod net_proto
B asTom npumepe 06paboOTUMK MPOTOKOMa nepexBaTbiBaeT (hunsTpyeTr) Bce nakeTbl (KOHCTaHTa
ETH_P_ALL) Ha BCex CeTeBbIX MHTepdieiicax. B cnyvyae cOBCTBEHHOrO NPOTOKOMA 34ECh A0/MKHA Obl ObITb
KOHCTaHTa TEST_PROTO_ID (HO A/19 Takoro cfiyyas Ham Heyem OTTecTMpoBaTb mMoAysb). OyeHb 6onblioe
yuncno naeHTudmnkaTtopoB npotokonos (Ethernet Protocol ID's) Haxogum B <linux/if_ether.h>, HEKoTopble
Hambonee NHTEPECHbIE U3 HUX, AJ18 NpumMepa:

#define ETH_P_LOOP 0Xx0060 /* Ethernet Loopback packet */

#define ETH_P_IP 0Xx0800 /* Internet Protocol packet */

#define ETH_P_ARP 0x0806 /* Address Resolution packet */

#define ETH_P_PAE Ox888E /* Port Access Entity (IEEE 802.1X) */

#define ETH_P_ALL 0Xx0003 /* Every packet (be careful!!!) */

3[ecb e HaxoauMMm onucaHue 3arosioBka Ethernet naketa, KOTopbIlii NOMOraeT B 3an0/IHEHWUM CTPYKTYpbI
struct packet_type

struct ethhdr {

unsigned char h_dest[ETH_ALEN]; /* destination eth addr */
unsigned char h_source[ETH_ALEN]; /* source ether addr */
be16 h_proto; /* packet type ID field */

} __attribute__((packed));

HanvcaHHbIi1 HaMu NpUMepP MOoAyNst TOPOXAAET Psif, BONPOCOB:

MOXHO N1 YyCTaHOBWTb HECKONBbKO 06paboTUMKOB NOTOKA NAKETOB (47151 OAHOI0 UM pasNMyatoLLIMXcs
TWUNOB MPOTOKO/IOB type)?

B kakom nopsigke 6yayT Bbi3bIBaTbCsl OYHKUMN-00PA6OTHUKN MPK NOCTYN/IEHUN NakeTa?

Kak cneunduumpoBaTb OAWH OTAE/bHbIA CETEBON MHTEPIENC, K KOTOPOMY AO/DKEH MPUMEHATLCA
dounerp?

Kakyto ponb wrpaet BbiI3oB kfree_skb() (B dyHKumMm-counstpe 06paboTkym npoToKosa
test_pack_rcv()), 1 Kakoin COKETHbIN 6ycdhep (MK ero KoNusi) Mpu 3TOM 0CBOBOXAaeTCA?

[na ysicHeHus 3TMX BOMPOCOB HaM HeobxoAMMo cobpaTb Ha 6ase npeablaywero Apyron npumep
(nokasaHbl TOMbKO OT/IMYatoLmecs oparmeHTbl Koga):

net proto2.c :

static int debug = 0;
module_param(debug, int, 0);

static char* 1link = NULL;
module_param(link, charp, 0);
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int test_pack_rcv_1(struct sk_buff *skb, struct net_device *dev,
struct packet_type *pt, struct net_device *odev) {
int s = atomic_read(&skb->users);
kfree_skb(skb);
if (debug > 0)
LOG("function #1 - %p => users: %d->%d\n", skb, s, atomic_read(&skb->users));
return skb->1len;

int test_pack_rcv_2(struct sk_buff *skb, struct net_device *dev,
struct packet_type *pt, struct net_device *odev) {
int s = atomic_read(&skb->users);
kfree_skb(skb);
if (debug > 0)
LOG("function #2 - %p => users: %d->%d\n", skb, s, atomic_read(&skb->users));
return skb->1len;

i

static struct packet_type
test_protol = {
__constant_htons(ETH_P_IP),
NULL,
test_pack_rcv_1,
(void*)1,
NULL
i
test_proto2 = {
__constant_htons(ETH_P_IP),
NULL,
test_pack_rcv_2,
(void*)1,
NULL
};

static int __init my_init(void) {
if (link != NULL) {
struct net_device *dev = __dev_get_by_name(&init_net, 1link);
if (NULL == dev) {
ERR("%s: illegal 1link", 1ink);
return -EINVAL;
}
test_protol.dev = test_proto2.dev = dev;
}
dev_add_pack(&test_protol);
dev_add_pack(&test_proto2);
if (NULL == test_protol.dev) LOG("module %s loaded for all 1links\n", THIS_MODULE->name);
else LOG("module %s loaded for 1link %s\n", THIS_MODULE->name, 1ink);
return 0;

static void __exit my_exit(void) {
if (test_proto2.dev != NULL) dev_put(test_proto2.dev);
if (test_protol.dev != NULL) dev_put(test_protol.dev);
dev_remove_pack(&test_proto2);
dev_remove_pack(&test_protol);
LOG("module %s unloaded\n", THIS_MODULE->name);

3pecb, COGCTBEHHO, BBIMOMHSAETCS aBGCOMOTHO TO XE, YTO WM B MNpeAblaylieM BapuaHTe, HO Mbl
yCTaHaB/MBaeM OJHOBPEMEHHO ABa HOBbLIX AOMNOMHUTENbHLIX 06paboTynka ana naketos |IPv4 (ETH_P_IP),
NpMYémMm  ycTaHaBNMBaeM VMEHHO B  MOC/efoBaTeNbHOCTW:  test_pack_rcv_1(), a 3aTem
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test_pack_rcv_2(). CMOTPVM YTO U3 3TOrO NO/y4YaeTcs... 3arpyxaem Moy b:

$ sudo insmod net_proto2.ko link=p7p1
$ dmesg | tail -n1
[ 403.339591] ! module net_proto2 loaded for link p7p1

W panee (koHdmrypmpoBaB nHTepdieiic Ha agpec 192.168.56.3) ¢ Apyroro xocTa BbINOHAEM:
$ ping -c3 192.168.56.3
PING 192.168.56.3 (192.168.56.3) 56(84) bytes of data.
64 bytes from 192.168.56.3: icmp_req=1 tt1=64 time=0.668 ms
64 bytes from 192.168.56.3: icmp_req=2 tt1=64 time=0.402 ms
64 bytes from 192.168.56.3: icmp_reg=3 ttl=64 time=0.330 ms
--- 192.168.56.3 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 0.330/0.466/0.668/0.147 ms

B cMcTteMHOM XypHasie Mbl HaligéM:

$ dmesg | tail -n7

403.339591] ! module net_proto2 loaded for link p7p1
420.305824] ! function #2 - eb6873cO => users: 2->1
420.305829] ! function #1 - eb6873cO => users: 2->1
421.306302] ! function #2 - eb687c00 => users: 2->1
421.306308] ! function #1 - eh687c00 => users: 2->1
422.306289] ! function #2 - eb687180 => users: 2->1
422.306294] ! function #1 - eb687180 => users: 2->1

OTcloga BMAHO, YTO 06paboTUMKK cpabaTbiBaloT B NMopsiike 06paTHOM KX yCTaHOBKe (YCTaHOBMEHHbIi
no3xe - cpabaTtbiBaeT paHblle), HO cpabaTtbiBatoT Bce. OHM NOJyYaloT B KAYECTBE aprymMeHTa afpec OfHol
N TOI Xe konum Bydpepa coketa. OTHOCUTENbHO kfree_skb() Mbl AO/MKHbI 06PATUTLCA K UCXOQHOMY KOgy
peanuzauun agpa (daiin net/core/skbuff.c):

void kfree_skb(struct sk_buff *skb) {
if (unlikely(!skb))

return;

if (likely(atomic_read(&skb->users) == 1))
smp_rmb();

else if (likely(!atomic_dec_and_test(&skb->users)))
return;

trace_kfree_skb(skb, __builtin_return_address(0));
__kfree_skb(skb);

Bbi3oB kfree_skb() 6yaer peaslbHO 0CBOGOXAaTb Oydiep COKeTa TOMbKO B C/yvae skb->users == 1,
npm BCEX OCTa/lbHbIX 3Ha4Y€HUAX OH 6yAeT TO/IbKO  OEeKpeMEeHTNpoBaTb skb->users (CHéTHMK
MCHOﬂbSOBaHMH) ﬂﬂﬂ YTOYHEHUNA NpoucxogAaLlero Mbl MOXeM 3aKOMMEHTUPOBATb BbI30Bbl kfree_skb() B
AByXx 06paboTumkax Bbiwe, 1 HabaK[aTb NpU 3TOM:

$ dmesg | tail -n7

[11373.754524] ! module net_proto2 loaded for 1link p7p1
[11398.930057] ! function #2 - ed3dfc00 => users: 2->2
[11398.930061] ! function #1 - ed3dfc00 => users: 3->3
[11399.929838] ! function #2 - ed3dfb40 => users: 2->2
[11399.929843] ! function #1 - ed3dfb4® => users: 3->3
[11400.929522] ! function #2 - ed3df480 => users: 2->2
[11400.929527] ! function #1 - ed3df480 => users: 3->3

Ecnn doyHKUMS 06paboTUMK He AEKpeMeHTUpYeT skb->users No 3aBepLUEHNIO BbI30BOM kfree_skb(),
TO, Mocfie OKOHYaTesbHOro Bbi30Ba 06paboTkn No ymonuyaHuuio, Gydep coketa He OyAeT YHWUUTOXEH, U B
cucTeme 6yaeT HabnaaTbCa yreuka namaTtn. OHa He3HauuTe NbHasl, HO HeyMosMMasi, U, B KOHLIE KOHLIOB,
NpUBEAET K Kpaxy cucteMbl. [poBepKy Ha OTCYTCTBME YTEUkM namsiT (Mo 3TOol NpuunHe, Wan no 6ol
WHOW) Npeanaraetcs NpoBepuTb NPUEMOM MO CETEBOMY KaHasly 3HaUUTENTbHOTO 06bEMa AaHHbIX (HECKO/bKO
rmrabaiT), ¢ chukcaumeli COCTOSAHNA NamsaTn KoMaHaon free. NS 3TOr0 MOXHO C YCNEXOM WCMNO/1b30BaTb
yTuanTy nc (network cat):
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— Ha TeCTUPYEMOM Y3/1e 3anycTuTb CKpUNT . /client:

LIMIT=1000000

for ((a=1; a <= LIMIT ; a++))

do
rm -a z.txt
nc 192.168.56.1 12345 > z.txt
sleep 1

done

— Ha CTOPOHHEM y3/1e CEeTU 3anyCTUTb CKPUMT . /server

dd if=/dev/zero of=z.txt bs=1M count=1
LIMIT=1000000
for ((a=1; a <= LIMIT ; a++))
do
cat z.txt | nc -1 12345
done

(3pecb B ckpuntax: 192.168.56.1 — IP apgpec y3na rge pabotaet server, 12345 — Homep TCP nopra,
yepes KOTOPbIA nc npeanucbiBaeTcs nepefaBaTb AaHHble, NPU XenaHuv, MOXHO ucnonb3osats 1 UDP,
[06aBMB K nc ONuumto -u)

—  nnopgoxparb HeKoTopoe Bpems, nopsaka 10-20 MUHYT:

$ free

total used free shared buffers cached
Mem: 768084 260636 507448 (0] 23392 129108
-/+ buffers/cache: 108136 659948
Swap: 1540092 (¢} 1540092

$ ifconfig p7p1
p7pl: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.56.3 netmask 255.255.255.255 broadcast 192.168.56.3
inet6 fe80::a00:27ff:fe08:9abd prefixlen 64 scopeid 0x20<link>
ether 08:00:27:08:9a:bd txqueuelen 1000 (Ethernet)
RX packets 2017560 bytes 3048762624 (2.8 GiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 398156 bytes 26283474 (25.0 MiB)
TX errors 0 dropped 0 overruns @ carrier © collisions @

Ewé pas o BupTyasibHOM uUHTepdeiice

PaHee paccmarpuBasiocb CO3faHue BUPTYaslbHOTO CETEBOrO MHTepdeiica (MCnonb3ytowero Tpaduk
peasnibHOro (YK3NYECKOro, POAUTENbCKOTO) cpeacTBamMu netdev_rx_handler_register (). Ho Takoii cnoco6
He CBOGOAEH OT HEKOTOPbIX HEOCTATKOB: OH MOSIBAMICS XPOHO/IOTMUYECKM AOCTAaTOUYHO No3fHo, B APl siapa
HauMHasi ¢ Bepcun 2.6.36, He CO BCSIKUM SIAPOM OH MOXET 6bITb MCMO/b30BaH, KPOMEe TOro, OH B HEKOTOPOA
CTENEHN FPOMO3JKWIA W MyTaHHbIN. HO 3TO e MOXHO cAenatb W APYrMM Croco6GOM, He 3aBUCALWM OT
BEPCUi1 MCMOMb3YEMOT0 A4pa, UCMOsb3ysi MPOTOKO/bHbIE MEXaHW3MbI CETEBOTO ypoBHS (L3). Kpome Toro, 3To
XOpOLWWA  PeasIMCTUYHLIA  NPUMEP  WCMOJSIb30BaHUSI  MPOTOKO/bHLIX — (hubTPoB.  Mpumep  nofgo6Hoi
peann3auum pacrnosioeH B apxuBe virt-proto.tgz.

MpumeuvaHue: B Ha3BaHHOM apxvBe NpeAcTaB/eHbl ABa BapuaHTa MOAyNs: YNPOLEHHbIA MOoAyb
virtl. ko (lite BapuaHT), nHTepgeiic (virt0) KoToporo 3amMeL,aeT pPoAMTENbCKNIA CETEBOI MHTEpPeiic, 1
MOMHbIA BapuvaHT virt.ko, KOTOpbIAi aHanv3upyeT ceTeBble hpeimbl (M ARP n IP4 npoTokonos), u
3aTparvBaeT TOMbKO Tpadnk, K ero mHtepdeiicy oTHocswwmiAca. Pa3Huua coCToUT B TOM, YTO Ha Bpems
3arpysku ynpowéHHoro Moayns paboTa poavTenbCKOro WHTepdpeiica npekpawjaeTcs, a npu 3arpyske
MoOMHOro BapuaHta 06a MHTepdielica paboTalT OLHOBPEMEHHO M He3aBWCUMO. HO Ko MofHOro moayns
ropasfo 6osee rpoMos3fkuiA, a AN NOHUMAHUS MPUHLMNOB OH HUYero He AoGaBnseT. Hwke AeTasibHO
paccMOTpeH YNpOLLEHHbI BapyUaHT, He CKPbIBAIOLLMIA NPUHLUMNLI, U TONBKO NO3XKE Mbl B Napy C/10B KOCHEMCS
MOSIHOTO BapuaHTa: Kof, ero M MPOTOKO/ UCMbITaHWA NpuBeAeHbl B apxuBe, NO3TOMy ero Aetanusaums He
BbI3bIBAET C/IOXHOCTEN.

virtl.c :

#include <linux/module.h>
#include <linux/netdevice.h>
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#include <linux/etherdevice.h>
#include <linux/inetdevice.h>
#include <linux/moduleparam.h>
#include <net/arp.h>
#include <linux/ip.h>

#define ERR(...) printk(KERN_ERR "! "__VA_ARGS_ )

#define LOG(...) printk(KERN_INFO "! "__ VA_ARGS_ )

#define DBG(...) if (debug != @) printk(KERN_INFO "! "__ VA _ARGS_ )
static char* 1link = "etho";

module_param(link, charp, 0);

static char* ifname = "virt";
module_param(ifname, charp, 0);

static int debug = 0;
module_param(debug, int, 0);

static struct net_device *child = NULL;
static struct net_device_stats stats; // cTaTuyeckasa Tabnuua cTaTUCTUKU UHTepdeiica
static u32 child_ip;

struct priv {
struct net_device *parent;

}
static char* strIP(u32 addr) { // pwnarHocTtuka IP B ToueuyHOli HOTauuun
static char saddr[MAX_ADDR_LEN];
sprintf(saddr, "%d.%d.%d.%d",
(addr) & OxFF, (addr >> 8) & OXFF,
(addr >> 16) & OxFF, (addr >> 24) & OXFF
);
return saddr;
}

static int open(struct net_device *dev) {
struct in_device *in_dev = dev->ip_ptr;
struct in_ifaddr *ifa = in_dev->ifa_list; /* IP ifaddr chain */
LOG("%s: device opened", dev->name);
child_ip = ifa->ifa_address;
netif_start_queue(dev);
if (debug !'= 0) {
char sdebg[40] = "";
sprintf(sdebg, "%s:", strIP(ifa->ifa_address));
strcat(sdebg, strIP(ifa->ifa_mask));
DBG("%s: %s", dev->name, sdebg);

}

return 0;

static int stop(struct net_device *dev) {
LOG("%s: device closed", dev->name);
netif_stop_queue(dev);
return 0;

static struct net_device_stats *get_stats(struct net_device *dev) {
return &stats;
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// nepepava ¢perima
static netdev_tx_t start_xmit(struct sk_buff *skb, struct net_device *dev) {
struct priv *priv = netdev_priv(dev);
stats.tx_packets++;
stats.tx_bytes += skb->1len;
skb->dev = priv->parent; // nepepava B poauTenbCKuin (dnsnyecknin) mHTepdeiic
skb->priority = 1;
dev_queue_xmit(skb);
DBG("tx: injecting frame from %s to %s with length: %u",
dev->name, skb->dev->name, skb->1en);
return 0O;

static struct net_device_ops net_device_ops = {
.ndo_open = open,
.ndo_stop = stop,
.ndo_get_stats = get_stats,
.ndo_start_xmit = start_xmit,

}i

// npuém o¢peiima
int pack_parent(struct sk_buff *skb, struct net_device *dev,
struct packet_type *pt, struct net_device *odev) {
skb->dev = child; // nepepaya ¢pelima B BupTyasbHblli MHTepdelic
stats.rx_packets++;
stats.rx_bytes += skb->1len;
DBG("tx: injecting frame from %s to %s with length: %u",
dev->name, skb->dev->name, skb->1len);
kfree_skb(skb);
return skb->1len;

static struct packet_type proto_parent = {
__constant_htons(ETH_P_ALL), // nepexBaTbiBaTb BCe nakeTbl: ETH_P_ARP & ETH_P_IP
NULL,
pack_parent,
(void*)1,
NULL
}

int __init init(void) {

void setup(struct net_device *dev) { // BnoxeHHaa ¢yHkuma (GCC)
int j;
ether_setup(dev);
memset(netdev_priv(dev), 0, sizeof(struct priv));
dev->netdev_ops = &net_device_ops;
for (j = 0; j < ETH_ALEN; ++j) // 3anonHnTb MAC OUKTUBHBLIM afpecom

dev->dev_addr[j] = (char)j;

}

int err = 0;

struct priv *priv;

char ifstr[40];

sprintf(ifstr, "%s%s", ifname, "%d");

child = alloc_netdev(sizeof(struct priv), ifstr, setup);

if (child == NULL) {
ERR("%s: allocate error", THIS_MODULE->name); return -ENOMEM;

}
priv = netdev_priv(child);
priv->parent = __dev_get_by name(&init_net, 1link); // poamTenbCkuin nHTepdeiic

if (!priv->parent) {
ERR("%s: no such net: %s", THIS_MODULE->name, 1link);
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err = -ENODEV; goto err;
}
if (priv->parent->type != ARPHRD_ETHER && priv->parent->type != ARPHRD_LOOPBACK) {
ERR("%s: illegal net type", THIS_MODULE->name);
err = -EINVAL; goto err;
}
memcpy(child->dev_addr, priv->parent->dev_addr, ETH_ALEN);
memcpy(child->broadcast, priv->parent->broadcast, ETH_ALEN);
if ((err = dev_alloc_name(child, child->name))) {
ERR("%s: allocate name, error %i", THIS_MODULE->name, err);

err = -EIO; goto err;
}
register_netdev(child); // 3aperncTpupoBaTb HOBbIN MHTepdelic
proto_parent.dev = priv->parent;
dev_add_pack(&proto_parent); // ycTaHOBUTbL 06paboTumK ¢peiiMoB AN poauTens

LOG("module %s loaded", THIS_MODULE->name);
LOG("%s: create link %s", THIS_MODULE->name, child->name);
return 0;
err:
free_netdev(child);
return err;

void __exit exit(void) {
dev_remove_pack(&proto_parent); // ypganuTb o6paboTuuk ¢peiimoB
unregister_netdev(child);
free_netdev(child);
LOG("module %s unloaded", THIS_MODULE->name);
LoG(" "),

module_init(init);
module_exit(exit);

MODULE_AUTHOR("Oleg Tsiliuric");
MODULE_LICENSE("GPL v2");
MODULE_VERSION("3.6");

OT paccMOTPEHHbIX Y)XE paHee NPMMEPOB Ko OT/IMYAETCSA TO/IbKO TEM, YTO NOC/e PeErMcTpaumum HoBOro
ceTeBOro MHTepdielica (virt®) OH BbINOAHAET BbI30B dev_add_pack(), mpeABapuTe/lbHO YCTaHOBUB B
CTPYKTYpe packet_type nosie dev Ha ykasarenb poauTENbLCKOro MHTepdelica: ToNbKo C 3TOro UHTepdeica
BXOAAWMIA Tpadmk OyAeT nepexBaTbiBaTbCs ONPefene&HHol B CTpykType dhyHKkumeli pack_parent(). 3T1a
YHKUMA OUKCUpYeT CTaTUCTUKY WHTepdieiica W, camoe [/1laBHOe, MNOAMEHSieT B COKETHOM Oydiepe
yKazate/lb PoAMTENbCKOrO WHTepdieiica Ha BuMpTyasbHbiii. O6paTHas nogmMeHa (BMPTyaslbHOrO Ha
Jon3nyecKmnin) NMponcxoanT B OYHKLMK OTMNpaBKN dpeiiMa start_xmit(), HO 3TO He OT/IMYaEeTCs OT TOro, YTO
Mbl BUAENN paHee. BOT kak aTo paboTaerT:

- Ha TEeCTMPYEMOM KOMMbIOTEPE 3arpyxaem Moaysb U KOHUTypupyem ero:
$ ip address

2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP glen 1000
link/ether 08:00:27:52:b9:e0 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.21/24 brd 192.168.1.255 scope global etho
inet6 fe80::a00:27ff:fe52:b9e0/64 scope link
valid_1ft forever preferred_1ft forever
3: ethl: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP glen 1000
link/ether 08:00:27:0f:13:6d brd ff:ff:ff:ff:ff:ff
inet 192.168.56.102/24 brd 192.168.56.255 scope global ethl
inet6 fe80::a00:27ff:fe0f:136d/64 scope link
valid_1ft forever preferred_1ft forever
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$ sudo insmod ./virt.ko link=ethl debug=1
$ sudo ifconfig virte 192.168.50.19
$ sudo ifconfig virtoe
virto Link encap:Ethernet Hwaddr 08:00:27:0f:13:6d
inet addr:192.168.50.19 Bcast:192.168.50.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:fe0f:136d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:46 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:8373 (8.1 KiB)

(nokasaHa cTatucTmka C Hy/1IEBbIM YMC/IOM NPUHATLIX 6ailT Ha HTepdelice).

- Ha TecTMpyloLEeM KOMMbHTEPEe co3daéM anvacHblii IP ans Tectupyemoit nogcetn (192.168.50.0/24) w
MOXEM OCYLLEeCTBAATb Tpauk Ha co3a4aHHbI UHTEpdeiic:
$ sudo ifconfig vboxnet0:1 192.168.50.1
$ ping 192.168.50.19
PING 192.168.50.19 (192.168.50.19) 56(84) bytes of data.
64 bytes from 192.168.50.19: icmp_reg=1 tt1l=64 time=0.627 ms
64 bytes from 192.168.50.19: icmp_req=2 tt1=64 time=0.305 ms
64 bytes from 192.168.50.19: icmp_req=3 tt1=64 time=0.326 ms
nC
--- 192.168.50.19 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 0.305/0.419/0.627/0.148 ms

- Ha 3TOM e (TecTupytoLlem) KomnbloTepe (OTBETHOM CTOPOHE) O4YeHb cofdepXarenbHO HabnwgaTb
Tpaduk (B OTAENbHOM TepMUHANE), OUKCMpPYEMbIli tcpdump:
$ sudo tcpdump -i vboxneto
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vboxnet®, 1link-type EN1OMB (Ethernet), capture size 65535 bytes

18:41:01.740607 ARP, Request who-has 192.168.50.19 tell 192.168.50.1, length 28
18:41:01.741104 ARP, Reply 192.168.50.19 is-at 08:00:27:0f:13:6d (oui Unknown), length 28
18:41:01.741116 IP 192.168.50.1 > 192.168.50.19: ICMP echo request, id 8402, seq 1, length 64
18:41:01.741211 IP 192.168.50.19 > 192.168.50.1: ICMP echo reply, id 8402, seq 1, length 64
18:41:02.741164 IP 192.168.50.1 > 192.168.50.19: ICMP echo request, id 8402, seq 2, length 64
18:41:02.741451 IP 192.168.50.19 > 192.168.50.1: ICMP echo reply, id 8402, seq 2, length 64
18:41:03.741163 IP 192.168.50.1 > 192.168.50.19: ICMP echo request, id 8402, seq 3, length 64
18:41:03.741471 IP 192.168.50.19 > 192.168.50.1: ICMP echo reply, id 8402, seq 3, length 64
18:41:06.747701 ARP, Request who-has 192.168.50.1 tell 192.168.50.19, length 28
18:41:06.747715 ARP, Reply 192.168.50.1 is-at 0a:00:27:00:00:00 (oui Unknown), length 28

Tenepb KOpPOTKO, B fABa CnoBa, O TOM, Kak cAenatb MNOMHOBECHbIN BUPTYasibHbIA UHTEpdeiic,
paboTalLwuin ToNbKO CO CBOMM TPadiuKOM, U HE HapyLlarLWmii paboTy poauTenbLCKoro nHrtepdeica (1o, 4to
Jenaet nosiHas Bepcusa Moayns B apxuee). [ns 3Toro Heo6xoanmo:

- 06bABUTL ABa pasfefibHbIX 06paboTynka MPOTOKO/IOB (A1 NPOTOKOMNOB paspelueHns MMéH ARP u
cobcTBEHHO AN npoTtokona IP):
// o6paboTuuk ¢peimoB ETH_P_ARP
int arp_pack_rcv(struct sk_buff *skb, struct net_device *dev,
struct packet_type *pt, struct net_device *odev) {

return skb->1len;
static struct packet_type arp_proto = {

__constant_htons(ETH_P_ARP),
NULL,
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arp_pack_rcv, // ¢éunbTp npTokona ETH_P_ARP
(void*)1,
NULL

};

// o06paboTunk ¢peiimoB ETH_P_IP
int ip4_pack_rcv(struct sk_buff *skb, struct net_device *dev,
struct packet_type *pt, struct net_device *odev) {

return skb->1len;

static struct packet_type ip4_proto = {
__constant_htons(ETH_P_IP),
NULL,
ip4_pack_rcv, // ¢unbTp nptokona ETH_P_IP
(void*)1,
NULL

}

- 1 06a 1X 3aperncTpnpoBaTb B (OYHKUMM UHULMaIN3aLmMm Moayns:
arp_proto.dev = ip4_proto.dev = priv->parent; // nepexBaT TO/IbKO C POAMTENbLCKOr0o MHTepodeiica
dev_add_pack(&arp_proto);
dev_add_pack(&ip4_proto);

- KaXablii N3 06paboTUMKOB A0/MKEH OCYLLIECTBMATbL MOAMEHY MHTepdieiica ToNbKo Ans Tex dpelimos, IP
noslyyarens KoTopbix coBnagaeT ¢ IP nHtepgelica ...

- a ABa pasfesibHbix 06paboTunka yao6Hbl TeM, YTO 3arofnioBku dpeiimoB ARP n IP MMeloT COBEpLUEHHO
pasHblii dhopmat, v BblgeNSTb |IP HazHaYeHus B HUX MPUXOAUTCA NO-pa3HOMY (BECb MOJHbIV KO NOKas3aH B
apxvBe npumMepa).

Vcnonb3ysa Takoii MOMIHOBECHLIN MOAY/lb, MOXHO OTKPbITb K XOCTY, Hanpumep, OLHOBPEMEHHO [Be
napasnenbHble ceccunm SSH Ha pasHble MHTepdhenchl, poauTenbCKMA 1 BUPTYasbHbIA (MCMOMb3YHoLME
pasHble IP), koTopble 6yayT B napasiiesib peasibHO UCN01b30BaTh eAMHbIA 06 don3nuecknin nHTepdpeiic:

$ ssh 0lej@192.168.50.17
01lej@192.168.50.17's password:
Last login: Mon Jul 16 15:52:16 2012 from 192.168.1.9

$ ssh olej@192.168.56.101
0lej@192.168.56.101's password:

Last login: Mon Jul 16 17:29:57 2012 from 192.168.50.1

$ who

olej ttyl 2012-07-16 09:29 (:0)

olej pts/0 2012-07-16 09:33 (:0.0)

olej pts/1 2012-07-16 12:22 (192.168.1.9)
olej pts/4 2012-07-16 15:52 (192.168.1.9)
olej pts/6 2012-07-16 17:29 (192.168.50.1)
olej pts/7 2012-07-16 17:31 (192.168.56.1)

MocnepaHsa mnokasaHHasi komMaHga (who) BbIMOSHSIETCA yXe B ceccum SSH, TO ecTb Ha TOM camoM
yAaNEHHOM XOCTe, K KOTOPOMY U (OUMKCUPYEeTCs KOMaHAOlW [Ba He3aBUCUMbIX MOAK/IHUYEHUS U3 ABYX
pasnnuHbIX nogceTeli (NocneaHve [Be CTPOKM BbIBOAA), KOTOPbLIE HA CAMOM Aefie NPeAcTaB/IAoT OAMH XOCT.

Mpomoko/1 mpaHCNopmMHO20 YPOBHS

Ha atom ypoBHe (L4) o6ecneunBaeTc 06paboTka Takmx NpoTokonos, kak: UDP, TCP, SCTP, DCCP ...
MX YnCNo BospacTaeT. [pOoToKOsIbI TPAHCNOPTHOIO YPOBHSA (NpoToKoNb! IP) onncaHbl B <linux/in.h>

/* Standard well-defined IP protocols. */
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enum {

IPPROTO_IP = 0, /* Dummy protocol for TCP */
IPPROTO_ICMP = 1, /* Internet Control Message Protocol */
IPPROTO_IGMP = 2, /* Internet Group Management Protocol */
IPPROTO_TCP = 6, /* Transmission Control Protocol */
IPPROTO_UDP = 17, /* User Datagram Protocol */
IPPROTO_SCTP = 132, /* Stream Control Transport Protocol */
IPPROTO_RAW = 255, /* Raw IP packets */
}
[nsa yctaHOBKM 06paboTymKa NPOTOKOMI0B TPAHCMOPTHOro YpoBHS cywiecTByeT APl <net/protocol.h> :
struct net_protocol { // This is used to register protocols
int (*handler)(struct sk_buff *skb);
void (*err_handler)(struct sk_buff *skb, u32 info);
int (*gso_send_check)(struct sk_buff *skb);
struct sk_buff *(*gso_segment)(struct sk_buff *skb, int features);
struct sk_buff **(*gro_receive)(struct sk_buff **head, struct sk_buff *skb);
int (*gro_complete)(struct sk_buff *skb);
unsigned int no_policy:1,
netns_ok:1;
3

int inet_add_protocol(const struct net_protocol *prot, unsigned char num);
int inet_del_protocol(const struct net_protocol *prot, unsigned char num);

3aechk 2-i napameTp Bbi3oBa (PYHKUMIA (num) Kak pa3 M ecTb KOHCTaHTa HaGopa KOHCTaHT Buga
IPPROTO_*.

OTa cxema B 06OLLUMX YepTax HaNmoOMUHAET TO, KaK 3TO Xe Aenasiocb Ha CETEBOM YPOBHE: KaX/blil NakeTt
npoxoanT uYepe3 yHKUMO-pWUALTP, TAE Mbl MOXEM aHaM3MpoBaTb WU U3MEHATb OTAE/IbHblE MOSs
COKETHOro bydepa, 0TobpaKatoLLLero naker.

Mprmep moayns, ycTaHaBNMBakoLLLEro NpoTOKO:
trn_proto.c :

#include <linux/module.h>
#include <linux/init.h>
#include <net/protocol.h>

int test_proto_rcv(struct sk_buff *skb) {
printk (KERN_INFO "Packet received with length: %u\n", skb->1len);
return skb->1len;

static struct net_protocol test_proto = {
.handler = test_proto_rcv,
.err_handler = 0,
.ho_policy = 0,

i

//#define PROTO IPPROTO_ICMP
//#define PROTO IPPROTO_TCP
#define PROTO IPPROTO_RAW
static int __init my_init(void) {
int ret;
if ((ret = inet_add_protocol(&test_proto, PROTO)) < 0) {
printk(KERN_INFO "proto init: can't add protocol\n");
return ret;
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printk (KERN_INFO "proto module loaded\n");
return 0;

static void __exit my_exit(void) {
inet_del_protocol(&test_proto, PROTO);
printk (KERN_INFO "proto module unloaded\n");

module_init(my_init);
module_exit(my_exit);

MODULE_AUTHOR("Oleg Tsiliuric");
MODULE_LICENSE("GPL v2");

BoT kak 6yfeT BbIrsAeTb paboTa Mogynsi 4718 NpoToKofa IPPROTO_RAW:

$ sudo insmod trn_proto.ko

$ lsmod | head -n2

Module Size Used by

trn_proto 780 0

$ cat /proc/modules | grep proto

trn_proto 780 0 - Live 0xf9a26000

$ 1s -R /sys/module/trn_proto

/sys/module/trn_proto:

holders initstate notes refcnt sections srcversion

$ sudo rmmod trn_proto

$ dmesg | tail -n60 | grep -v Maudit
proto module loaded

proto module unloaded

Ho ecnn Bbl MonbiTaeTecb YycTaHOBUTL (Jo6aBuTb!) 06paboTumk An1a yxe ob6pabaTbiBaemMoro

(ycTaHoB/IEHHOT0) NpoToKoa (Hanpumep, IPPROTO_TCP), TO NOMy4MTE OLUNOKY:

$ sudo insmod trn_proto.ko

insmod: error inserting 'trn_proto.ko': -1 Operation not permitted

$ dmesg | tail -n60 | grep -v Maudit

proto init: can't add protocol

$ lsmod | grep proto

$

34eCb BO3HUKAET y)Xe Ha3BaHHas paHblUe C/TI0XHOCTb:

— Ecnu Bbl NfaHupyeTe oTpabarbiBaTb HOBbIN (MM HE UCMOMNb3YHOLLIMIACA B CUCTEME) MPOTOKOS, TO AJ1s
€ro TeCTUPOBAHUSA B CUCTEME HET MHCTPYMEHTOB, W MpPeX/e HY)XHO NoAyMaTbk O TOM, YTOObl CO3AaThb
TECTOBbIE NPUOXKEHUS NPUKIAJHOIO YPOBHSI.

— Ecnn nbitatbcs mMogenupoBaTb paboTy HOBOro NpPOTOKOMa NOA BMAOM YXe CyLeCTBYHOLLEro
(Hanpumep, IPPROTO_UDP), TO Bam npexae NoHaaobuTcsa yaaanTb CyLLEeCTBYOLWMNA 06paboTumk, Yem
MOXHO pajuKasilbHO HapywuTb paboTocnoco6HOCTbL cucTembl (Hanpumep, Aas IPPROTO_UDP
paspyLLIMTb CUCTEMY pa3peLLeHmnst AOMEHHbIX UMEH DNS).
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5. 3arpaHuuamu MHTepHer

O6bI4HO O6CY)K,D|EHI/IG 3aBepLUaeT n3noXeHne HEKOTOPOro npeameTa, Kak ero utor. Ho B aTom pasgene
Mbl NOCTYyNMM B TOYHOCTWU A0 Ha060pOTZ Ha4yHéM C O6cy)K,CI,EHl/Iﬂ MOoTuBaUnnm BOSHMKHOBEHUA Lq,en0|7| rposau
3KCNePMMEHTa/IbHbIX MPOEKTOB, BO3HMUKLUNX 3a nocnegHne roabl Hag TpaHCNoOPTHbIM MeXaHU3MOM MHTepHET.

3pecb 6yaeT paccMOTPEHO HECKOSIbKO BblGOPOYHbIX a/lbTEPHATUBHBIX MPOEKTOB, BblGPAHHbIX
[OCTaTO4YHO MPOU3BOMBLHO, HO MNPEACTaBASALWMX Te TEeHAEHUMU, KOTOpble OTYETMBO MPOSAB/ATCS B
6O/bLUNHCTBE HOBbIX CETEBbLIX NPOEKTax. MIHOr4a BbICKa3blBAETCS MHEHME UTO Takue MPOEKTbl MPOABUTatoTCs
Xakepamu, 3/10yMbILLI/IEHHUKAMWU B CETU, W/WNN NoAbMU NapaHoMAanbHO 03a604YeHHbIMU 6e30MacHOCThIO.
Ecnn 310 1 Tak, TO B camMoli CBOei Masioii YacTu. A B OCcTaBLUelCcs, 60/bLUel YaCcTh CMbIC/IOB, U 3TO MHEHMe
pasgensieTcs aBTOPOM — HanpaB/feHUsl Pa3BUTUSI TakMX MPOEKTOB 3TO «/IHTEpHET 3aBTpallHEero AHs».
MoaTomy ganee Mbl U pacCMOTPUM NOAPOBHO HECKOMBKO N3 TaKUX NPOEKTOB.

O6cyxoeHue

Knaccuueckuin VIHTepHeT npeacTaBnsieT coGoli MOLLHYI0 OpraHW30BaHHYyH cucteMy. Ho HekoTopble
nonb3oBaTeNiM W pa3paboTuMki CUATAOT 4YTO OH 3aopraHu3oBaH, Ynpasnsemblii  pasHo06pasHLIMU
KOMUTETAMMU W KOMUCCUSIMW, U C OrpaHMYeHUsIMM KOTOpPble HauMHAOT HakMadblBaTb [OCYAAPCTBEHHbIE
3aKoHOAATE/IbHbIE OpraHbl B paMKax CBOMX TeppUTOpUasibHbIX KOMMNETEHLWIA.

OOGLWMPpHBI ynNpaBfeHYeCKMA annapar, NOMUMO BCEro MPO4Yero, HECET B cebe NoTeHumMan MEefKMX Ho
YyacTbIx CO0EB B paboTe 3a CYET HECOM/TaCOBAHHOCTU 1 OLLUMOGOYHOCTY AENCTBIIA.

Ho pasBuBaeTcs Uenblil psaj anbTepHaTUBHbIX MPOEKTOB, MCMOMb3YIOWUX TO/IbKO €ro TPaHCMOPTHbIN
mexaHusm TCP/IP, HO He TpebylLmx ero LeHTPaIM30BaHHOIO YNpaB/eHNs M ero ynpasBisioWmMX OpraHoB
(komucemnii 1 KomuTeToB). OHM (PYHKLUMOHUPYIOT Hag, TPAHCMOPTHbIM MexaHm3mom cetn TCP/IP, ncnonb3ys
3TOT TPAHCMNOPTHbIV MeXaHn3M VIHTEpHET, HO BbIXOAS FAe-TO 3a paMku 1 cornalleHns VIHtepHet. MoaTtomy s
B 9TOW YacTn Ha3Bas1 UX YCNIOBHO «HaACUCTEMbI».

ANbTepHATMBHbIE  MPOEKTbl  anpoGupyloT  MOAENN  «CaMOHACTPaMBaIOLLIMXCS»  MEXaHu3MOoB
KOHCOMIyprpoBaHNsA 1 OYHKLMOHMPOBAHUS CETU.

AnbTepHaTUBHbIE MPOEKThI HOCAT Xapakrtep JKCNePUMEHTaJIbHbIX pa3pa60TOK, HO OHK
KOHLUEHTPUPYKOTCA BOKpPYr COBCEM HE TaKoro 60/bLOro yncna HaﬂpaBHEHMﬁ. MoaToMy WX WHTEPEeCcHOo u
nonesHo 3HaTb, XOT ©Obl B CbOpMe OTAENbHbLIX  KOHKPETHbIX peanmsau,mﬁ. MNpu MHOXecTBe
JKCNepPMMEeHTa/IbHbIX MPOEKTOB, KOTOPbIE NOCTOAHHO BO3HUKAKT HOBbIE N YyracaklT CyulecTeBywouine, ux
TEMaTUKKN rpynnmpyroTcA BOKPYr OTHOCUTE/TIbHO HEMHOTOYMNCTEHHbIX Ll,el'lel7|:

+ OxpaHa npuBaTHOCTW. Takue MPOEKTbl HanpaefeHbl HEe TO/IbKO Ha 3alUMLEHHOCTL CaMOro
COLEPXKMMOTO CeTeBbIX 0OMEHOB, HO M Ha aHOHUMMW3aUWK0 Mnosyyatensi, LeneBbiX PecypcoB, U
COKpbITE HamnpaB/eHWUi i N caMoro hakTa OCyLIEeCTBMEHUS! Tpadmka. ATy AesTeNlbHOCTb HEKOTOPbIE
paccMaTpvBaloT Kak pacluvpeHmne cihepbl OXpaHeHUs NepCcoHasbHOV MHADOPMAaLMK.

e [eueHTpanusaums. 3a [o/rve rogpl pasBuTUsi VIHTEPHET cCrioXunack pasBuTas MHGPACTPYKTypa
YUpexAeHuii, opraHu3auuini U KOMWUTETOB, OGecrneuvBalolmX AesTelbHOCTb CEeTU: MpoBalifepsl,
XOCTEpbI, perncTparopbl... OHM 06ecneunBaloT CaXEHHOE (PYHKUMOHMPOBAHWE pa3HbIX CTOPOH
CETW, HO, MHOTAA, W BHOCSAT W36LITOYHYH 3a0praHW30BaHHOCTL. KpoMe TOro, MX AesiTefIbHOCTb
KOMMEpYeckasi W 4acTo YC/yrM [OBOJSIbHO A0POro  CTOAT noTtpe6uTtensam. B atoil uyactu
3KCMEePUMEHTaSIbHbIE MPOEKTbI NbITAKTCS UCK/HOUNTD U3GLITOUYHLIE PETTTAMEHTUPYIOLLME 3BEHbSI.

*  )KmByuyecTb. BO MHOrom, n3-3a onpenenéHHoi LEeHTPasIM30BaHHOCTN OpraHusaummn VIHTepHeT, npu
HapyLleHUN COrMacoBaHHOCTN AEWCTBUI Pa3NMYHbIX OPraHU3yLWMX CTOPOH, BO3MOXHbI Nepebou
pabotbl ceTn, WM f[axe MoNHoe HapyweHve eé&€ paboTocnocobHOCTN, Ha  OTAE/bHbIX
TeppuUTopUasibHbIX, FOCYAAPCTBEHHLIX, BEAOMCTBEHHbLIX WM APYrUX CerMeHTax CeTh. SKCNepuMeHTbl
B YacTM afjanTUBHbIX W3MEHEHWIi TOMOMOrMU CEeTW W HamnpaBfeHbl Ha YMeHbLUeHUe MoA06HbIX
pUCKOB.

* YnpouleHue HacTpoek. MHOro [ecsiTusieTHee MOCTOSIHHOE YC/IOXKHEHWe (hparMeHToB CeTu
(nokanbHbIX ceTeill B cocTaBe WHTEPHET) NpuBesio K GOJbLUOW C/IOXHOCTM UX KOHUrypaumid, u
Tpeb6yeT Ha CEerofHs Jaxe B CpPefHeli pykKu opraHvM3aumsx CoAepXaTb CETEBbIX agMUHUCTPATOPOB
Kak oTe/IbHy0 NpodieccroHasIbHYH TPynny. SKCNepuMeHTa IbHble MPOEKTbI NbITAKTCS ABUraTbCH B
CTPOHY CaMOOPraHU3YIOLMXCA apXUTEKTyp, KOTOpble TMOKO MOAK/IHYATCA K CYLLIECTBYHOLLMM
y4YacCTHMKaM CeTu, BbIGUPAtOT ONTYMasibHble MapLUPYThl 1 CAMOHACTPaNBAOTCSH BHYTPU CETU.

[Janee paccMoOTpeHbl BbIGOPOYHO TOSILKO HECKOMbKO anibTEPHATMBHBLIX HanpasneHuli pasButus, Ans
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TOro, 4TOGbI COCTaBUTb NOBEPXHOCTHOE npeacTtaB/ieHNe O TeHOeHUUAX OBMKEHUA. npOGKTbI ong
paccMoTpeHna BH6paHH 0OCTaTO4YHO Mpon3BOJ/IbHO, HO TO 4TO MNOKa3aHO, KpoOMe AOpYyrnx Kputepues UX
0T6opa — 3TO He YPOBEHb CbIPbIX 3KCNEPUMEHTOB, a BINOJIHE pa6OTOCI'IOC06HbIe Ha cerogHa peasmsaunm

TOR

Mpoekt TOR (The Onion Router) — cBO60OAHOE U OTKPLITOE MpPOrpaMmHoe obecnedyeHnenns
peanuzaunn BToporo (V2) n Tpetbero (V3) NOKO/IeHNs Tak Ha3biBaEMOI JTYKOBUYHOM MapLupyTu3saummn: Baluu
[JaHHble — 3T0 cepAueBMHa /YKOBULbI, & MX 3almTa — CMou BOKPYr. DTO Takas ajanTvMBHas cuctema
NPOKCK-CepBEpPOB, KOTopas No3BoNsALWas ycTaHaB/IMBaTb aHOHUMHOE CETEBOE COELMHEHMe, 3aliuLéHHoe
OT NPOC/yLUMBAHNUS.

PaspaboTka cuctembl Hadanacb B 1995 rogy. K Hauany 2000-X WCXOAHbIA Kof 6bla onyb/inkoBaH
cBOOOAHOWN NMueH3neir. HanncaHa npenmyLLecTBeHHO Ha A3bike C. B okTsa6pe 2002 roga Briepsble 6bl1a
pa3BépHyTa CeTb MapLupyTU3aTopoB, KoTopas K KoHuy 2003 roga HacuuTtbiBasia OKOMO AECATU CeTeBbIX
y3noB. Mo coctosHMio Ha 2016 rog, No oueHkam, YMCNO YyYaCTHUKOB ceTu (BKNoyas 60TOB), NpPeBbICUIO 2
MUWJI/IMOHA.

Ons aHoHMMu3aumm Tor, Takke Kak npokcu u VPN, nponyckaeT Tpadvk 4yepe3 MNpPOMEXYTOYHbIe
cepBepbl. Ho Tonbko B criyvae ¢ Tor ux He OAWH, a TpU, U Ha3bIBAeTCA OHM y3namun. Kaxablil NakeT AaHHbIX,
nepegasaemblii cuctemoli y3nos TOR, npoxoAuT yepe3 TpW pasnINyHbIX — Y3/1a, KOTOopble BblGMpatoTcs
cnyyaliHbiM 06pa3oM B Hadasie ceaHca, M MOTYT OblTb M3MEHEHbI MO X04y NPOXOXAEHWUs ceaHca. Mepepg,
OTNPaBKOW NakeT nocrfiefoBaTe/lbHO WNGIPYETCA TPEMS K/IYamu: cHavasla — A5 TPETLEro y3na, NoTom —
ANns BTOpPOro M B KOHUe — A8 nepsoro. Korga nepBblii y3es1 MnosyyaeT NakeT, OH paclumdpoBbiBaeT
«BEPXHUIA» CNol Wndopa (aHasnornst ¢ TeM, Kak YACTAT SIYKOBULY) U Y3HAET, KyAaa OTnpaBuTb NakeT Aasiblue.
BTtopoii n TpeTuii cepBep NocTynarT Takke. Nocne 3-ro Npokcu-cepBepa NakeT NocTynaeT noay4varesnto B
OTKPbITOM BUAE.

CeTb Tor

BxogHaa OnopHan BbixoaHan
TouKa Touyka TouKa

OTKpbITbIA UHTEpHeT |

@ Beb-cant

TOR KaK NpoKcu Aona BCen cetu

[ns 60/bLUMHCTBA KOHEYHbIX Nosib3oBatesneli npoekT TOR n3BeCTeH 1 NpeAcTaBAsSETCS KakK «u3genues»
TOR-6pay3ep, kOTOpbIi Npon3BoanTCcA Ha 6a3e FireFox kak otgenbHoe n3genve ¢ 2008 roga. Ho Ha camom
pene, npoekt TOR ropa3go wumpe B CBOMX W 3ayMKax W BO3MOXHOCTAX. W ecnu Hac uHTepecyet
TeXHN4YecKas CToOpoHa BOMnpoca, To uHTepec npeacrasnset umeHHo TOR kak SOCKS-npokcu:

$ aptitude show tor

NakeT: tor

Bepcua: 0.4.6.10-1

HoBbii: pa

CocTosiHMe: yCTaHOB/EH
YcTaHOBMEH aBTOMaTuU4yecKu: fAa
NpuoputeT: Heoba3aTe bHbIl
Pazgen: universe/net
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Conposoxgatwwmnii: Ubuntu Developers <ubuntu-devel-discuss@lists.ubuntu.com>
ApxuTekTypa: amdé64
Pa3svep B pacnakoBaHHOM Buge: 5.400 k

3aBucuT: libc6 (>= 2.34), libcap2 (>= 1:2.10), libevent-2.1-7 (>= 2.1.8-stable), liblzma5 (>=
5.1.1alpha+20120614), libseccomp2 (>= 0.0.0~20120605), 1libss1l3 (>= 3.0.0~~alphal), libsystemdo,
libzstdl (>= 1.4.0), zliblg (>= 1:1.1.4), adduser, lsb-base

PekomeHpyeT: logrotate, tor-geoipdb, torsocks

MpepgnaraeTt: mixmaster, torbrowser-launcher, socat, apparmor-utils, nyx, obfs4proxy
KoHonukTyeT: 1ibss10.9.8 (< 0.9.8g-9)

OnucaHve: aHoOHMMM3Wpylowas ceTb paboTawowas nosepx TCP

Tor — cucTema aHOHMMHOrO B3aMMOAEWCTBUA C YCTAHOBKO COEAUHEHW A U ManbiM BPEMEHeM 3afepxXKu .

Monb3oBaTenn BbIGMPAKT Havano MyTW MO CETW Y3/10B, W COrNacoBbBAT «BUPTyasbHble Lenu» 4yepes ceTb, B
KOTOPbLIX KaXAoMy Y37y U3BECTeH npefbiaywuii v cnegylownii y3en, a BCe OCTa/lbHble — HE W3BECTHb. Tpaduk,
nepegaBaemblii Mo LEeNu, pacwuppoBLHBAETCS CUMMETPUYHBIM KIOUOM B KaXAoM y3/ie, U3 KOTOPOro nosyyaeTcs
uHdopmaLua o crneaylowem yane.

dakTu4yeckn, Tor no3BonsfeT co3faBaTb pacnpefenéHHylw ceTb peTpaHcaupyowux ysnos. Monb3oBaTtenu
nponyckawT cBou TCP-paHHble (Be6-Tpaduk, ftp, ssh m T. A.) yepe3d uenb Takux y3N10B-peTpacnsaTopoB, Tak
4TO nonyyaTtensaMm, HabnwpgaTensaM M camMuM MaplwpyTu3aTopam CTaHOBUTCSA TPYAHO OTCNeAUTb WUCTOYHUK W Lefb
NOoTOKa [aHHbIX.

3TOT NakeT MO YMOMYaHWi BK/OYAET TO/bKO K/AWEHTCKY 4Y4acTb, HO €ro MOXHO HAacTpoOuUTb Takxe Ans paboThl
B KauyecTBe y3/na nepejadnm wu/way CKpLITOro cepsepa.

KNneHTCKue npunoxeHUs MOryT MCNOMAb30BaTb CeTb TOr MNyTEM MNOAK/NOYEHUA K /I0KalbHOMY MNPOKCU-CepBepy
SOCKS. Ecnu camo npuaoxeHue He umeeT nogaepxkun SOCKS, Bbl MOXeTe MCNoNb30BaTb KAWEHT socks, Takoi
Kak torsocks.

06paTuTe BHMMaHWe, 4TO TOr He 3aHMMaeTCs OYUCTKOW MPOTOKOAOB. ITO 3HAYUT, 4YTO CYyWeECTBYeT
0oMacHOCTb BO3[eiiCTBMS Ha MPOTOKO/bI MPWIOXEHWUA M CBSi3aHHbIE C HMMW MPOrpamMmbl, Tak YTO OHW BbigagyT
nHpopmaLmi 06 MCTOYHUKE. [NA peweHus 3ToW npobnembl Tor nonaraetcs Ha Torbutton u aHanoruyHble
OUYUCTMUTENN MPOTOKOMIOB. Cambli NPOCTON BapuaHT paboTel C BebG-caiTamum 4vepe3 Tor - Tor Browser Bundle,
camofoCcTaTOuHbli MakeT, cocToswuiA M3 cTaTuyeckoli cbopkm Tor, Torbutton m Firefox c u3meHeHuamu,
yCTpaHAWMMM pa3/iMyHble NMpo6/iemMbl, CBA3aHHble C 3aWMTOoli MepCoHasbHbIX AaHHbIX .

JomawHsAs cTpaHuua: https://www.torproject.org/

YcTaHOBKa nakera.

$ sudo apt install tor
UTeHne CNUCKOB NakeToB.. FOTOBO
MocTpoeHne gepesa 3aBUCHMMOCTEN

ureadahead will be reprofiled on next reboot
ObpabaTbiBawTCsA Tpurrepsl gns systemd (237-3ubuntul®.41) ..

O6pallaemM BHUMaHVE Ha MOC/EAHIO CTPOKY, YNOMUHALWY systemd — 3TO MokasblBaeT, YTO CTeK
TOR ycTaHaB/MBaeTcs Kak cepBuc. Cpasy nocse yCTaHOBKM:

$ systemctl status tor
e tor.service - Anonymizing overlay network for TCP (multi-instance-master)

Loaded: loaded (/lib/systemd/system/tor.service; enabled; vendor preset: enabled)

Active: active (exited) since Thu 2023-04-27 11:58:14 EEST; 5 days ago

Main PID: 545 (code=exited, status=0/SUCCESS)
Tasks: 0 (limit: 18948)
Memory: OB
CPU: 0O
CGroup: /system.slice/tor.service

anp 27 11:58:14 nvme systemd[1]: Starting Anonymizing overlay network for TCP (multi-instance-
master)...

anp 27 11:58:14 nvme systemd[1]: Finished Anonymizing overlay network for TCP (multi-instance-
master).

$ ps -A | grep tor
623 ? 00:00:16 tor
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M BoT SOCKS npokcu, yepes KoTpblii paboTatoT npunoxenns TOR, npokcn ycTaHaBnmBaetca Ha TCP
nopt 9050 (3ameTum, 4TO ycTaHoBKa TOR-6pay3epa ycTaHaBMBaeT MPOKCUM He3aBucuMOo Ha nopT 9060,
Takum 06pa3omM OHM MOryT paboTartb He3aBUCUMMO He Bpeas Apyr Apyry):

$ netstat -1 -t | grep 9050
tcp 0 0 localhost:9050 0.0.0.0:* LISTEN

MpoBepuTb MOXeM npocTeinm obpasom (1-9 cTpoka — 3TO nNpsAMoin 3anpoc, IP agpec KoTopbli
ONHaMUYecKmn BblaenseT Mo nposaigep, a cnegywwmin — yepes SOCKS TOR):

$ curl check-host.net/ip

193.28.177.119

$ curl -x socks4://127.0.0.1:9050 check-host.net/ip
107.189.31.134

$ whois 107.189.31.134 | grep -i Country:

Country: us
Country: LU
M A okasbiBalCb rge-to Tam ... B Jlym3anaHe, kaxertcs... Ho uepes HekoTopoe Bpemsi, 6e3 BCSKOro

BMeLLaTeNbCTBa C Hallel CTOPOHbI, C TOrO Xe KoMMblTepa, 3T0 MOXeT cTath ... [epMaHus:
$ curl -x socks4://127.0.0.1:9050 check-host.net/ip

212.21.66.6

$ whois 212.21.66.6 | grep -i Country:
country: DE

country: DE

3710 TOR CTEK CaMONPOU3BO/IbLHO CMEHMU Lienouky 3-X y3/10B (3-/ U3 KOTOPbLIX Mbl M BUAMM B KOMaHAe). 310
ewé ogHa ocobeHHOCTb TOR.

Ho coBeplueHHO He 06si3aTenibHO JoXuaatbcs noka ctek TOR caM CMEHUT LENOYKY Y3/10B yepes
KoTopble Bbl ucnosb3yete cetb TOR — pgoctatoyHo nocnate cepsucy TOR curHan HUP uT06bI OH
NPUHYANTENBHO «NOABPOCK/T» HOBYHO LIENOYKY Y3/10B. [yTellecTsyeM CO CBOMM XOCTOM MO BCEMY MUPY:

$ sudo killall -HUP tor

$ curl -x socks4://127.0.0.1:9050 check-host.net/ip && echo
178.218.144.99

$ whois 178.218.144.99 | grep -i Country:

country: IT

$ sudo killall -HUP tor

$ curl -x socks4://127.0.0.1:9050 check-host.net/ip && echo
192.42.116.216

$ whois 192.42.116.216 | grep -i Country:

Country: NL
country: NL
country: NL

$ sudo killall -HUP tor

$ curl -x socks4://127.0.0.1:9050 check-host.net/ip && echo
103.251.167.10

$ whois 103.251.167.10 | grep -i Country:

country: 7z

country: 2z

Mbl npoBepuan 1 NpogeMoHCTprpoBauin paboty TOR SOCKS npokcy Ha npyMepe NpocTeiileit, gaxe
TPUBMASLHON yTUAUTbl cur L. HO TOYHO Takmm e cnocobom (Mcnonb3ys NoKasibHO pabotarwmii SOCKS
MPOKCW) Bbl MOXETE OpraHM3oBaTb paboTy 4Yepe3 CeTb aHoHMMM3aumm TOR npakTuyeckn Jioooro
NPUIOXKEHWA BalLero KommnbloTepa (0 TeEXHWKE MCMOo/b30BaHNA NPOKCK 6bI/I0 pacckasaHo paHblue, HO OHa B
MOJIHOW Mepe OTHOCUTCS U K 3TOMY C/lyyato).

Mesh-cemu

Mesh-ceTu, KoTopble [0 TOTO HECNeLHo 06CYXAaNCh B aKaJeMUUYecknx Kpyrax, NpUBIeKnn K cede
camoe npuctasibHoe BHMMaHve nocre 2013-2014 rofoB, KOrAa TakMe CEeTU, HEOXMAAHHO MaccoBO, 6bl/n
CMO/Ib30BaHbl YYaCTHUKAMU MPOTECTHLIX HACTPOEHWNA, «LUBETHbIX PEBOMIOLMIA», B MACCOBbLIX YUYHBIX
aKumsix. 13 HOBOCTHbIX JIEHT TEX AHEN:
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B I'oHKOH2e, ydacmHUKU "pesosIroyuu 30HMUKOB™ Ucro/ib3yrom npogpamMmy FireChat, ymo no3zsosnsem um
6bICMPO  ycmaHoBUMb CB5I3b Opye C Opy2oM Mo cemu, noodepxusaemol ycmpolicmsamu 0moe/ibHbIX
rnosib3osamereli (He BHewHez0 obopydosaHusi) - mesh networking. ... becninamHoe npunioxeHue FireChat
02151 yempolicms Ha Android u iOS no3sgossiem 00sM obwamscsi Mexdy cobol daxe mam, 20e He
pabomaem comosasi c8s3b. MecceHOxep ycmaHassugaem [psMoe COEOUHEHUEe MExXOy O0ByMSs
meneghoHamu Ha paccmosiHuu 00 70 M. Ho npu 60/1bWOM CKOM/IEHUU MOOK/IOHYEHHbIX K cemu
nosb3osamesel FireChat paduyc delicmsusi MECCEHOXepa Moxem b6bimb HaMHO20 bosbwe: B8 rpedesax
cmaduoHa, napka usau sesoe, 20e MUHUMAa/IbHOe paccmosiHue Mexady 0ByMsi M0/1b30BamesisiMu MeHbuwe 70
mMempos.

Ayeunctas Tononorus (mesh-cetb) — 3TO pacnpefeneHHasi, 0gHOPaHroBasi, auencTas ceTb. Kaxaplit
y3e/1 B TaKol ceTn 06najaeT Takumu Xe NOSTHOMOUYNAMI KakK U BCce ocTaslbHble, rpy60 roBopsi — BCE Y3/bl B
cetn paBHbl. CeTy 6bIBAIOT CaMOOPraHN3YILLIMECST U HAcTpavMBaeMble, NepBbIi TUM ceTell Npu BKUEHUN
060py0BaHNSA, KOTOPOE €ro NoAAEPXKMBAET, aBTOMATUUECKN MOAK/I0YAIOTCA K CYLLECTBYHOLWMM YYacTHMKaM,
BbI6MPAIOT ONTUMa/IbHbIE MAPLLPYThl U CAMOHACTPAMBAIOTCSA BHYTPU CETU.

e > W9 - = 9 ’
0 e *f 7y 2" 0 20

R—

Takasi opraHusauusi cetu, SIBSIETCS AOCTATOYHO C/IOXKHOW B peanu3auuy 1, ec/in oHa He sIBnseTcs
camoopraHusytolmMecsi, To M B HaCTpPOiKe TOXe, OfHaKo, Kak npegnonaraetcs, MNpu Takoli Tonosoruu
peannsyeTcst MaKCMMaslbHO BO3MOXHAs OTKA30yCTOMUMBOCTbL CETU.

MepBOHa4Ya/IbHO, UMEHHO CETb MOOW/IbHLIX, MepeMeLLaWwmnxcs, ragpKeToB ¢ 6ecnpoBOAHON CBA3bIO
(WiFi) npuBnekna BHMMaHue K 3Tol mpaee. HO no3xe Oka3asioCb YTO OHA OT/IMYHO paclIMpsieTCa Ha
AYEUCTYI0 CETb Y3/10B Nt0OOIA TONOMOrMM, HE3ABMCUMO OT NPMPOAbl CaMMUX Y3/10B, B TOM YUC/E U HA YXe
CYLLIECTBYIOLLYIO TPAHCMOPTHYO CETb VIHTEPHET, B TOM YKC/e U CTauMOHapHBIX XOCTOB B €0 COCTaBe.

OCHOBHOI  nNpuHUMM, o6ecneunmBatoWMii  BbICOKYIO )KMBYYeCTb TakoW CeTW, CcocTouT B eé
CaMOKOH(IUIYpUpyeMOCTU: MNPU MNOTepe OTAENbHbLIX Y3/10B, WU AaXe LE/bIX 3HAYUTENbHbIX parMeHToB
CeTun, CeTb ANHaMUYECKMN (Ha XOAYy) MEHSIET CBOK TOMOJIOTNIO, Y U3MEHSOTCSA TPAEKTOPUM pacnpoCcTpaHeHus
IP nakToB gaxe B npegeniax O4HOIO ceaHca CBA3WU. bonbluoe KonnyecTBo cBsA3eli o6ecnevmBaeT LUNPOKMI
BbIOOp MapllpyTa Tpaduka BHYTPU CETU — C/iefoBaTeflbHO, 06pbIB OAHOTO COEAVMHEHUS HEe HapywwwuT
(PYHKUMOHMPOBaHUS ceTu B LiesioM. (B Kakoii-To Mepe, 3TO, He MO CYLECTBY HO KaYeCTBEHHO, HanoMuHaeT
nepexof OT CTalMOHapHbIX CeTeli KOMMyTauMn KaHasioB B NPOBOAHON TenedoHnM K TOW Xe KoOMMYyTaumu
KaHas10B, HO YXXe B CETU MOOU/IbHbIX COTOBbIX CTaHLIMIA).

B kayecTBe MAAOCTPaLMN KOHKPETHOW peanu3auum mesh-cetn, HO ypoBHSA MpOeKTa yXe NpUrogHoro
ONS1 MPaKTMYECKOro MPUMEHEHMS, Mbl PacCMOTPUM 4YacTHbIi npumep IPv6 cetm Yggdrasil. MNomwumo
JeTaneii KOHKPETHO CEeTU 3TO AaéT BO3MOXXHOCTb BOOOLLE B3I/ISAHYTh HA OCOGEHHOCTU SHENCTLIX CETEA.

Cetb Yggdrasil

Yggdrasil — 31O nupuHroBas ceTb, ucnonb3ywwasa IPv6 agpecauuio, Becb TpadMk B KOTOPOWA
LWnppyeTcss HECUMMETPUYHBIM KOAVPOBaHMEM (C NMPUBATHbIMU U NYy6AMYHbIMK KNtodamu). (MuprHrosas —
3TO elé OoAHO Ha3BaHWe SAYEUCTbIX OAHOPAHIOBbIX CETEel, B KOTOPbIX Kax[blli XOCT CBA3bIBAETCH C
HECKO/IbKUMW U3BECTHbIMW eMy nupamu, cocegsMu Mo CeTW, Yepe3 KOTOpble XOCT OpraHu3yeT CBOM
aanTUBHbIA POYTUHT B CETb.)
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Mapa wnaoueid wudppoBaHmsa (NpuBaTHbIA U Ny6AMYHLINA) yCTaHaBAMBAKOTCA AN XocTa /Mbo
aBTOMAaTMYeCK/ B MOMEHT MHCTa/IIAIUMK, IM60 MOTyT 6bITb U3MEHEHbI N0Nb30BaTeNIeM PyYHOW 3anucbio MxX
3HaueHuli B KOHMrypaumoHHblli dhainn. Agpec IPv6 xocta dopmmupyeTcs kak (OyHKUMs OT 3TOl napbl
K/toYel, 1 HUKeM rnobasibHO He pernameHTupyertca. MNpoekT Yggdrasil ncnonbsyet agpeca IPv6 n3 nogcetu
0200::/7, KOTOpble HMKaK HE NEPECEKAINTCH C «HATUBHbIMUY» agpecamu Bolgensemble IANA. B 3Tom yao6HO
y6eanTbCsi BOCMO/b30BaBLUMCL A1 MNpeAcTaBneHnss nonHbix IPv6 oHnaliH IPv6 Subnet Calculator
(https://www.vultr.com/resources/subnet-calculator-ipv6/):

2000::/3 =>2000:0000:0000:0000:0000:0000:0000:0000 .. 3fff:ffff.ffff.ffff.ffff:ffff.frff.ffff
0200::/7 => 0200:0000:0000:0000:0000:0000:0000:0000 .. O3ff . ffff.ffff.ffff.ffff.ffff.ffff.ffff

MpoekT Yggdrasil cBOGOAHBIA N C OTKPbITbIMA MCXOAHBIMW KOAAMW, HaNMMCaH 1 pPa3BMBAETCS Ha sI3blke
Go (4TO ABNSIETCA ero AoNONHUTENbHLIM LOCTONMHCTBOM). HEKOTOpbIE AONONHUTENbHBIE CEPBUCHBIE YTUNTDI
K HEMY HanmcaHbl COO6LIECTBOM nosib3oBaTteneli Ha C u Python, n 6yayT nokasaHbl ganee. YCTaHOBKY
CUCTEMbI MOXHO NPOW3BECTU, TakMM 06pas3om, COOPKOM U3 UCXOOHbLIX KOLOB, HO eLé npole yCTaHOBUTb
n3 .deb naketoB Linux, npefocTaBnsiemMbIX B KaXAOM peniv3e AN HEeCKOSIbKUX annapaTHbIX apXUTEKTyp
BMECTe C MCXOAHbIMW KoAamu (BCE CCbIIKM Ha Pecypcbl MoKa3aHbl B KOHLE 3TOW YacTu). Mbl paccMoTpuMm
BECb MPOLECC A8 MUHUMasTbHOW apxmuTekTypbl ARM (ana x86 BCE TO e camoe, U eLLé gaxe npoLue):
$ inxi -Mxxx
Machine: Type: ARM Device System: Raspberry Pi 2 Model B Rev 1.1 details: BCM2835 rev: a21041
serial: 00000000f57e2ca8
$ inxi -Sxxx
System: Host: raspberrypi Kernel: 5.15.84-v7+ armv71l bits: 32 compiler: gcc v: 10.2.1
Desktop: Openbox 3.6.1
info: 1lxpanel dm: LightDM 1.26.0 Distro: Raspbian GNU/Linux 11 (bullseye)

[axe Takoi, 60nee 4em CKPOMHOI (MrpyLLIEeYHOi), apXUTEKTYpbl AOCTATOYHO OyaeT Ans NOSIHOLEHHOrO
1Ccnosib3oBaHMs Kak poyTtep cetu Yggdrasil:
$ wget https://github.com/yggdrasil-network/yggdrasil-go/releases/download/v0.4.7/yggdrasil-0.4.7-
armhf.deb

--2023-04-11 14:34:28-- https://github.com/yggdrasil-network/yggdrasil-go/releases/download/
v0.4.7/yggdrasil-0.4.7-armhf.deb

Pacno3HaéTtca github.com (github.com).. 140.82.121.4
NogknioyeHne Kk github.com (github.com)|140.82.121.4|:443... coeguHeHue YCTaHOB/EHO.

$ 1s -1 yggdrasil-0.4.7-armhf.deb
-rw-r--r-- 1 olej olej 3431402 Hoa 20 23:26 yggdrasil-0.4.7-armhf.deb

YcTtaHoBKa:

$ sudo dpkg -i yggdrasil-0.4.7-armhf.deb

Buibop paHee He BblbpaHHOro nakeTta yggdrasil.

(UTeHne 6a3bl faHHbIX .. HA AaHHbIi MOMEHT ycTaHOBMeH 269631 ¢aiin u kartanor.)
NogroToBka K pacnakosBke yggdrasil-0.4.7-armhf.deb ..

PacnakoBbiBaeTca yggdrasil (0.4.7) ..

HacTpauBaeTca nakeTt yggdrasil (0.4.7) ..

Generating initial configuration file /etc/yggdrasil.conf

Please familiarise yourself with this file before starting Yggdrasil

$ dpkg -c yggdrasil-0.4.7-armhf.deb

-rwxr-xr-x runner/docker 5308416 2022-11-20 23:22 usr/bin/yggdrasil
-rwxr-xr-x runner/docker 3145728 2022-11-20 23:22 usr/bin/yggdrasilctl
-rw-r--r-- runner/docker 511 2022-11-20 23:22 etc/systemd/system/yggdrasil.service

-rw-r--r-- runner/docker 356 2022-11-20 23:22 etc/systemd/system/yggdrasil-default-
config.service

BoT, COGCTBEHHO, 1 BCE UTO HYXXHO A1 TOr0, YTOGbI NONyunThb paboTatollyto Yggdrasil ceTb, Kak BUAHO
M3 cocTaBa ycCTaHaBnvBaeMblX (DaiisioB, ycTaHaB/MBaETCs CepBUC A8 3anycka cpefctBamu systemd,
ytuanTbl yggdrasil u yggdrasilctl, u reHepupyeTcs wWwabnoH KOTOpbIn OyAeT MCNoNb30oBaTbCA B
KauecTBe KOH(uMrypauuoHHoro cpaina /etc/yggdrasil.conf. lMpexge yem 3anyckarb CepBUC, HaMm
HY>XHO GyAeT NOAroTOBUTb 3TOT KOHGMIypaLnoHHbIi dhaini. Kak MMHMMYM, NepBoe, YTO Mbl A0/KHbI cAenaTb
nepeg nepBMYHbIM 3anyckoM — 3TO BAMCaTb agpeca HEeCKOMbKMX NMMpoB (cocedei) ¢ KoTopbiMu Gyaet

14 Ectb anbrepHaTHBHAs NPoeKT pa3eutus (Gopk) Yggdrasil, c HeGonbIMMK OTIMUMSAMH, TI04 HazBaHUeM RiV-mesh, koTopeiit
9KCIUTyaTHpyeT Jpyroi guamna3oH agpecos: fc00::/7
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B3aMMOZENCTBOBATb XOCT, 3TU afjpeca BnucbIBaeTcsl B cekuuo Peers (kak 1 oTkyga 6epyTcs aTu agpeca u
Kak BblBGMPATCH NMPbI Mbl MOrOBOPUM MO3XE):

# grep -v '"$\|#' /etc/yggdrasil/yggdrasil.conf | grep " Peers:" -A7
Peers: [

tcp://193.111.114.28:8080

tls://193.111.114.28:1443
tls://pli.servers.devices.cwinfo.net:11129
tcp://195.123.245.146:7743

tls://yggdrasil.su:62586

tcp://yggdrasil.su:62486

Kak ye 6b1110 ckasaHo, yHMKa/IbHas napa K/touein HECMMMETPUYHOIO LIMPOBaHWS TeHepupyeTcst npu
WHCTANNSAUMN MakeTa, OHW 3anucbiBalOTCs B KOHUIYPaUMOHHbIA haiin, MMEHHO OHW onpeaensioT
creHepupoBaHHbIli IPV6 agpec xocTa (M noka Mbl He OyaeM OTB/EKaTbCA Ha 3HAYEHUS 3TUX KtoYei):

# grep -v '"$\|#' /etc/yggdrasil/yggdrasil.conf | grep Key:
PublicKey: 3chb7c934a4852779885762bb59781f9f54d771206460ca0d1c9f72311a7729f6

PrivateKey:
fa9f8209f5fe184a4632513676eef8e3d0b7ee798af11cbh37d7ee8873eef37883ch7c934a4852779885762bb59781f9f54d

771206460ca0d1c9f72311a7729f6

Bcé! B 31Ol NO3MuuM Mbl MOXEM 3amnyCTuUTb, €C/N ELLUE, CKaXKEM, U He ONTUMU3UPOBAHHYIO, HO YXe
NOSTHOLEHHO paboTaloLLyto NMpuHroyto cetb Yggdrasil:

# systemctl status yggdrasil
e yggdrasil.service - yggdrasil
Loaded: loaded (/lib/systemd/system/yggdrasil.service; disabled; vendor preset: enabled)
Active: active (running) since Tue 2023-03-28 23:54:35 EEST; 19s ago
Process: 43199 ExecStartPre=/sbin/modprobe tun (code=exited, status=0/SUCCESS)
Main PID: 43200 (yggdrasil)
Tasks: 16 (limit: 115786)
Memory: 6.1M
CPU: 93ms
CGroup: /system.slice/yggdrasil.service
L-43200 /usr/sbin/yggdrasil -useconffile /etc/yggdrasil/yggdrasil.conf

Map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Interface MTU: 53049

Map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Your public key is
3cb7c934a4852779885762bb59781f9f54d771206460ca0d1c9f72311a7729f6

map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Your IPv6 address is
202:1a41:b65a:dbd6:c433:bd44:ea25:343f

map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Your IPv6 subnet is
302:1a41:b65a:dbd6::/64

Map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Connected TCP:
203:63fc:667d:b16c:8e78:a899:8d54:a5e4@193.111.114.28, source 192.168.1.14

mMap 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Connected TLS:
203:63fc:667d:b16c:8e78:a899:8d54:a5e4@193.111.114.28, source 192.168.1.14

Map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Connected TCP:
202:db60::9ce0:a73d:7498:d7ae@195.123.245.146, source 192.168.1.14

mMap 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Connected TLS:
200:4acl:2516:a78:b43e:51el:ab90:e2a2@54.37.137.221, source 192.168.1.14

map 28 23:54:35 R420 yggdrasil[43200]: 2023/03/28 23:54:35 Connected TCP:
218:71e5:78e4:8989:b71:db7f:7bf1:f1e1@94.130.176.250, source 192.168.1.14

Map 28 23:54:36 R420 yggdrasil[43200]: 2023/03/28 23:54:36 Connected TLS:
218:71e5:78e4:8989:b71:db7f:7bf1:f1e1@94.130.176.250, source 192.168.1.14

B coobLieHusix cTapTa cepBuca Ham Yyxe ykasaH agpec IPv6 KoTopblli creHepypoBaH U3 napbl Kayen gns
aToro xocta: 202:1a41:b65a:dbd6:c433:bd44:ea25:343f n agpec Hawel nogcetn: 302:1a41:b65a:dbd6::/64.
B Halleli cucteme NosIBUTCS HOBbI CETEBON MHTEpPAIEC tUN® C COOTBETCTBYHOLLMMI NapaMeTpamMu:

$ ip a s dev tuno
4: tun@: <POINTOPOINT,MULTICAST, NOARP,UP,LOWER_UP> mtu 53049 qdisc fg_codel state UNKNOWN group
default glen 500

link/none
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inet6 202:1a41:b65a:dbd6:c433:bd44:ea25:343f/7 scope global
valid_1ft forever preferred_1ft forever

inet6 fe80::4268:4330:6890:e026/64 scope link stable-privacy
valid_1ft forever preferred_lft forever

Terlepb Mbl MOXEM onepunpoBartb C HOBbIM I/IHTep(beVICOM IPv6 NPUBbIYHBIMU CETEBLIMU YTUNNTAMMW!

$ host howto.ygg. lib

howto.ygg.lib has IPv6 address 222:a8e4:50cd:55c:788e:b0a5:4e2f:a92c

$ ping -c5 -6 222:a8e4:50cd:55c:788e:b0a5:4e2f:a92c

PING 222:a8e4:50cd:55c:788e:b0a5:4e2f:a92c(222:a8e4:50cd:55c:788e:b0a5:4e2f:a92c) 56 data bytes
64 bytes from 222:a8e4:50cd:55c:788e:bBa5:4e2f:a92c: icmp_seqg=1 tt1=64 time=1310 ms

64 bytes from 222:a8e4:50cd:55c:788e:bBa5:4e2f:a92c: icmp_seq=2 ttl=64 time=387 ms

64 bytes from 222:a8e4:50cd:55c:788e:b0a5:4e2f:a92c: icmp_seq=3 tt1l=64 time=175 ms

64 bytes from 222:a8e4:50cd:55c:788e:b0a5:4e2f:a92c: icmp_seq=4 tt1=64 time=173 ms

64 bytes from 222:a8e4:50cd:55c:788e:h0a5:4e2f:a92c: icmp_seq=5 tt1=64 time=228 ms

--- 222:a8e4:50cd:55c:788e:bBa5:4e2f:a92c ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4024ms
rtt min/avg/max/mdev = 172.586/454.564/1310.016/434.823 ms, pipe 2

K aTOMy MecCTy Mbl e MMeeM MOSIHOBECHBIN XocT ceTn Yggdrasil co BcemMy BO3MOXHOCTSIMU 3TOM CETu:
IPv6 agpecauns co cniowHbIM WnpoBaHuem Tpadmka BHYTpY ceTu. Bcé panbHeiiwee onvcaHve 6yaert
KacaTbCsl TO/IbKO ONTUMM3aUUM (PYHKUMOHMPOBAHMSA XOCTa, HO HMKaK He ero paboTocnocobGHocT —
paboToCcnocoBGHOCTE Mbl yXe obecneunsin. ObpaTute BHUMAHWE, YTO HaM He MNPULLIOCh 3aHMMAaTbCS
TPYLOEMKMMUN HACTPOKaMU 3TON CETW: MapLupyTu3aumns u gpyrue napametpbl... I CKONbKO Obl BESIMK HK
OblN pasmep Hallel NoKasibHOWM ceTn, paboTy KOTOPOI Mbl 3aXOTMM PacnpoCTPaHUTb Ha NMUPUHIOBYHO CETb,
HaM He NpUAETCA 3aHMMaTbCA eé aAMUHNCTPUPOBaHMEM.

BHumaHue: Cpasy BHECEM SICHOCTb, 4YTo Yggdrasil ncnonb3syet IPv6 agpecaumto B gnanasoHe 0200::/7,
KOTOpbIA He pekomeHayeTcsa IETF k ucnonb3oBaHuio ¢ 2004 roga. TakMm 06pa3om 3TOT AMana3oH He
BbIZOBET HUKaKnx KOHMKTOB ¢ IPV6 agpecamu, pacnpegensembix ana MHtepHeT IANA. Ho B IHTepHET He
O6yayT MapLupyTuaupoBaTbcs agpeca Yggdrasil, Tak xe kak 1n Yggdrasil He mapwpyTusmnpyet agpeca He u3s
CBOero AvanasoHa. B aTom nerko ybeautca B Balleld ceTu 4sa KOTOpoli nposaligep He npegoctasnset IPv6
MapLupyTuU3aumio: Tpadink npo3padHo UAET, Kak B npuMepe Bbiwe, Ha howto.ygg.lib — agpec Yggdrasil, HO
BOT NMPOTMBOMNOMOXHbIA NpUMep:

$ host ya.ru

ya.ru has address 5.255.255.242

ya.ru has address 77.88.55.242

ya.ru has IPv6 address 2a02:6h8::2:242

ya.ru mail is handled by 10 mx.yandex.ru.

$ ping -6 2a02:6b8::2:242

ping: connect: CeTb HegocCTynHa

$ traceroute 2a02:6b8::2:242

traceroute to 2a02:6h8::2:242 (2a02:6b8::2:242), 30 hops max, 80 byte packets
connect: CeTb HejocTymnHa

Bbi60p nupos 07151 xocma

MepBbIii BONPOC KOTOPbIV NPOCMTCA: OTKyAa Mbl B35/IM afpeca NMpoB (coceaeit), KoTopble nponucany B
cekumun Peers koHdurypaumm, 1 yepes KoTopble XOCT M OCYLLECTBASET CBON POYTMHI? U Kak 1 Kakve nupbl
BblOMpaTh?

MOHATHO, YTO AO/MKHbI BbITh 3anMcaHbl HECKO/IBKO MUPOB HanbGosiee AOCTYMHbIX, CambIX GbICTPbIX, C
KOHCOUIYpMpyEMOro XocTa. A MO3TOMY, MOHATHO, YTO HET HMKAKOro YHMBEPCA/ILHOTO Habopa, a BblGop
3aBUCWUT OT Balleli KOHKPETHO reosiokaumn (MeCTOMOJSIOKEHNUS XOCTa), W [O/DKEH NPOVU3BOAUTLCS
VHAMBUAYaANbHO.

XOopoLo... HO M3 Kakoro Habopa npou3BoAuTb BbIOOP? HaBepHoe, M3-3a BaXKHOCTU 3TOr0 BbIOOPA,
CNOXW/I0Cb HECKO/bKO MCTOYHUKOB Habopa aapecoB NpoB.

1. ®UKCMPOBAHHBII CMINCOK. STO CTATUYECKMIA CMIMCOK, KOTOPbI CHOPMMPOBaH N 0BHOBSIETCS YYaCTHUKAMU
npoekTa ¢ HEKOTOPOI NepUOANUYHOCTbIO:

$ git clone https://github.com/yggdrasil-network/public-peers.git
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KnoHupoBaHue B «public-peers»...

remote: Enumerating objects: 2963, done.

remote: Counting objects: 100% (363/363), done.

remote: Compressing objects: 100% (235/235), done.

remote: Total 2963 (delta 217), reused 240 (delta 123), pack-reused 2600
NonyyeHne 06beKTOB: 100% (2963/2963), 695.92 Kub | 595.00 Kub/c, rorvoso.
OonpegeneHne nM3meHeHwin: 100% (1711/1711), roTvoBoO.

$ s -1 ./public-peers/

ntoro 32
drwxrwxr - X
drwXxrwxr -x

2 olej olej 4096 map 28 21:23 africa

2 olej olej 4096 map 28 21:23 asia
drwxrwxr-x 2 olej olej 4096 map 28 21:23 europe
drwxrwxr-x 2 olej olej 4096 map 28 21:23 mena
drwxrwxr-x 2 olej olej 4096 map 28 21:23 north-america
drwxrwxr-x 2 olej olej 4096 map 28 21:23 other
-rw-rw-r-- 1 olej olej 1621 map 28 21:23 README.md
drwxrwxr-x 2 olej olej 4096 map 28 21:23 south-america
$ tree ./public-peers/europe
/home/olej/2023/own.WORK/Yggdrasil/public-peers/europe
czechia.md
finland.md
france.md
germany.md
netherlands.md
poland.md
romania.md
russia.md
slovakia.md
sweden.md
switzerland.md
ukraine.md

[TTTTTTTTTTTT

united-kingdom.md
0 directories, 13 files

$ cat ./public-peers/europe/ukraine.md
# Ukraine peers

Add connection strings from the below list to the "Peers: []  section of your
Yggdrasil configuration file to peer with these nodes.

* Bila Tserkva, operated by [ufm](ufm@ufm.lol)
* “tcp://193.111.114.28:8080°
* "tl1s://193.111.114.28:1443"

* Kiev, operated by [mvvpt](mvvpte@bigmir.net)
* “tcp://78.27.153.163:33165°
* “tls://78.27.153.163:33166°
* “tl1s://78.27.153.163:3785"
* “tls://78.27.153.163:3784"
* “tl1s://78.27.153.163:179°

[ymalo, 4TO NorMka WCMoNb30BaHMWs 3TOF0  WUCTOYHMKA MOHATHA: A1  Haubonee  6GAU3KOro
TeppUTOpUasIbHOIO PacnofioXeHNss BblGMpaeM HECKObKO afpecoB. Agpeca, Kak yBUAWM, MOryT ObiTb B
HecKosIbknx npotokonax, IPv4 n IPv6, ¢ ykasaHuem nopta. VIMEHHO B TakOM BuAe ajpec 1 3anucbiBaeTcs B
cekuMo KoHdurypaumm Peers: ogvH agpec — ofHa cTpoka (HMKakMe KOMMEHTapuu M npobGesnbl B 3TOW
CTpOKe He fonyckakTcs).

Kaxgblii agpec 13 oMKCMPOBAHHOIMO CMUCKA AO/KEH ObiTb 06A3aTe/IbHO MPOBEPEH HA JOCTYMHOCTL (U
Bpemsi foCTyna), Hanpumep ping-oM — BYepa agpec Gbla AOCTYNEH, a CErOAHS ero Brajenel, nepegymalt:
BCE 3TO YaCTHbIE VHULMATUBbI YYACTHVKOB.
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2. MpoBepoyHas yTnanTa NpUrogHoCcTy NMpoB Ha Python:

$ git clone https://github.com/zhoreeq/peer_checker.py.git

KnoHupoBaHue B «peer_checker.py»...

remote: Enumerating objects: 10, done.

remote: Counting objects: 100% (10/10), done.

remote: Compressing objects: 100% (9/9), done.

MonyyeHne obbekToB: 100% (10/10), roToBO.

onpegeneHne uU3MeHeHui: 100% (3/3), roToBoO.

remote: Total 10 (delta 3), reused 4 (delta 0), pack-reused 0
CkayaHHas yTunuTa He TpebyeT Hukakoii c6opku (Python). 3anyckasi npocto 6e3 mapameTpoB NOAYYUM
noackasKy no Mcnosib3o0BaHMio:

$ python ./peer_checker.py/peer_checker.py
Usage: ./peer_checker.py/peer_checker.py [path to public_peers repository on a disk]
I.e.: ./peer_checker.py/peer_checker.py ~/Projects/yggdrasil/public_peers

3anyckaem yTUnTY, «HanycTuB e€» HaTOT (PMKCUPOBaHHbIV CMNCOK, KOTOPbI NOMYyHYNIN paHee:
$ python ./peer_checker.py/peer_checker.py ./public-peers/
Report date: Wed May 3 11:14:30 2023
Dead peers:

tls://[2603:c023:8001:1600:35e0:acde:2c6e:b27f]:17001 mena/saudi-arabia.md
tcp://[2603:c023:8001:1600:35e0:acde:2c6e:b27f]:17002 mena/saudi-arabia.md
tls://[2001:41d0:304:200: :ace3]:23108 europe/france.md

tls://[2001:41d0:2:c44a:51:255:223:60] :54232 europe/france.md
tcp://[2001:470:1f13:e56::64]:39565 europe/france.md

tls://x-ams-1.sergeysedoy97.ru:65535 europe/netherlands.md

tls://79.137.194.94:65535 europe/netherlands.md

tls://[2001:41d0:601:1100: :cf2]:11129 europe/poland.md
tcp://ipv4.campina-grande.paraiba.brazil.yggdrasil.iasylum.net:40000 south-america/brazil.md

Alive peers (sorted by latency):

URI Latency (ms) Location

tls://s-msk-0.sergeysedoy97.ru:65535 11.848 europe/russia.md
tls://s-fra-0.sergeysedoy97.ru:65535 12.085 europe/germany .md
tls://s-ams-0.sergeysedoy97.ru:65535 12.452 europe/netherlands.md
tls://s-ams-1.sergeysedoy97.ru:65535 14.252 europe/netherlands.md
tls://s-msk-2.sergeysedoy97.ru:65535 17.061 europe/russia.md
tls://pli.servers.devices.cwinfo.net:11129 25.775 europe/poland.md

tep://78.27.153.163:33165 26.017 europe/ukraine.md
tcp://193.111.114.28:8080 26.022 europe/ukraine.md
tls://78.27.153.163:3784 26.128 europe/ukraine.md
tls://78.27.153.163:179 26.144 europe/ukraine.md
tls://78.27.153.163:3785 26.178 europe/ukraine.md
tls://78.27.153.163:33166 26.231 europe/ukraine.md
tls://193.111.114.28:1443 26.469 europe/ukraine.md
tls://s-msk-1.sergeysedoy97.ru:65535 35.013 europe/russia.md

YTunuTa TpebyeT Ha BbINOSIHEHNE HeKoTopoe BpeMs (ymepeHHoe). OHa oTcopTupoBasia «MEPTBbIE» agpeca
OT «KMBbIX», @ rnocsiefqHue, NpUrogHble K UCMo/b30BaHNI0, OTCOPTMPOBana Mo BPEMeHW /IaTEHTHOCTW Kak
OHa BUAMTCA 13 BaLLEro MEeCTOMNOSIOKEHNS.

BHuMaHue: MHOXecTBO afpecoB |IPv6 B ChMCKE «MEPTBbIX» MOXET 6biTb CBSI3aHO HE TONIbKO C WX
HeAOoCTYNHOCTbIO, a C TeM (CKOpee), 4YTo Ball COOCTBEHHbI NpoBaiigep VIHTepHET He obecneymBaeT As
Bac Tpadmk B npoTtokone IPv6... A AN pycCcKOA3bIYHbIX TEPpUTOPWUi Ha CerogHs 6GOJ/bLUMHCTBO
npoBaiifepoB He CrneLnT NpeaocTaBNATb KnneHTam IPv6 Tpadmk.

3. EWwé oanH, CBEXWUA, UHCTPYMEHT NO/TyYEeHUS Cnncka NMpoB:
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$ git clone https://github.com/ygguser/peers_updater.git

KnoHupoBaHne B «peers_updater»...

remote: Enumerating objects: 707, done.

remote: Counting objects: 100% (193/193), done.

remote: Compressing objects: 100% (115/115), done.

remote: Total 707 (delta 118), reused 128 (delta 78), pack-reused 514
MonyyeHne obbekToB: 100% (707/707), 132.99 Kub | 599.00 Kub/c, rorvoBo.
OonpegeneHve nU3meHeHwi: 100% (417/417), roToBoO.

$ cd peers_updater

Tenepb 3TO BbINMCAHO Ha A3blKe Rust:
$ tree -L 2

— build.rs

|— cCargo.toml

}—— CHANGELOG.md

— LICENSE

— README.md

— README_ru.md

L— src
cfg_file_read_write.rs
clap_args.rs
defaults.rs
download_file.rs
main.rs
parsing_peers.rs
peer.rs
self_updating.rs
tmpdir.rs
unpack.rs
using_api.rs

[TTTTTTTTTT

1 directory, 17 files

Ecnu y Bac yctaHoB/ieHa cpefa pa3paboTkm A3blka Rust (TMnoBbIM 06pa3oM, U3 cTaHAapTHOro penosntopus
AncTpnbyTnea), To cbopka YyTUIUTbl AO/DKHA npoxoauTb «6e3 cydka 6e3 3af0peHkun» (C NoATAruBaHueM
BCEro Heo6xXxo0AUMOro, KpenToB Ans c6opkn):
$ cargo build --release
Updating crates.io index
Downloaded foreign-types v0.3.2
Downloaded proc-macro2 v1.0.56
Downloaded untrusted v0.7.1
Downloaded spin v0.5.2
Downloaded autocfg v1.1.0

Downloaded 41 crates (8.5 MB) in 7.22s (largest was ‘ring  at 5.1 MB)
Compiling cc v1.0.79

Compiling libc v0.2.141

Compiling untrusted v0.7.1

Compiling cfg-if v1.0.0

Compiling spin v0.5.2

Finished release [optimized] target(s) in 2m 12s

$ 1s -1 target/release/peers_updater
-rwxrwxr-x 2 olej olej 1735160 anp 16 22:47 target/release/peers_updater
$ cd target/release

BbInonHeHwve:

$ time ./peers_updater -p > peers.txt
real Om35, 944s

user Omo, 019s

sys ome, 059s
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$ head peers.txt

|Country

|netherlands
| germany
|russia
|russia
|netherlands
|ukraine
|ukraine

|Latency

URI |Region
tls://s-ams-1.sergeysedoy97.ru:65535 |europe
tls://s-fra-0.sergeysedoy97.ru:65535 |europe
tls://s-msk-1.sergeysedoy97.ru:65535 |europe
tls://s-msk-2.sergeysedoy97.ru:65535 |europe
tls://s-ams-0.sergeysedoy97.ru:65535 |europe
tls://78.27.153.163:33166 |europe
tls://78.27.153.163:3785 |europe
tls://78.27.153.163:179 |europe

$ cat peers.txt | we -1

119

HaigeHo 119 cBexux nmpoB. CoBceEM HEMsIoXo!

|ukraine

4. MMpoBepka TOr0 Kakue NUpbl peasibHO WCNO/b3YeT Ball XOCT, Moc/se TOro Kak Bbl MX Mponucanu B
KOHchurypauum n nepesanyctuim cepsuc. (34ecb kaxablin Port, Kak OH Ha3BaH B 3arofloBKe, NpeacTaBsAeTcs
Ha TepMrHasie OAHOI ASINHHOW CTPOKOI, HO OTOOPAa3nTb 3TO B TEKCTE HEBO3MOXHO.):

$ sudo yggdrasilctl getPeers

Port
Address

1

10

Public Key
Uptime RX TX Pr
2493ffffffffec63eb18516ce50a3dc2667e29d49fb8b9bd7b39ffe94a32c882
202:db60::9ce0:a73d:7498:d7ae 4h54m39s 199kb 2mb

tcp://195.123.245.146:7743

000000c70d438dbb3b7a4712404207070f34e500cd47cef73f26dd54e8f5d591
218:71e5:78e4:8989:b71:db7f:7bf1:flel 4h54m39s 162kb 64kb
tcp://yggdrasil.su:62486

91deffffffffe@labab3514cad4cfc27ec04dc261c801d285f0ce06e3314f8h6e
200:dc42::3fca:8a99:5d66:b660 3hoem19s 51kb 11kb
tcp://y.zbin.eu:7743

0000000230d4e2faac3afl6ed5a5541a1e89bf6640ffd1e083be71e8dae575db
21e:e795:8e82:a9e2:ff48:952d:55f2: fObb 4h54m39s 350kb 49kb
tcp://51.15.204.214:12345

00000017d79ddad4d057c2e0ddaf8d0ea85cd8d169e34fd881a4825a6a97da964
21b:8286:225b:2fa8:3d1f:2250:72f1:57a3 206m39s 25kb 2kb
tcp://45.95.202.21:12403

82340324e39a7b1e03d5b389c682e5d803f7884ac4dab8e7854b77260dd3dab8
200:fb97:f9b6:38cb:9c3:f854:98ec:72fa 3h5m39s 12kb 16kb
tcp://212.154.86.134:8800

4d758aceabcdd2431559468a27a4cda8d46a3899e27a2d41c26ed599a0b902f0
201:ca29:d4c5:50c8:b6f3:aa9a:e5d7:616c 4h54m39s 116kb 22kb
tcp://158.101.229.219:17002

000002692ce4bca396c7b037b6fab696dddb076b566fca5e43339fc2ccl116f23
216:cb69:8dal:ae34:9c27:e424:82a4:b491 3m39s 10kb 1kb
tcp://45.147.200.202:12402

0000000d9a030fabb7de7f1f1c2b4754e9fb66086cT971f7997576e842902¢ef4
21c:4cbf:9e0b:2904:301c:1c7a:9715:62c0 4h54m37s 78kb 60kb
tls://[fe80::522d:dobd:b221:a526] :39655

0000000d9a030fabb7de7f1f1c2b4754e9fb66086cT971F7997576e842902ef4
21c:4cbf:9e0b:2904:301c:1c7a:9715:62cO0 4h54m37s 43kb 54kb
tls://[fe80::522d:dObd:b221:a526%en02] :48877

MatiHuH2 IPv6 adpecos

C TOYKM 3peHusl 3alMLLEHHOCTW, MNOTEHUMasIbHO CYyLLEeCTBYET BO3MOXHOCTb, MYTEM TpPaHAMO3HOIO
nepebopa, nogobparb Takme 3HaveHus PublicKey n PrivateKey, kotopble 6yayT Npov3BOAWUTb W3BECTHbIN
ajgpec, U Tem co3gaBarb Yrpo3y ceteBoro cnydmHra (nogmeHa, hanbcugmkaumsa agpecara).

URI

IP

B Yggdrasil, rae agpec IPv6 BbIBOAUTCS MaTeMaTnyecky, a Tonosorust He SBASETCA OTBETCTBEHHOCTbIO
YNOMTHOMOYEHHbIX NUL, €AMHCTBEHHbIN cueHapuii cnydmHra — noabop 3/10yMbIWEHHMKOM Napbl KAK4ei
PublicKey n PrivateKey, koTopble 06pa3ytoT N3BECTHbI agpec. V3 norvkn anroputma obpasoBaHns agpeca
(koTopasi onucaHa B MPUMBEAEHHbLIX B KOHLIE YaCTW UCTOYHUKAX, HO HE BXOAWUT B LE/b HalMX 06CYXAEHWIA)
nonyyaercs, 4to 2-ii 6anT agpeca (nepBblii 6anT 310 Begywme «0x02») 3TO YMC/IO MEPBbLIX HEMNPEPBLIBHO
naywmx Hynesble 6uT PublicKey — nOBbILWEHHOE YMCO TakMX Hy/EeBbIX OUT CO34al0T [OMNONHUTENbHbIN
(pakTop YHMKaNIbHOCTU afgpeca, YBENMYMBalOT YMC/IEHHOE 3HaveHue 2-ro Gaita agpeca, M YCNOXHSIOT
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3aja4vy nogobopa.

[na pagoBbiX pabounx CTaHuuii 3TO HEe MMEET CYLIEeCTBEHHOro 3HadeHus. A BOT [/ CepBepoB
cTaparoTcs nogobparhk (a No3xe 3aHeCTV B KOHGIUT) Takyto napy K/ak4eit, 4yTobbl OHU AaBasiy MakCMasibHOe
yncno Begywmx Hynen B PublicKey. Mpouecc noncka Taknux 3Ha4eHWin JOCTMKUM TOSIbKO NMyTEM C/Ty4anHOoro
nepebopa, No /I0rMKe BbIYMC/IEHNIA COOTBETCTBYET MOMCKY CreayloLwero 6/10ka ans KpuntoBasTioThl C X3LWEM
MEHbLLE Mopora, a NO3TOMY Takke HasblBaeTCsi MalHWHroOM. lMpouecc noabopa Kyen ABASIETCA KpaiHe
TPYLOEMKMM, Ha CaMOM BbICOKO MPOWM3BOAMTE/ILHOM 060PYAOBAaHMN MOXET MPOAO/MKATLCA HenpepbIBHO
yacamu, a BO3MOXHO W CyTKamu. [ BbINONHEHWUs 3TOM paboTbl B Yggdrasil npensioxeHo HecKosibko

BapnaHTOB YTUIAT.

MepBas U3 Takmx yTunuT ato SimpleYggGen-CPP:

$ git clone https://notabug.org/acetone/SimpleYggGen-CPP.git

KnoHupoBaHue B «SimpleYggGen-CPP». ..

remote: Counting objects: 1293, done.
remote: Compressing objects: 100% (527/527), done.
remote: Total 1293 (delta 748),

OnpegeneHve n3meHeHuii: 100% (748/748),
$ 1s -1 SimpleYggGen-CPP

ntoro 56

-rw-rw-r-- 1 olej
-rw-rw-r-- 1 olej
-rw-rw-r-- 1 olej
drwxrwxr-x 4 olej
drwxrwxr-x 2 olej
drwxrwxr-x 3 olej

Kak cnefyeT v 13 HasBaHusi, yTUAUTa HanucaHa Ha C++ 1 cobupaeTtcsi ¢ nomollblo Cmake, 06bIYHbIM

olej
olej
olej
olej
olej
olej

ansa Cmake cnoco6bowm:

$ cd SimpleYggGen-CPP
$ mkdir _build && cd _build
$ cmake -G "Unix Makefiles"
-- The C compiler identification is GNU 11.3.0

-- The CXX compiler identification is GNU 11.3.0
-- Detecting C compiler ABI info

-- Detecting C compiler ABI info - done

81
34570
2838
4096
4096
4096

anp
anp
anp
anp
anp
anp

W wWwwwww

21:
21:
21:
21:
21:
21:

reused 1281 (delta 740)
NonyyeHne o6bekToB: 100% (1293/1293), 1.23 Mub | 999.00 Kub/c,

roToBO.

19
19
19
19
19
19

CMakelLists. txt
LICENSE
README . md

src

src-qt

test

-- Check for working C compiler: /usr/bin/cc - skipped
-- Detecting C compile features
-- Detecting C compile features - done

-- Detecting CXX compiler ABI info

-- Detecting CXX compiler ABI info - done
-- Check for working CXX compiler: /usr/bin/c++ - skipped

-- Detecting CXX compile features

-- Detecting CXX compile features - done
-- Configuring done

-- Generating done

-- Build files have been written to: /home/olej/2023/Yggdrasil/SimpleYggGen-CPP/_build

$ make -j

[ 66%] Building CXX object src/CMakeFiles/sygcpp.dir/main.cpp.o

roToBoO.

[ 66%] Building CXX object src/CMakeFiles/sygcpp.dir/parameters.cpp.o

[100%] Linking CXX executable sygcpp

[160%] Built target sygcpp

$ 1s -1 src/sygcpp

-rwxrwxr-x 1 olej olej 290464 anp 3 21:40 src/sygcpp
0lej@R420:~/2023/Yggdrasil/SimpleYggGen-CPP/_build$ 1ls -1 src/sygcpp
-rwxrwxr-x 1 olej olej 290464 anp 3 21:40 src/sygcpp

$ src/sygcpp --version

[

SimpleYggGen C++

5.1-flow ]

EdDSA public key -> IPv6 -> Meshname



notabug.org/acetone/SimpleYggGen-CPP

GPLV3 (c) 2021

T N N NN +
$ src/sygcpp --help
B e S +
| Simple Yggdrasil address miner usage: --help or -h
oo o oo oL Lo Lo +

[Mining modes]

High addresses BY DEFAULT |

IPv6 by pattern --ip | -1

IPv6 by pattern + height --ip-high | -ih

IPv6 by regular expression --regexp | -r

IPv6 by regular expression + height --regexp-high | -rh
Meshname by pattern --mesh | -m

Meshname by regular expression --mesh-regexp | -mr

Subnet brute force (300::/64) --brute-force | -b

[Main parameters]

Threads count (maximum by default) --threads | -t <value>
String for pattern or regular expression --pattern | -p <value>

Start position for high addresses (14 by default) --altitude | -a <value>
[Extra options]

Disable auto-increase in high mode --increase-none | -in

Disable logging to text file, stdout only --logging-none | -1n

Force display meshname domains --display-mesh | -dm

Show PrivateKeys in full format in console --full-pk | -fp

Show the version of the miner --version | -v
[Meshname convertation]

Convert IP to Meshname --tomesh | -tm <value>

Convert Meshname to IP --toip | -ti <value>
[Notes]

Meshname domains use base32 (RFC4648) alphabet symbols.

In meshname domain mining should use "=" instead ".meship" or ".meshname".

Subnet brute force mode understand "3xx:" and "2xx:" patterns.
TR N T T T N N N +

3anyck Ha MaliHUHI — cHavana pesy/bTaTBHble CTPOKW UAYT AOBOSILHO YacTo, MOTOM BCE pexe u
pexe, NpoAo/Hkaem Ao Tex Nnop, Noka Hac yCTpouT Bedyluee uncsio Honeli B PublicKey:

$ time src/sygcpp

SimpleYggGen was started without parameters.

The mining mode for high addresses will be launched automatically.
Use --help for usage information.

[ SimpleYggGen C++ 5.1-flow ]
EdDSA public key -> IPv6 -> Meshname
notabug.org/acetone/SimpleYggGen-CPP

GPLV3 (c) 2021
Threads: 40, high addresses (214++), logging to text file.
Address: 216:813f:6186:1ced:92bb:9571:4780:936f

PublicKey: 000002fd813cf3c624da88d51d70fed920ae9c4687d188719176a9b3c98a276a
PrivateKey: 95660c4077f8dfblc7ac04860ad0acfae400833be3al7bh86b81b0cc8b521410¢C

kH/s: [ 564] Total: [ 3200008] Found: [__1] Time: [0:00:00:07]
kH/s: [ 570] Total: [ 6400012] Found: [__1] Time: [0:00:00:12]
Address: 218:47de:1d18:13ae:e5a5:c8f9:50b2:af76

PublicKey: 000000dc10f173f6288d2d1b8357a6a844fb0e6ce9a3910b05cd5178ec295ea3
PrivateKey: f93d3c5f9bd856b3101fb8d3e63ae84d5ad37bccO@744e7f0eella54fcab26f39
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kH/s: [ 567] Total: [ 9600007] Found: [__2] Time: [0:00:00:18]

Address: 21a:cdd9:136c:5e0e:25e9:3fcf:848d:e3cd
PublicKey: 0000002644dd92743e3b42d8060f6e43865b7835618c97b144130f943819a3be
PrivateKey: b7ab2dc8e4e3e5f335388a5e04185422d399ch75c8c584hb0aa318d1c7d5934ca

kH/s: [___ 569] Total: [ 12800004] Found: [__3] Time: [0:00:00:24]
kH/s: [___ 569] Total: [ 16000005] Found: [__3] Time: [0:00:00:29]
kH/s: [___ 567] Total: [ 19200007] Found: [__3] Time: [0:00:00:35]
kH/s: [____569] Total: [ 22400019] Found: [__3] Time: [0:00:00:41]
kH/s: [___ 569] Total: [ 25600022] Found: [__3] Time: [0:00:00:47]
kH/s: [____570] Total: [ 28800005] Found: [__3] Time: [0:00:00:52]
kH/s: [____570] Total: [ 32000006] Found: [__3] Time: [0:00:00:58]
kH/s: [____568] Total: [ 35200001] Found: [__3] Time: [0:00:01:04]
kH/s: [___ 571] Total: [ 38400005] Found: [__3] Time: [0:00:01:09]
kH/s: [____570] Total: [ 41600006] Found: [__3] Time: [0:00:01:15]
kH/s: [___ 569] Total: [ 44800027] Found: [__3] Time: [0:00:01:21]
Address: 21b:83ff:70cf:8a69:90d5:5a1f:7d6:339

PublicKey: 00000017c008f3075966f2aa5e0f829fcc68e06ebc7fcc38fb3c3bf6d8a4b939
PrivateKey: 9313b0cc394be3c108ad05886442d630fdc81539d475b804d5f42d9d7abf3815

BTtopas, anbTepHaTMBHas, peani3aumsax 41a Tex xe ueneid, 6onee no3gHAs — 3T0 Syd_go, HanucaHa
Ha A3blke GO (YTBEPXAAETCSA YTO OHA MOXET GbITb NPV ONPEeAENEHHBIX YCNOBUSIX NPOU3BOAUTENIBHEE ... HO S
HMYero Takoro He Habnwaan):

$ git clone http://github.com/tdemin/syg_go

KnoHupoBaHue B «Syg_go». ..

warning: nepeagpecaums Ha https://github.com/tdemin/syg_go/

remote: Enumerating objects: 140, done.

remote: Counting objects: 100% (140/140), done.

remote: Compressing objects: 100% (63/63), done.

remote: Total 140 (delta 75), reused 138 (delta 73), pack-reused 0
MonyyeHne obbekToB: 100% (140/140), 35.32 Kub | 168.00 Kub/c, rorvoBo.
OonpegeneHne n3meHeHui: 100% (75/75), roToBoO.

MocTpoeHne yTunuTbl, €C/IM Y Bac yCTaHOB/EHa TUNoBas cpeda pa3pabotkm Go, He npeacTaBnseT 0Cco6bIX
npo6sem, a MOXHO NPOCTO BOCNO/1b30BaTbCA rOTOBbIM penim3om: https://git.tdem.in/tdemin/syg_go/releases.

$ 1s -1 syg_go_0.2.0_Linux_x86_64.tar.gz
-rw-rw-r-- 1 olej olej 937653 anp 9 16:11 syg_go_0.2.0_Linux_x86_64.tar.gz

Mocne pa3apxnBUPOBHUA:

$ s -1
utoro 2176
-rw-r--r-- 1 olej olej 8747 won 5 2021 LICENSE
-rw-r--r-- 1 olej olej 3097 wion 5 2021 README.md
-rwxr-xr-x 1 olej olej 2207744 won 5 2021 syg_go
-rw-rw-r-- 1 olej olej 3912 anp 9 18:43 syg-ipv6-high.txt
$ ./syg_go -help
Usage of ./syg_go:
-highaddr
high address mining mode, excludes regex
-iter uint
per how many iterations to output status (default 100000)
-original

use original Yggdrasil code
-regex string

regex to match addresses against (default "::")
-threads int

how many threads to use for mining (default 40)
-version
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display version
$ ./syg_go --version
syg_go 0.2.0
Copyright (c) 2021 Timur Demin

3aI'IyCK MalHWHra, N Kak ero eLLé Has3bIBaKT «MOUCK BbICOKUX agpecos» — KapTvHa Ta XXe: CHadasla
00CTaTO4YHO 4YacCTble pe3y/ibrarbl, NOTOM OHU BC& PexXe n pexe:

$ time ./syg_go -highaddr
2023/04/09 16:13:57 using syg_go vendored code
2023/04/09 16:13:57 starting mining higher addresses with 40 threads

2023/04/09 16:13:57 priv:
0156acc54893f6aa915ea4286hbd74afaf07013066281d71a9625686dal548caff4a2742937f38b9a05dd6a3f5a31f86cela
816ad60b3e02bc1fd2002c3ba2758 | pub:
f4a2742937f38b9a05dd6a3f5a31f86ce0a816ad60b3e02bc1fd2002c3ba2758 | ip:
200:16bb:17ad:9018:e8cb:f445:2b81:4b9c

2023/04/09 16:13:57 priv:
a71c18f9705e580105d5822809a9ba3972865fc0d9189dc60132d5bf2c015b49152ef90e31d460139ac8a0f6efac85db241
8b4c3b9bOb85e5c8f9c3fel21c19e | pub:
152ef90e31d460139ac8a0f6efac85db2418b4c3b9bOb85e5¢c8f9c3fel21cl19e | ip:
203:ad10:6f1c:e2b9:fec6:5375:f091:537

2023/04/09 16:13:57 priv:
45a258a60db77043fe9cc8e1d50e58404f2c1lcaf8af4875d0aad01de3fafdf3137ed3ad4ce5b8ec7b2409e594281a7565eb
88906a80d67ceh64d3b7d47c0dfd4 | pub:
137ed3a4ce5b8ec7b2409e594281a7565eb88906a80d67ceb64d3b7d47c0dfd4 | ip:
203:¢c812:c5b3:1a47:1384:dbf6:1a6b:d7e5

2023/04/09 16:13:57 priv:
d1c0ead3b1029412f179e97426514f3e6T20d68ee9e2ff24cd14fcach4c284d108bd227921b0a914d6597e04572485cfa82
6123a33f30bb4821b80b29275aa82 | pub:
08bd227921b0a914d6597e04572485cfa826123a33f30bb4821b80b29275aa82 | ip:
204:e85b:b0db:c9ea:dd65:34d0:3f75:1b6f

2023/04/09 16:13:57 priv:
19faba30534a7e7825caa56754b49be7118851410ae6T0d1b479c2867a27a87206eff8c6da8aab0ele88ca9632439a844e9
5ad60237b2ac4aa711c872d73eaf4 | pub:
O6eff8c6daBaab0ele88ca9632439a844e95ad60237b2ac4aa711c872d73eaf4 | ip:
205:4401:ce49:5d56:7c78:5dcd:5a73:6f19

2023/04/09 16:13:57 priv:
beca64b2bdc2448d547a7a3c660b8c60df2f92798a215afccOPa7cfee240d9a602d1bfc034113170237aac93c8c49a783e2
a3407c01f57112378aab6941cce78 | pub:
02d1bfc034113170237aac93c8c49a783e2a3407c01f57112378aab6941cce78 | ip:
206:9720:1fe5:f767:47ee:42a9:b61b:9db2

2023/04/09 16:13:57 priv:
8e273aalc0e0657d554a3h6e2f4ffd8d44b214dbf5a297315824¢c775694b094b01417dda33aecf®3bbbal5038cff7bb87b7
d80d4540e78520fadbd7f3c80360f | pub:
01417dda33aecf03bbbal5038cff7bb87b7d80d4540e78520fadbd7f3c80360f | ip:
207:be82:25cc:5130:fc44:45ea:fc73:84

2023/04/09 16:13:57 priv:
7d08cac7a607a9feeldc933cce5fcl17d67d03e8d50F6e57134325€9d44967594009e84646ac803dd7a5bb57fd53229ee8f2
61ea4b9446690154052e7697falf5 | pub:
009e84646ac803dd7a5bb57fd53229ee8f261ea4b9446690154052e7697falf5 | ip:
208:c2f7:372a:6ff8:450b:4895:55:9bac

2023/04/09 16:13:57 priv:
43d5662db521c5c3ae77058d7e63ffle7ae72b911d29decaf64bebd04e0a61d00067dedd84de5357895bb86d5cbeb759e51
del74fedc4918b5aa0alb6d2143f8 | pub:
0067dedd84de5357895bbh86d5cheb759e51del174fedc4918b5aa0alb6d2143f8 | ip:
209:6084:89ec:86b2:alda:911e:4a8d:522

2023/04/09 16:13:57 priv:
9fb43928c805846fb76bdae35b9d8447378aa7c6358ae27fbc133611ee90d338001babb5412bb0ba6edd5367Th63610fe8c
a7b90983d610b340ccch831e3f50f | pub:
001babb5412bb0ba6edd5367fb63610fe8ca7b90983d610b340ccch831e3f50f | ip:
20b:4544:abed:44f4:5912:2ac9:8049:c9ef

2023/04/09 16:13:57 priv:
58a98238e2cc4d8f15bdebfd2df09efc19d5878d9b909606b688d45c36ef0e3b00Ob28e81127a32¢c9d7b37349631992¢227
906721923a94a39097f326f41c559 | pub:
000b28e81127a32c9d7b37349631992¢227906721923a94a390971326F41¢c559 | ip:
20c:9ae2:fddb:b9a:6c50:9919:6d39:ccda

2023/04/09 16:13:57 priv:
c4401abdd63c73a44c66272c942358cc3427ff4ca5212ca8b25408aa93f8524d00000592741225183a3600648a3a80122bb
df86ee9dcc33e876b946ae78b605c | pub:
0000059274f225183a3600648a3a80f22bbdf86ee9dcc33e876b946ae78b605¢c | ip:
215:9b62:¢c376:b9f1:727f:e6dd:715f:c375

2023/04/09 16:13:58 reached 100000 iterations

2023/04/09 16:13:58 reached 200000 iterations
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2023/04/09 16:13:58 reached 300000 iterations
2023/04/09 16:13:59 reached 400000 iterations
2023/04/09 16:13:59 reached 500000 iterations
2023/04/09 16:14:00 reached 600000 iterations
2023/04/09 16:14:00 reached 700000 iterations
2023/04/09 16:14:01 reached 800000 iterations
2023/04/09 16:14:01 reached 900000 iterations
2023/04/09 16:14:01 reached 1000000 iterations
2023/04/09 16:14:02 reached 1100000 iterations
2023/04/09 16:14:02 reached 1200000 iterations

2023/04/09 16:14:02 priv:
afa07b2542645d585a9d842bd6b9bfa36cdlc1123e8aec29ba4381daaf4fd7230000020566de41a835e8c269010b632a0f7
a66b9a413f9b8f666cT0ac2350d90 | pub:
0000020566de41a835e8c269010b632a0f7a66b9a413f9b8f666cf0ac2350d90 | ip:
216:fd4c:90df:2be5:b9e:ch7f:7a4e:6af8

2023/04/09 16:14:03 reached 1300000 iterations
2023/04/09 16:14:03 reached 1400000 iterations
2023/04/09 16:14:04 reached 1500000 iterations
2023/04/09 16:14:04 reached 1600000 iterations
2023/04/09 16:14:04 reached 1700000 iterations
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UTo6bI HE MNOrPA3HYTb B 3TUX MUJIJTMOHaX NMyCTbIX |/|Tepau,v||7|, 3anycKarb MOXHO TakK:

$ time ./syg_go -highaddr 2>/dev/null | tee syg-ipv6-high.txt
2023/04/09 18:02:43 using syg_go vendored code
2023/04/09 18:02:43 starting mining higher addresses with 40 threads

2023/04/09 18:02:43 priv:
0d5c209a915d47d263calaec484e991a2bc06c1a8284705c3b4e45a6Ta8b4d0213007587070Fad1192879f1310ddbf6ef95
bcoffds5ccdb3b4f8215abc67945dc | pub:
13007587070fad1192879f1310ddbf6ef95bcOffd5ccdb3b4f8215abc67945dc | ip:
203:cff8:a78f:8f05:2ee6:d786:ece: 224

2023/04/09 18:02:43 priv:
€8446h977161fda08d135242934a2fee694162FfF531d4bf4c3112cf3f9aa3118900934873b39ecch13981b7a798882e30143
ead7a6d62605134d12012432bf6b8 | pub:
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00934873b39ecch13981b7a798882e30143ead7a6d62605134d120f2432bf6b8 | ip:
208:d961:1898:c266:9d8c:fc90:b0Oce:efal

2023/04/09 18:02:43 priv:
9566f018fdee58ebh807bd1117¢c10cb528971f588b6Fd86383881e448326b177c3004344bf6ae5ebcad7721a77e19b00fc5b8
338148366da5a7c995eb690cfOlbd | pub:
004344bf6ae5ebcad7721a77e19b00fc5b8338148366da5a7¢c995eb690cfOlbd | ip:
209:f2ed:254:6850:d4a2:3796:2079:93fc

2023/04/09 18:02:43 priv:
dcd95c0c1761bf627e3a7db58af95d66422dd7f4cd5e29400f1cldeccef365f700223d49177bbda8afifcd64ado4151cf33
2e0562c6b20065342d7ad4907d535 | pub:
00223d49177bbda8afl1fcd64ad04151cf332e0562c6b20065342d7ad4907d535 | ip:
20a:eel5:b744:2212:ba87:194:da97:df57

2023/04/09 18:02:43 priv:
88a3b8e2a950ab0998a26d5f3846c08010e0b84c9cech1174b90e6394e122bdc00020fcdfb850a3d066ba674783db660e6C
8cc66d86ccaeaace4c641fc274¢c35 | pub:
00020fcdfb850a3d066ba674783db660e6c8cc66d86¢ccaeaacedc641fc274c35 | ip:
20e:1819:23d:7ael:7cca:2cc5:c3el:24cf

2023/04/09 18:02:43 priv:
b7c63456cb51f7230b8al4ec207aef57811¢c5287523f7da7d46411630e78881c0001331c9bd3cadb598be2117¢c377fe2298
bd98789812bc509684957416664d4 | pub:
0001331c9bd3cad4h598be2117c377fe2298bd98789812bc509684957416664d4 | ip:
20f:cce3:642c:35b4:a674:1dee:83c8:801d

2023/04/09 18:02:43 priv:
5dc1f633f9c57f98e5844bca676a4caf84ba73839f8f7a63649dd4751974a42ac00007f0dfa34c5¢c1c700ffOfb832d676d3T
27d95591fffe7efab78cc721bbd76 | pub:
00007f0dfa34c5clc700ffOfb832d676d3f27d95591fFffe7efab78cc721bbd76 | ip:
211:3c8:172c:e8f8:e3fc:3c1:1f34:a624

2023/04/09 18:02:43 priv:
4525¢c551d30b9630d828bdf97123c836c3b6547e7eba8827805ccd99a7bchb4c800006dce5b8b28b69fchbf7689ca585d3b4
03aa6c0f73ad4a84efaldec0c15338 | pub:
00006dce5b8b28b69fchbf7689ca585d3b403aa6cOf73ad4a84efal3ec0c15338 | ip:
211:48c6:91d3:5d25:80d1:225:d8d6:9e8b

2023/04/09 18:02:45 priv:
893ebeac1086hb55c641a173e734ec95d510380d8be58414e9ed3915c4e549fd200006c0747664d74427440a20f05af13861
8188bf870ec369f92a3cafc373d42 | pub:
00006c0747664d74427440a20f05af138618188bf870ec369f92a3cafc373d42 | ip:
211:4fe2:e266:ca2e:f62e:fd77:c3e9:43bl

2023/04/09 18:02:45 priv:
5a2aec4bc93b126e51a1602859bbbb91cca57¢c318ec5¢c5795¢c2070886d77ceba®0o01c6fa8d15428155d100a97bd3d4ecd5
9a4f84cf2b40d4dae3b57302b108c | pub:
00001c6fa8d15428155d100a97bd3d4ecd59a4f84cf2b40d4dae3b57302b108c | ip:
213:3905:72ea:bd7e:aa2e:ff56:842c:2b13

2023/04/09 18:02:50 priv:
d559d3ed28ba5c9f69b33f8eeff9aal62e136f7d01ac949f3c7120d263c1d6440000007a723d3e94063F7a384416a2edaf2
11744f2e29fe77ffedf1be3434288 | pub:
0000007a723d3e94063f7a384416a2edaf211744f2e29fe77ffedf1be3434288 | ip:
219:1637:b05:afe7:217:1eef:a574:4943

2023/04/09 18:04:08 priv:
2e63d58b5c37acaa3d0ce2cd05531f6e692df12d28dafas50fbd3548f70d31c6800000016544de8bc80c739b38de7bcd77fc
1dc98c892dd48f62e510b90cd64da | pub:
00000016544de8bc80c739b38de7bcd77fc1dc98c892dd48f62e510b90cd64da | ip:
21b:9abb:2174:37f3:8c64:c721:8432:8803

2023/04/09 18:27:23 priv:
076e23435b8c361818e6c7776e4a410d9e6c4a65ed98367ca7df8d8belafc2c800000005d60d541432e5fbabad558d6ccad
2aaddbb3363fcd3a8421934e4d575 | pub:
00000005d60d541432e5fbabad558d6cca®2aaddbb3363fcd3a8421934e4d575 | ip:
21d:8a7c:aafa:f346:8115:14aa:9ca4d:cd7f

2023/04/09 18:43:17 priv:
8469aaef02961b7d2c9a97008593c83d9b64b04a9b99f759eb105153ddafcd2f00000002a1150bb1ff15e07bb758c468131
e75cbf8d17bc246364377cf18eae3d | pub:
00000002a1150bb1ff15e07bb758c468f31e75chf8d17bc246364377cf18eael3 | ip:
2le:af75:7a27:75:fc2:2453:9dch:8670

nC

real 98m15, 868s
user 2980m53, 540s
sys 67m51, 329s

Kak 1 6bin10 06ellaHO0 — HabAwgaeM: C KakAblM HallgeHHbIM pe3ynbTatoM YMC/0 Beaywmx Homen B
pub cTaHoBUCs BCE 6osblue 1 60/bLUE, @ COOTBETCTBYHOLMIA €MY ip BCE Bbille U BbILLE.

HaiiieHHble 3HauYeHUs NPMBATHOrO W Ny6AMYHOTO KAOY 3anUCbiIBaEM B KOH(UrypauMOHHLIA dpaiin,
3aMeHsIEM B HEM COOTBETCTBYIOLLME CTPOKM:

$ sudo grep "Key:" /etc/yggdrasil/yggdrasil.conf | grep -v /$
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PublicKey: 00001c6fa8d15428155d100a97bd3d4ecd59a4f84cf2b40d4dae3b57302b108c

PrivateKey:
5a2aec4bc93b126e51a1602859bbbb91cca57c318ec5¢c5795¢c2070886d77ceba®0o01lc6fa8d15428155d100a97bd3d4ecds
9a4f84cf2b40d4dae3b57302b108c

CooTBeTcTByOWMIA UM IPV6 agpec Ham nokasaH B MaWiHUHIEe TOMIbKO A8 CNpaBKW, 4719 CBEPKU — OH
JO/MKeH OblTb YCTaHOB/IEH asBTOMAaTUYecKu Mocse nepesanycka cepsuca (ecnm TOMbKO rAe-T0 B
KOHMrypauun He gonylieHa owmnobka).

Yggdrasil 8 nokasnbHOU cemu

B LAN, rge ogvH 13 XOCTOB YXe Mogk/odeH no IPv4 yepes BHeLWHWE NMUpbl, Kak nokasaHo 6b110 Bbille,
ONA NOAKNIYeHna cnegyrowwmx xoctoB Yggdrasil K P2P poyMuHry BOBCE UM He 06513aTeflbHO NponuckiBaTbh
BHELUHME Nupbl B cekunn Peers. B NokanbHOW CETM XOCTbl 0GHApYXXMBAKOT ApYr Apyra 3a CYET MexaHu3ma
Multicast Peer Discovery (MPL) — TexHo/n0OrMs aBTOMATM4YeCKOro O6HapyXeHus nupoB Yggdrasil B
NOKasIbHO ceTw.

Korga B nokanbHoi cetn Yggdrasil 3anyujeHo Ha 04HOM WM HECKOMbKMX YCTPOICTBax, To Gnarogaps
3TOWN TEXHOMOMMWN BCE 3TU Y3Mbl OBHApyXaT Apyr Apyra U aBTOMaTnyeckys YCTaHOBAT COeAMHEHUE MeXay
coboi, nponucbiBaTb MX B CeKuun Peers HeT HeobxoammocTu. Multicast Peer Discovery BK/HOYEHO MO-
ymondaHui. OTkpbiBaeT UDP nopt 9001 (4N npocayliMBaHUS CUTHa/IOB O CYLLECTBOBaHWM OT ApPYrvX
Y3N10B).

BaxHo (U 3TO yacTo SIBASIeTCS NPeaMeToM HepaboTocnoco6HOCTM M GecnokoicTea): Multicast Peer
Discovery B Yggdrasil paboTtaeT TosbKo ¢ link-local IPv6 agpecamun ycTpoiCcTB B /IOKa/IbHOW CeTn (gnanasoH
fe80::/10), c IPv4 ato He pabotaer! Takum 06pa3oM Bbl JO/MKHbI MPOCMEANTb YTO Ha MHTepgieiicax
BalLUeN NOKa/NIbHOM CETU A0MKHa 6biTb BKAOYEHa nogaepxkka IPv6 n ycTpoictea Ao/HKHbI MMETb IPV6 link-
local agpeca B nokanbHOW cetu (Mexay HMMKU OO/MKeH pabotatb ping). MNMogaepxka IPv6 MOXeT ObiTb
3anpelleHa, HanpumMep, HacTpoiikamn Network Manager.

MpoBepsieM YTO Nogaepxka IPv6 Ha nHTepdieiice xocTa BK/OHEHA:

$ ip a s dev enp3s0

2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen
1000

link/ether 10:7b:44:47:a2:47 brd ff:ff:ff:ff.ff:ff

inet 192.168.1.241/24 brd 192.168.1.255 scope global dynamic noprefixroute enp3s0
valid_1ft 106770sec preferred_lft 106770sec

inet6 fe80::522d:d0bd:b221:a526/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever

Tenepb Mbl MOXeM 3anyckaTtb XocT Yggdrasil B Takoit BOT KOHurypauum, 6e3 BHELLUHUX NUPOB:

$ sudo grep "Peers:" /etc/yggdrasil/yggdrasil.conf
Peers: []
InterfacePeers: {}
$ systemctl status --no-pager --full yggdrasil
e yggdrasil.service - yggdrasil
Loaded: loaded (/etc/systemd/system/yggdrasil.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2023-04-27 11:58:18 EEST,; 6 days ago
Main PID: 1302 (yggdrasil)
Tasks: 12 (limit: 18948)
Memory: 28.4M
CPU: 23min 42.051s
CGroup: /system.slice/yggdrasil.service
L-1302 /usr/bin/yggdrasil -useconffile /etc/yggdrasil.conf

$ sudo yggdrasilctl getPeers

Port Public Key IP
Address Uptime RX TX Pr URI
1 00000005d60d541432e5fbabad558d6ccaf2aaddbb3363fcd3a8421934e4d575
21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f 9h29m48s 113kb 157kb 0]
tls://[fe80::13f5:9fe2:6393:bf4a%enp3s0]:42099
2 00000005d60d541432e5fbabad558d6ccaf2aaddbb3363fcd3a8421934e4d575
21d:8a7c:aafa:f346:8115:14aa:9ca4:cd7f 9h29m47s 106kb 74kb 0]

tls://[fe80::9bac:3791:1b79:7237]:45769
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30ecb BUAHO, 4TO B KadecTBe NUPOB Ans aToro xocta B LAN ucnonb3oBaHbl Tonbko link-local IPv6
afpeca ero cocegeii no LAN. Ho BOT C HEro KOHHEKT K rnobanbHomMy Yggdrasil XxocTy, Haxogsllemycs 3a
TbICSUM KUIOMETPOB, M 34€Cb TpavkK MapLIpyTU3MpYeTcs TpaH3WTOM yepes 2 cocegHue xocTbl B LAN
(fe80::13f5:9fe2:6393:bf4a%enp3s0 u fe80::9bac:3791:1b79:7237):

$ host ygg.linux-ru.lib

ygg. linux-ru.lib has IPv6 address 221:58c9:9a6:99be:f3d:clac:2b5b:9771

$ ping -6 -c3 221:58c9:9a6:99be:f3d:clac:2b5b:9771

PING 221:58c9:9a6:99be:f3d:clac:2b5b:9771(221:58c9:9a6:99be:f3d:clac:2b5b:9771) 56 data bytes
64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=2 ttl=64 time=122 ms

64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=3 tt1=64 time=122 ms

--- 221:58c9:9a6:99be:f3d:clac:2b5b:9771 ping statistics ---
3 packets transmitted, 2 received, 33.3333% packet loss, time 2004ms
rtt min/avg/max/mdev = 121.583/121.758/121.933/0.175 ms

3T0 1 eCTb aBTOKOHPUIypaLmsi OCTATOUHO C/IOXKHOM CETU, O YEM FOBOPWU/IOCH PaHEE.

Kopomkue adopeca

Korga y Bac paboTtaeT cepBMC TO OCHOBHblE MapameTpbl paboTawLleli CeTU Bbl MOXETE 3anpocuTb
KOMaHAOoiA:
$ sudo yggdrasilctl getSelf
Build name: yggdrasil
Build version: 0.4.7
IPv6 address: 21c:4chbf:9e0b:2904:301c:1c7a:9715:62c0

IPv6 subnet: 31c:4cbf:9e0b:2904::/64
Coordinates: [2 41 179 8]
Public key: 0000000d9a030fabb7de7f1f1c2b4754e9fb66086Ccf971f7997576e842902ef4

OTkyga B agpece ceTu Bo3HukNa 31c:... BMecTo 21c:...? MapwpyTtnsauusa B Yggdrasil, kak yxe 6b1s10
CKkaszaHo paboTtaeT no npuHuumny cetu IPv6 0200::/7, ¢ npedrKcomM 7. ITO 03HAYaET YTO CETN COOTBETCTBYIOT
cTaplime 7 6uT. FBHO BbINUCAaB He yKkasaHHble HONMM B 1-M (CTapLuem) XeKCTeTe, MOoKaKeM BblAesIeHNeM Te
OGUTbI, KOTOpble OTBETCTBEHHbI 3a agpec cetu: 021c => 0000 0010 ... — nocnegHwii A4BOWYHBIA pa3pss
CTapLUero xekcTeta He nomnagaeTt B npedivkc, TakuM o6pasom ans Yggdrasil MoryT mcnosib3oBaTbCs Kak
agpeca Buga 02XX:... Tak 1 03XX:... A pa3 370 Tak, TO Mbl MOXEM Haf 3TMM CeETEBbIM UHTepcheiicom (a,
BOOOLLE TO roBOps, Hag /IH06bIM CETEBLIM MHTEPAIENCOM 3TOr0 XOCTa) BbIMNOMHWTL OMNepaunio NPUCBOEHNS
nboro agpeca 13 3To NoAaceTn (MPOCTO AONUCaB NPOM3BO/IbHbIV NOCAEAHWIA XEKCTET):

$ ip a s dev tuno

18: tun@: <POINTOPOINT,MULTICAST, NOARP,UP,LOWER_UP> mtu 53049 qdisc pfifo_fast state UNKNOWN group
default glen 500

link/none
inet6 21c:4cbf:9e0b:2904:301c:1c7a:9715:62c0/7 scope global
valid_1ft forever preferred_1ft forever
inet6 fe80::fad7:4892:ed54:d5a9/64 scope link stable-privacy
valid_1ft forever preferred_1ft forever
$ sudo ifconfig tun@ inet6 add 31c:4cbf:9e0b:2904::2/64
$ ip a s dev tuno

18: tun®: <POINTOPOINT,MULTICAST, NOARP,UP,LOWER_UP> mtu 53049 gdisc pfifo_fast state UNKNOWN group
default glen 500

link/none

inet6 31c:4chf:9e0b:2904::2/64 scope global
valid_1ft forever preferred_1ft forever

inet6 21c:4chf:9e0b:2904:301c:1c7a:9715:62c0/7 scope global
valid_1ft forever preferred_1ft forever

inet6 fe80::fad7:4892:ed54:d5a9/64 scope link stable-privacy
valid_1ft forever preferred_1ft forever

Tenepb MHTEpgenc tun® npnobpén agononHutenbHbli 300::/64 KOPOTKUIA agpec, U S MOry ¢ AasiEKOro
xocTa Yggdrasil, 3a Tbicaun kunomeTpoB (M3 SSH ceccun), TyT e BbINO/THUTL NPOBEPKY:
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$ ping -6 -c3 31c:4cbf:9e0b:2904::2

PING 31c:4chf:9e0b:2904::2(31c:4cbf:9e0b:2904::2) 56 data bytes

64 bytes from 31c:4cbf:9e0b:2904::2: icmp_seq=1 tt1=64 time=680 ms
64 bytes from 31c:4cbf:9e0b:2904::2: icmp_seq=2 ttl=64 time=121 ms
64 bytes from 31c:4cbf:9e0b:2904::2: icmp_seq=3 tt1=64 time=121 ms

--- 31c:4cbf:9e0b:2904::2 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 121.131/307.450/679.974/263.414 ms

Takue apgpeca (300::/64), Mano TOro, YTO OHW 3aMETHO KOpo4ye U TeM YA006HbI AN UCMO/b30BaHNA, HO
OHW NO3BOJISAKT cAeNaTb MHOTO YA06HbLIX BELLEN, Kak u 6ydeT caenaHo B criefytoLLein rnase.

Ecnn e Takoe NpPUCBOEHME KOPOTKOrO ajpeca Bbl XOTUTE cAenarb NepMaHEeHTHbIM, COXPaHsi/IoChb
nocne nepesarpy3ku, To O4HMM M3 CMOCOOOB MOXHO B KOHdmrr /etc/systemd/system/yggdrasil.service
Jonucarb B KOHLE cekummn [Service] gonmcartb napy CTPOK Takoro Tuna:

ExecStartPost=/usr/bin/sleep 2s
ExecStartPost=/usr/bin/ip address add 31c:4cbf:9e0b:2904::2/64 dev tun®

KomaHpaa systemctl, npaBaa, npy 3TOM CTaHeT HellaAHo pyraTtbcs (KpacHbIM TEKCTOM) NPUMEPHO Tak:

# systemctl cat yggdrasil.service

# Warning: yggdrasil.service changed on disk, the version systemd has loaded is outdated.

# This output shows the current version of the unit's original fragment and drop-in files.

# If fragments or drop-ins were added or removed, they are not properly reflected in this output.
# Run 'systemctl daemon-reload' to reload units.

Ho kak 1 crieyeT 13 nNoAckaskuy, BbINOSIHAEM:
# systemctl daemon-reload
W BCE npuxoanT B COOTBETCTBUE, HAGMOAAEM:

# systemctl cat yggdrasil.service

[Service]
ExecStartPost=/usr/bin/sleep 2s
ExecStartPost=/usr/bin/ip address add 31c:4chf:9e0b:2904::2/64 dev tun@

MoxeMm Tenepb, NoLIaroBo, 0CTaHOBUTbL CEPBUC:

# systemctl stop yggdrasil
# ip a s dev tuno
Device "tun@" does not exist.

W cpasy xe y6eanTbcsa Noc/e ero NogHATUS:

# systemctl start yggdrasil
# ip a s dev tuno

21: tun@: <POINTOPOINT,MULTICAST, NOARP,UP,LOWER_UP> mtu 53049 qdisc pfifo_fast state UNKNOWN group
default glen 500

link/none

inet6 31c:4chf:9e0b:2904::2/64 scope global
valid_1ft forever preferred_1ft forever

inet6 21c:4chf:9e0b:2904:301c:1c7a:9715:62c0/7 scope global
valid_1ft forever preferred_lft forever

inet6 fe80::b97b:6249:ef2d:5dd/64 scope link stable-privacy
valid_1ft forever preferred_1ft forever

W Bnanm, 4to 4to npu Ctapte cepeuca NoAaBAAETCA AONO/HUTENbHAA 3a4ePXKKa, KOTOPYH Mbl BBEJIN.

Paboma 8 Yggdrasil 6e3 ycmaHOBKU K/lueHma

Ho nokasaHHOe Bbille 3TO eLé He BCE. Ec/M B /I0KaNbHOM CEeTU eCTb XOCT Y)Xe yBsA3aHHbIl B Yggdrasil,
TO AN Apyrux xoctoB 310 LAN MOXHO opraHu3oBaTb pOyTUHr B Yggdrasil gaxke He ycTaHaBnuBas Tam
HMKaKOro cneumasibHoro nporpaMmMHOro obecneyeHus, kiveHTa. bonee Toro, aTo MOXHO cAenatb faxe
HECKO/IbKMMK cnocobamim (TOYHas CCbisika B UCTOYHUKaX nHdopmMaumm). Ho MHe 13 3Tux cnocoboB KaxeTcs
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Hanbonee NHTEPECHbIM crnoco6 opraHmsauun poyTuHra HaTUBHbIM crnocobom cetw, BOO6LL|,e 6e3
MCNOMb30BaHNA  Kaknx-nmbo OONOJTHUTE/IbHBIX  MPOrpaMmMHbIX  UHCTPYMEHTOB. Uto wMbl cellyac u
npogenaem...

Ecnu ycTpoiicTBo nogaepxmeaeT npotokon IPv6 B LAM, OHO MOXET ObITb NOAKMKHEHO K ceTn Yggdrasil
nytem npucsoeHus emy IPv6 agpeca u3 nogcetn 300::/64 (kak nokasbiBasioCchb BbilIE) U yKaszaHuA ajpeca
wo3a B cetb Yggdrasil.

CHauana npogenaem noAroToBUTENbHYO paboTy Ha akTMBHOM xocTe Yggdrasil:

$ ip a s tuno

3: tun@: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 53049 qdisc pfifo_fast state UNKNOWN group
default glen 500

link/none

inet6 21le:af75:7a27:75:fc2:2453:9dch:8670/7 scope global
valid_1ft forever preferred_1ft forever

inet6 fe80::eeec:dd70:b702:96bd/64 scope link stable-privacy
valid_1ft forever preferred_1ft forever

Agpec atoro uHtepdeiica B Yggdrasil 21e:af75:7a27:75:fc2:2453:9dcb:8670/7, Torga Anst NOAKIHOYEHNS
OPYrMX YCTPOWCTB K 3TOW NOACETU HEOOXOAMMO UM HasHauuTb agpeca Takoro Buga: 3le:af75:7a27:75::/64.
3TO MOryT 6bITb agpeca c NbbiMn MaagwmnmMmn nosvumamun: 3le:af75:7a27:75::1, 31e:af75:7a27:75::2 ... un
Tak ganee. O6paliaem BHUMaHWe, YTO nepBas uudgpa 2 n3MeHeHa Ha 3, gasiee 3 CeKkuumn ¢ pasgenutenem
«» - 9TO 0bsA3aTesibHas 4YacTtb npedmkca. OctanbHble 64 6uTa (4 nocnegHue cekuun) — MPOUN3BOJIbHBIE
uncna ot 0000 pgo ffff.

WTak, Ha akTuBHOM XocTe Yggdrasil npuceonm untepdeicy rnsasuwemy B LAN Npon3BosbHbIA agpec u3
3TOI noaceTn (anmnac), CKaxkem Tak:

# ip address add 31e:af75:7a27:75::1/64 dev etho
# ip a s dev etho

2: eth@: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP group default glen
1000

link/ether b8:27:eb:7e:2c:a8 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.142/24 brd 192.168.1.255 scope global dynamic noprefixroute eth@
valid_1ft 107400sec preferred_lft 78260sec

inet6 31le:af75:7a27:75::1/64 scope global
valid_1ft forever preferred_1ft forever

inet6 fe80::5b06:3ef5:5b91:15d3/64 scope link
valid_1ft forever preferred_1ft forever

(Xopowei, opurMHasbHOW, wugeei 34ecb MOXeT ObiTb npucBoeHne Tpebyemoro IPv6 netnesomy
nHtepgeicy 1o 127.0.0.1. Naesa cmellHas, HO 1 3To paboTaeT!)

Ha atom e xocTte (poyTep B Yggdrasil) nposepsiem 1 npu HeobxoAnMMOCTU paspeluaeM hopBapauHT
IPv6 mexay Bcemu nHtepdieicamm XocTa, y MeHs 3T0:

$ cat /proc/sys/net/ipv6/conf/all/forwarding
(0]

# sysctl -w net.ipvé6.conf.all.forwarding=1
net.ipv6.conf.all.forwarding = 1

# cat /proc/sys/net/ipv6/conf/all/forwarding
1

Ona Toro, 4ToGbl 3Ta YyCTaHOBKA COXpaHsnacb MNOCTOSIHHO, MOCMe Mepesarpysku, MNpoBepuMM WU Npwu
HeobXxoAMMOCTUN YOepEM KOMMEHTapUiA (MU AONULLIEM TaKy CTPOKY):

# grep net.ipv6.conf.all.forwarding /etc/sysctl.conf
#net.ipv6.conf.all.forwarding=1

# grep -v " /etc/sysctl.conf | grep -v /$
net.ipv6.conf.all.forwarding=1

Ha atom nogrotoBky poyTtepa Yggdrasil 3akaHumBaeT. Tenepb Ha t6om pgpyrom xocte LAN
npuceaviBaemM Npon3BosbHbIN IPV6 13 Toil e nogcetn 3le:af75:7a27:75::/64:
$ ip a s dev enol

2: enol: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
1000

link/ether 70:71:bc:a3:c5:cO brd ff:ff:ff.ff.ff.ff
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altname enp0s25
inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever
inet6 fe80::762:c6bf:9eaa:93a9/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
# ip address add 31e:af75:7a27:75::5/64 dev enol
$ ip a s dev enol

2: enol: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
1000

link/ether 70:71:bc:a3:c5:c0 brd ff:ff:ff:ff:ff:ff

altname enp0s25

inet 192.168.1.11/24 brd 192.168.1.255 scope global noprefixroute enol
valid_1ft forever preferred_1ft forever

inet6 31le:af75:7a27:75::5/64 scope global
valid_1ft forever preferred_1ft forever

inet6 fe80::762:c6bf:9eaa:93a9/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever

 nponucbiBaem 3geck A/18 3TOr0 HOBOrO aapeca MapLipyT (BOT 3TO Camoe BaXHoe AeincTBre):

# ip -6 route add 0200::/7 via 3le:af75:7a27:75::1
# route -6 | grep enol
Tabnuua mapwpyTusauus sgpa IPv6

Destination Next Hop Flag Met Ref Use If

3le:af75:7a27:75::/64 [::] U 256 1 0 enol
200::/7 3le:af75:7a27:75::1 uG 1024 1 0 enol
fe80::/64 [::] U 1024 4 0 enol
nvidia/128 [::] un 0 3 0 enol
nvidia/128 [::] un 0 6 0 enol
ip6-mcastprefix/8 [::] U 256 5 0 enol
[::1/0 [::] 'n -1 01 0 lo

(Hac B aToi1 Tabnumue poyTUHra MHTepecyeT 2-1 CTPoKa.)

Bcé! Mpoeepsiem ping Ha xocT-poyTep Yggdrasil:
$ ping -c3 31e:af75:7a27:75::1 -I enol
PING 31le:af75:7a27:75::1(31e:af75:7a27:75::1) from 3le:af75:7a27:75::5 enol: 56 data bytes
64 bytes from 3le:af75:7a27:75::1: icmp_seq=1 tt1=64 time=0.779 ms

64 bytes from 31le:af75:7a27:75::1: icmp_seq=2 tt1l=64 time=0.834 ms
64 bytes from 31le:af75:7a27:75::1: icmp_seq=3 ttl1l=64 time=0.751 ms

--- 3le:af75:7a27:75::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2052ms
rtt min/avg/max/mdev = 0.751/0.788/0.834/0.034 ms

W, HakoHel, ping Ha IPv6 xocT Yggdrasil rae-To aaneko B rnobasibHoii ceTu:

$ host ygg.linux-ru. lib

ygg. linux-ru.lib has IPv6 address 221:58c9:9a6:99be:f3d:clac:2b5b:9771

$ ping -c3 221:58c9:9a6:99be:f3d:clac:2b5b:9771

PING 221:58c9:9a6:99be:f3d:clac:2b5b:9771(221:58c9:9a6:99be:f3d:clac:2b5b:9771) 56 data bytes
64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=1 tt1=64 time=901 ms

64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=2 ttl=64 time=149 ms

64 bytes from 221:58c9:9a6:99be:f3d:clac:2b5b:9771: icmp_seq=3 tt1l=64 time=150 ms

--- 221:58c9:9a6:99be:f3d:clac:2b5b:9771 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 148.929/399.765/900.526/354.091 ms

AnnbmepHamusHbie DNS

Perncrpauyusa gomeHa

Bbilwe, roBopss O MHCTPYMEHTax CeTW, A0CTaTo4dHO NoApO6GHO paccmoTpeHa mepapxms 30H DNS c
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TEXHMYECKOW TOUKM 3pPEHUA. Ceityac camoe BpemMA B3I/IAHYTb Ha 3Ty Xe mnepapxuio C OpFaHI/ISaLI,I/IOHHOVI
TOYKUN 3PEHUA, B KAKUX qaopmax OHa cnoxunaco 3a 40 net cyuleCTBOBaHUA |/|HTepHeT.

JomeH — 310 (rpy6o roBops) nms B ViHTepHeTe. [JoMeHbl OpraHn3oBaHbl B gepeBo. KopeHb gepesa -
30Ha «.», K&Kk MOXHO CKasaTb, 3TO JOMEH HY/IeBOr0 YpPOBHS. Ero NOTOMKM — HECKO/bKO AECATKOB AOMEHOB
nepsoro (KOpHeBOro) ypoBHsA: com, net, biz, org, ru, info, mobi, tv, ua, Tak Ha3blBaemble, TLD (Top-Level
Domains). ins y3na gepesa, AOMeHa BTOPOro ypoBHS linux-ru.com, Hanpumep, BCe ero HenocpeacTBEHHbIE
notomkun (www.linux-ru.com, mail.linux-ru.com, foobar.linux-ru.com, ...) 06pa3ytoT 30HY linux-ru.com.

Y KaxX[oi 30HblI NepBOro YpOBHA €CTb peecTp, eé KoopauHatop. 3TO opraHusauums, KoTopas XpaHurT,
o6CcnyXmMBaeT U nNpegocTaBnsAeT AOCTYN A/19 PerncTpartopoB K LEeHTpasibHOW 6a3e AaHHbIX [OMEHOB 3TOM
30Hbl. HeKoTOpble opraHn3aumm 06CyXMBatOT HECKOMbKO POACTBEHHBIX 30H, Kak, Hanpumep, 30Hbl SU, RU 1
P®. Peectp npogaéT perucrparopam npaBo [ocTyna K 30He. PeecTp — 310 cyry6o TexHudeckas
opraHusauus, npefocTasnsowas 4ocTyn Ana pernctpatopos. B 3oHe RU peectpom asnsaetca PocHANPOC

(http://www.ripn.su/), a cambiM KpyrnHbIM pernctpatopom — RUcenter (https://www.nic.ru/).

Pecennepbl pernctpatopoB — 3TO pecesfiepbl, Kak U C N06bIM TOBApOM: MOKyNalT MoAeLleBne,
Npo4akT NOAOPOXKE. YXKe pecesnsiepbl paboTaldT C PO3HUYHBIMU K/IMEHTaMM, JIAbMU W OpraHmM3auusiMm,
Pecennepbl npogaloT AOMEHHbIE MMEHa B apeHgy notpebuTtensM Mo CBOMM COOGCTBEHHbLIM LEeHaMm, Mo
CyLLECTBYOLMM NpaBuiam notpebutenls MOXET OnayvMBaTb apeHAy Ha OrpaHWYeHHbId Cpok  (4ns
GonblUMHCTBA 30H). Mo npaBuiam 30HbI RU, Hanpumep, 3TOT CPOK COCTaB/sSIET OAMH rof, 4epes rog
nonb3oBatenb 0653aH Npog/sieBatb apeHay [AOMEHHOro MMeHW. [JOMeH npofaloT WMMEHHO KOHEYHOMY
noTpebuTento, 3To, MpakTUYeckn, ero Belwp (Ha CPOK apeHdbl), B PeecTpe XpaHuTca uHdopmMaums o
Bnajenbue AoMeHa. B cnyyae npobnem ¢ permctpartopom, MOXHO NepPeHecTy SOMEH K APYromy, rnpu 3T0M,
Ha BCex aTanax nepeHoca, BnagesbLeM JoMeHa SBASETCA TONbKO ero nokynaresb. BoT, oueHb rpy6o, Takoi
OrPOMHbI 6azap...

3afjaua BCeil Mepapxmum peructTpauun AOMEHHbIX UMEH CO BPEMEH eé co3faHusl 6bl1I0 — MOCTPOUTL
HaAEXHYI0 AyOMUPYIOLLYIOCS, Pe3ePBNPOBaHHYH0 CUCTEMY 6a3 AAaHHbIX XPaHSLIMX COOTBETCTBUE «UMSI —
anpec».

BIOKUEliH Kak perucTpaTtop AoMeHa

Ho Ha Bpems co3faHnsa BCeil nepapxXmyeckoin CUCTEMbl XPaHEHMS U perucTpauum AOMEHHbIX UMEH He
6blna n3obpeteHa TexHuka 61okueiiH (blockchain, n3HavanbHO block chain — uenoyka 3 6510K0B).

Brnepsble (0kTA6pb 2008 roga) TEpMMH MOSABW/ICA Kak Ha3BaHWE MOJIHOCTbH PEnIMUUPOBAHHON
pacnpefenéHHoi 6asbl faHHbIX KpUMNTOBaslOThbl Bitcoin, a pasblie M BCeX LECATKOB pPasHO0O6pasHbIxX
KpunToBasltoT. OfHaKO TEXHOOIUSA Lienoyek 6/10KOB, Kak No3xe oka3asiocb, MOXeT ObITb pacnpocTpaHeHa Ha
nobble B3aMMOCBA3aHHbIE MHM(OPMAaLMOHHbIE GNOKW, A5 HAAEXHOIo, He NOA/exallero U3MEHEHWIo W’
hanbcudmkaumm, pacnpeaenéHHoro xpaHeHus 6ol nHdopmaumm. M pacueHmMBaeTcs MHOMMMU  Kak
«Befnyaillee n3obpeteHne VIHTepHET».

PaccmoTpeHne TexXHUKU 6nokyeriHa He BXOAWUT B npegmMmeT Hallero pacCMOTpeHud, HO O4YeHb pr60
(TOJ'II:KO 00 yPpOBHA A0CTAaTO4YHOro Ansa noHNMMaHuA ,an'IbHeVILUEFo I/I3]'IO)KeHI/IFI) 3TO BbIMNMAANT Tak:

*  VHdopmaumsa xpaHuTcs (3awmTta) B HEKOTOPbIX 6M0Kax [AaHHbIX, KOTOpble YNopsAoyeHbl B
CBSI3HbIIi CMCOK (LLEMOUKY)...

* Css13b Mexay 6/710kamy o0b6ecrneymBaeTCsi He TOMbKO UX Hymepauuein, HO U TeM, UYTO KaxAablil

610K COAEPXUT CBOK COOCTBEHHYH Xell-CyMMy (MO KakoMy-TO M3 a/IfOPUTMOB) U XeLU-CyMMY
npeabiayuiero 6:oka.

*  M3meHeHue noboii nHgopmaumm B 6/10ke U3MEHUT €ro Xel-cymmy. UTobbl COOTBETCTBOBATb

npaBsuiam NOCTPOEHMS LLENOYKU, U3MEHEHMST XELL-CYMMbI HY)XHO GYAET 3anvcarb B C/IELYHOLLMWIA
6/10K, YTO BbI3OBET M3MEHEHUS YXXE Ero COOGCTBEHHON Xel-cyMmbl. U Tak ganee... Mpyu aTom
npeablaylume 6/10KM He 3aTparuBarTcs.

* Ecnm un3mMeHsieMblii 6710k MocnedHuidi B LENOYKe, TO BHECEHME W3MEHEHWI MOXET He
noTpeboBaTh CyLLECTBEHHbIX Yycuauii. Ho ecnim nocne nameHseMoro 6s1oka yxe cchopmmpoBaHo
NPOAO/IDKEHUNE, TO M3MEHEHME MOXET OKa3aTbCs KpaiHe TPYA0EMKUM NPOLLECCOM.

e Konuun uenoykn 6/10KOB XPaHSTCS He3aBMCUMO APYr OT Apyra Ha Pas/iMuHbIX PasHECEHHbIX Mo
MVpY KOMMbloTepax, a to6oe M3MEHEHVWE B OAHOW M3 Konwii (TpaH3akuus) AO0/HKHO 6bITh
NOATBEPXKAEHO U OTPaKEHO (pacnpoCcTpaHeHo) No BCEM KOMUAM LIEMOYKU GOKOB.

* UTO0 OenaeT nNpakTnYeckn HEBO3MOXHbIM HECAHKLVMOHNPOBAHHOE M3MEHEHWe HhopMaLMn yxe
3aHeCE&HHOl B 610K JaHHbIX.
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Takum 06pasom, TexHuka O6nokyeiHa (He3aBUCMMO OT MPUBA3KM K €ro KOHKPETHOW peasnm3auun)
NO3BO/IIET XPaHWTb M OOMEHATb LEHHOCTM 6e3 HeobxoAMMOCTW OOBEpUs WM LEeHTPasibHOro opraHa.
MpumeHuTenbHO kK DNS, cTaHOBUTCA akTyasibHOM 3afa4a NOCTPOEHNS U pacnpoCTpaHeHNs! aflbTepHaTUBHO
DNS-ceTn, 3an1cu B KOTOPOA:

*  YNpaBnsitoTCs UCK/IOUUTENBHO BNafebLEM W HUKEM APYTUM.

e MoryT 6bITb NPeAOCTaB/EHbI B CETU NOGOMY 3anpocKBLIEMY UHhopMaLWIO.

e He MoryT 6bITb NOAMEHEHBI 3/10yMbILL/IEHUKAMM.

*  He moryT 6bITb 3a6/10KMPOBaHbI NOCPEACTBOM aMUHUCTPATUBHOIO pecypca.

*  He MoryT 6bITb 0TO3BaHbI (pa3fenernpoBaHbl) HUKaKMM OPraHoM perncTpauuy oMeHa.

Ha HacTosilee BpeMsi aBTOpY U3BECTHbI KAK MUHUMYM [BE HE3ABUCKMbIE CUCTEMbI PErUCTPALIK JOMEHHbIX
VMEH MOCTPOEHHbIE HA AELeHTpanM30BaHHOM 610KUeliHe, 3To: KpunToBasitoTa EmerCoin u cuctema Alfis.
Huxe s NpoCTO 1310y CBO OMbIT UCMO/Ib30BaHWS anlbTePHATUBHLIX DNS, 3aMCTBOBaHHbIN 13 Ny6avKaumii
NPVBEAEHHBIX B CIIUCKE UCMOJIb3YEMbIX UCTOYHUKOB MHGIOPMaLUM B KOHLIE 3TOW YacTu.

EmerCoin

MporpammHas peanusaums EmerCoin Hacnepyetrca OT peanusauum Bitcoin, HO He sABnseTtcs,
oakTuyeckn, UHaHCOBO-AEHEXHOWN CUCTEMON, a ABNAETCA CUCTEMOI HAAEXHOIO XpaHeHWs AN pa3NyHbIX
BUAOB MHopmauun. OgHUM 13 Takux BUA0B U aBnsaoTca DNS-3anucu.

JNlorvka wmcnonb3oBaHUSA YKPYNHEHHO BbIMSAWT Tak: Bbl, Kak Bnagenel, nNporpammHOrO KolesibKa
EmerCoin co3gaéte B HEM afnpecHble 3anucy DNS Tunos A (agpec IPv4), AAAA (agpec IPv6) nnn MX
(3anncb aMeKTPOHHONW Mo4Thl), a Nboi Apyron nonb3oBatenib EmerCoin B Mmpe MOXET cocumTatb U
1CMosb30BaTh 3TY MHDOPMALMIO B CBOUX LE/ISAX.

DNS-cetb oT EmerCoin MNoMHOCTbIO AeleHTpanin3oBaHa, M He MMEeEeT KaKoro-nnmbo ynpaBnsoLllero
caiiTa, [OMEHHbIMKU 3anMcsaMu B CUCTEME yNpaBnseT TOMbKO Bnajenel AOMEHHOro umeHu. B HacTosuee
BPeMs cucTema noAepXmMBaeT YETbIPE KOPHEBbIX 30HbI:

*.c0in — BCE cBA3aHHOE C MOHETaMM U KOMMEpUVEN;

*.emc — BCé cBsi3aHHOe ¢ npoekTtom EmerCoin;

*lib — OT cnos Library u Liberty — 10 ecTb 6u611oTeku 1 cBo60o4a;
*.bazar — pas3nnyHbie cepBuUCHI Kynn/Mpogaxu.

Jio6oli 3amHTepecoBaHHbIi B Mcnonb3oBaHun DNS-cet ot EmerCoin fO/MKEH HayaTb C TOrO 4TO
ckavatb peanusauuio KoLLesibKa EmerCoin B BUae rOTOBbIX nakeTos
(https://github.com/emercoin/emercoin/releases/ wnu https://sourceforge.net/projects/emercoin/files/) — n
3TO HEensIoXoi A1 NPakTMYeCcKoro UCMosb30BaHNA BapuaHT, COOPKM AenaroTcs TWaTesbHO, U A1 pasHbIX
nnarcgopm. [pyroii BapuaHT, Kak Bcerga, 3T0 CaMOCTOATe/lbHO cobpaTb W3 UCXOAHMKOB. Mbl 6yaem
paccmarpmsatb UMEHHO 3TOT NOC/IefHWI BapuaHT:

$ git clone https://github.com/emercoin/emercoin.git

KnoHupoBaHue B «emercoin»...S/EmerCoin/2$%$

remote: Enumerating objects: 147918, done.

remote: Counting objects: 100% (9/9), done.

remote: Compressing objects: 100% (8/8), done.

remote: Total 147918 (delta 1), reused 9 (delta 1), pack-reused 147909
fMonyyeHne obbekToB: 100% (147918/147918), 129.16 Mub | 3.68 Mub/c, roToBO.
onpegeneHne n3meHeHwin: 100% (103956/103956), roToBO.

nnun (peno3|/|Top|/|l/| KNOHNPOBaJ/INCb B pa3HOe BpPeMA, NO3TOMy Ll,l/lcbpbl MOTYT HEe3Ha4YUTeJIbHO OT/InYaTbCA,
3TO He [JO0/MHKHO CMYyLLATb):

$ git clone git@github.com:emercoin/emercoin.git

KnoHupoBaHne B «emercoin»...

remote: Enumerating objects: 148663, done.

remote: Counting objects: 100% (721/721), done.

remote: Compressing objects: 100% (365/365), done.

remote: Total 148663 (delta 385), reused 660 (delta 356), pack-reused 147942

NMonyyeHne obbekToB: 100% (148663/148663), 130.54 Mub | 4.43 Mub/c, roToBO.

OnpegeneHne n3meHeHwin: 100% (104366/104366), roToBO.
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$ du -hs emercoin
160M emercoin
$ cd emercoin

B dpainne emercoin/doc/dependencies.md (B HEKOTOPbIX CKa4YaHHbIX BEPCUSAX €r0 MOXET He 6bITb, Toraa
B CeTeBOM penosuTopun: https://github.com/emercoin/emercoin/blob/master/doc/build-unix.md) Haxogmum
nepeyeHb 3aBUCUMOCTEN, KOTOpble HY)XXHO YA0BNETBOPUTL Npexae coopkun. Kpatko:

Berkeley DB | [4.8.30]
Boost | [1.70.0]

Clang | [3.3+]

Expat | [2.2.7]
fontconfig | [2.12.1]
FreeType | [2.7.1]

GCC | [4.8+]

HarfBuzz-NG

libevent | [2.1.8-stable]
libpng

librsvg

MiniUPnPc | [2.0.20180203]
OpenSSL | [1.0.1k]

PCRE
protobuf | [2.6.1]
Python (tests) | | [3.5]

grencode | [3.4.4]

Qt | [5.9.7]

XCB | (Linux only) |
xkbcommon (Linux only) |
ZeroMQ | [4.3.1]

zlib | [1.2.11]

Bce nakeTbl No 3aBUCUMOCTSM kpome nepsoro (Berkeley DB), ecnvM 4To ewgé He YCTaHOB/EHO,
yCTaHaBMMBAKOTCS TWMNOBbIM 00PA30OM W3 MAKETHOW CUCTEMbl Ballero AMCTpuMOyTMBa W NpPo6G/AeMbl He
COCTaB/SIIOT.

A BOT c Berkeley DB — 3T0 HEMpUATHOCTb, U TpebyeT NosiCHEHWIA. B Balleli nakeTHol cucteme, ckopee
BCero, npucytcTeyeT Bepcus Berkeley DB v5.3.28 M 4TO-TO OKO/IO0 TOr0. A NPakTUYecKn BCe MNPOEKThI
KpUNTOBa/IIOT, M 3TO MAET ewé oT Bitcoin, TpebytoT Bepcuto Berkeley DB 4.8 - aT0 yxe Tpaauumsi NpOeKToB
6nokyeiiHa. MoxHo cobpaTb M C gpyroii Bepcueid, 3agas B ./configure onuuto --with-incompatible-bdb. Ho
Takasa coopka 6ygeT HecoBMeCcTUMa W HemepeHocuma C OpYrMMy cOopkamu, OpYrMMu KOMMblOTEpamn u
ApyrMmun onepauuoHHbIMK cucteMamm no dpopmaram 6a3 bJ1. A Berkeley DB 4.8 — ato 2010 rog, 13 net
Haszag, W HaWTK 3TO A/15 YCTAHOBKW, 1 AaXe cobpaTb U3 UCXOAHWUKOB, 4E/10 HENPOCTOE. YAanock 3TO TOSbKO

n3 crtaporo peno3utopmus naketoB Ubuntu (https://old-releases.ubuntu.com/ubuntu/pool/main/d/db4.8/)
ckayaTtb Tpebyemble nakeTbl. M03TOMY MPUBOXY MPsSIMblE CCbIIKM Ha 5 CKauyaHHbIX NakeTax HeobXoanMblX

Ans yctaHoBku: https://linux-ru.ru/download/file.php?id=5971 , https://linux-ru.ru/download/file.php?id=5972 ,
https://linux-ru.ru/download/file.php?id=5973 , https://linux-ru.ru/download/file.php?id=5974 , https://linux-

ru.ru/download/file.php?id=5975 . BOT 3TOT HA60p NakeToB:
$ 1s -1 *.deb
-rw-rw-r-- 1 olej olej 728074 mion 1 2010 libdb4.8++_4.8.30-1_amd64.deb
-rw-rw-r-- 1 olej olej 687878 moH 1 2010 1libdb4.8_4.8.30-1_amd64.deb

-rw-rw-r-- 1 olej olej 843972 o 1 2010 libdb4.8-dev_4.8.30-1_amd64.deb
-rw-rw-r-- 1 olej olej 1723614 wmoH 1 2010 1ibdb4.8++-dev_4.8.30-1_amd64.deb

-rw-rw-r-- 1 olej olej 6916 e 24 02:23 multiarch-support_2.29-Oubuntu2_amd64.deb
[JanbHeliwasn nocnegoBaTesibHOCTb AECTBUIA CneayroLas:

- Yoansiem nowuTy4yHo nakeTbl Bepcuu 5.3 (OHU ByayT NpensiTcTBOBAaTb YCTAHOBKE), MOJTYYEHHbIX MO CANCKY, U
MPVMMEPHO KOMaHAamun BOT Takoro BMAaa:

$ aptitude search bdb | grep ~i | grep Berkeley
libdb5.3 - guHamnveckne 6mbnmnoTekm 6a3bl gaHHbiXx Berkeley v5.3
A libdb5.3++ - Berkeley v5.3 Database Libraries for C++ [runtime]
libdb5.3++-dev - Berkeley v5.3 Database Libraries for C++ [development]
A 1libdb5.3-dev - Berkeley v5.3 Database Libraries [development]

o R
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$ sudo dpkg -r 1libdb5.3++-dev
(YTeHne 6asbl faHHbIX .. HA AaHHbLIA MOMEHT ycTaHoB/eHo 535974 ¢aiina um kKaTtanora.)
Ypansetcsa libdb5.3++-dev (5.3.28+dfsgl-0.8ubuntu3) ..

- YctaHaBnvBaem 5 naketos (nakeT multiarch-support_2.29-Oubuntu2_amd64.deb TpebyeTtcs Ansa ycTaHOBKU
nakeToB Bepcum 4.8):

$ sudo dpkg -i multiarch-support_2.29-0ubuntu2_amd64.deb

Bbibop paHee He BblbpaHHOro naketa multiarch-support.

(UTeHne 6a3bl AaHHLIX .. HA [aHHLII MOMEHT ycTaHoBneHO 535963 dalina u kartanora.)
MoaroTtoBka K pacnakoBke multiarch-support_2.29-Oubuntu2_amdé64.deb ..
PacnakoBbiBaeTca multiarch-support (2.29-Qubuntu2) ..

HacTpauBaeTcsa nakeT multiarch-support (2.29-0ubuntu2) ..

$ sudo dpkg -i libdb4.8_4.8.30-1_amd64.deb libdb4.8-dev_4.8.30-1_amd64.deb
Bbibop paHee He Bbl6paHHOro naketa libdb4.8.

(UTeHme 6a3bl faHHbIX .. HA AaHHbIi MOMEHT ycTaHoBneHo 535952 ¢dalina u kartanora.)
MoarotoBka K pacnakoBke libdb4.8_4.8.30-1_amd64.deb ..

PacnakoBbiBaeTcsa libdb4.8 (4.8.30-1) ..

Buibop paHee He BblbpaHHOro naketa libdb4.8-dev.

NogroTtoBka K pacnakoske libdb4.8-dev_4.8.30-1_amd64.deb ..

PacnakoBbiBaeTca libdb4.8-dev (4.8.30-1) ..

HacTpauBaetca naket libdb4.8 (4.8.30-1) ..

HacTpanBaeTca nakeT libdb4.8-dev (4.8.30-1) ..

O6bpabaTbiBawTCcs Tpurrepsl gns libc-bin (2.35-0ubuntu3.1) ..

$ sudo dpkg -i libdb4.8++_4.8.30-1_amd64.deb

$ sudo dpkg -i libdb4.8++-dev_4.8.30-1_amd64.deb

- NpoBepsem:
$ apt search libdb4.8 | grep ~i
i libdb4.8 - Berkeley v4.8 Database Libraries [runtime]
i libdb4.8++ - Berkeley v4.8 Database Libraries for C++ [runtime]
i libdb4.8++-dev - Berkeley v4.8 Database Libraries for C++ [development]
i libdb4.8-dev - Berkeley v4.8 Database Libraries [development]

Bot Tenepb BCE rotoBo A cb6opkm EmerCoin! MeHepaunsi npoekta nof CBOK apxXUTeKTypy (3710
Tunosas Autogen TexHosorua UNIX):

$ time .Jautogen.sh

libtoolize: putting auxiliary files in AC_CONFIG_AUX_DIR, 'build-aux'.
libtoolize: copying file 'build-aux/ltmain.sh

libtoolize: putting macros in AC_CONFIG_MACRO_DIRS, 'build-aux/m4'.
libtoolize: copying file ‘build-aux/m4/libtool.m4'

libtoolize: copying file 'build-aux/m4/ltoptions.m4'

libtoolize: copying file 'build-aux/m4/itsugar.m4'

libtoolize: copying file 'build-aux/m4/ltversion.m4'

libtoolize: copying file 'build-aux/m4/lt~obsolete.m4'

configure.ac:45: installing 'build-aux/compile’

configure.ac:45: installing 'build-aux/config.guess'

configure.ac:45: installing 'build-aux/config.sub’

configure.ac:28: installing 'build-aux/install-sh'

configure.ac:28: installing 'build-aux/missing’

Makefile.am: installing ‘build-aux/depcomp’

parallel-tests: installing 'build-aux/test-driver'

real 0m25,456s

user 0m21,176s

sys 0m1,525s
KOHdWwprpOBaHme:
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$ time ./configure --disable-dependency-tracking --disable-tests --disable-util-tx --disable-gui-
tests --enable-bip70 --disable-hardening --disable-debug

checking for Berkeley DB C++ headers... default
checking for main in -1ldb_cxx-4.8... yes

Options used to compile and link:

with wallet = yes
with gui / qt = yes
gt version =5
with gr = auto
with zmq = yes
with test = no
with bench = yes
with upnp = auto
debug enabled = no
werror = no
target os = linux
build os =
cc = gcc
CFLAGS = -g -02
CPPFLAGS = -DHAVE_BUILD_INFO -D__STDC_FORMAT_MACROS
CXX = g++ -std=c++11
CXXFLAGS = -g -02 -wall -Wextra -Wformat -Wvla -Wformat-security -Wno-unused-parameter
LDFLAGS =

real om29, 751s
user Om23, 408s
Sys Om6, 423s

(Ocoboe BHUMaHVE obpalijaeM Ha creunasnibHO NnokasaHHyk cTpoky «Berkeley DB C++ headers», oHa
[O/DKHA BbIrNAAETb UMEHHO Tak!)

W cbopka npoekra:

$ time make -j

Making all in src

make[1]: Bxon B KaTanor «/home/olej/2023/EmerCoin/2/emercoin/src»
make[2]: Bxof B kaTanor «/home/olej/2023/EmerCoin/2/emercoin/src»

CXX emercoind-bitcoind.o
CXXLD emercoind
CXXLD emercoin-tx

CXXLD bench/bench_bitcoin

OBJCXXLD qt/emercoin-qt
make[2]: BbIxog u3 katanora «/home/olej/2023/EmerCoin/2/emercoin/src»
make[1]: BbIxog u3 kKatanora «/home/olej/2023/EmerCoin/2/emercoin/src»
Making all in doc/man
make[1]: Bxof B KaTanor «/home/olej/2023/EmerCoin/2/emercoin/doc/man»
make[1]: Uenb «all» He TpebyeT BLIMOSIHEHUS KOMaH[.
make[1]: BbIxo4 u3 kKatanora «/home/olej/2023/EmerCoin/2/emercoin/doc/man»
make[1]: Bxof B KaTanor «/home/olej/2023/EmerCoin/2/emercoin»
make[1]: Uenb «all-am» He TpebyeT BLIMOJHEHUS KOMaHZ.
make[1]: BbIxog u3 kKatanora «/home/olej/2023/EmerCoin/2/emercoin»

real 1m51, 629s
user 45m9, 021s
Sys 3m39, 244s

Ota cbopka noTpeboBasia 2 MUHYTbI, HO 3TO Aenasnock Ha cepBepe B 40 Aaep n 96Gb onepatuBHo
namsaTu, 3TO MOXET 3aHATb HeKoTopoe BpeMms. 3anyckaem MpuioXeHne Pabota ero HauuHaeTcs c
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CMHXPOHM3aUMKN 670KYeliHa U3 CETW, U 3TO MOXET 3aHsATb MUHYT 45, unvM gaxe cBblille vaca. [ocne
3aBepLUEHNS CUHXPOHM3aLMKM Bbl ByaeTe UMeTb paGoTatoLuii Kolenék EmerCoin:

Emercoin Core - Kowenék - O Q

®ain  Hacrpoiikn  Nomouls

ﬁ}oﬁmp A)Ompaawrb &r‘lony\mw B Tpauzakumu @ManageNames B3 Minting

3anonuuTe GopMy AR 3anpeca niatexen. Bee nons HeobAzaTeNbHbL.
Metka: |
A
Cymma; v |EMC v
Coobuenne
[OBTOPHO MCMO/Mb30BATh CYLIECTEYHWMA 3Apec NoNyYeH!A (He peKoMeHAYeTCA)

g 3anpocTb NAaTEX @ OYuCTHUTL

WCTopKA 3anpolleHHBIX NAaTeXeH

Nata & MeTka CoobueHne 3anpoweHo (EMC)

EMC HO 22 of

MpumeyaHue: Mpy KaXKLOM 3amnycke NPWIOKEHUs OH ByaeT HauMHaTb PaboTy C CUHXPOHU3ALMU C TEKYLLUM
cocTosiHnem 6nokuyeliHa. Ho cuHxpoHu3aums 6yaer NpoucxoanTb OT BPEMEHW Ballero nocsefHero crapra,
Nno3aToMy 3ajepxka 3anycka 6yaer HeGO/bLUION: OH HECKOMbKMX AECSTKOB CEeKYHA, [0 HECKOSIbKUX MUHYT —
3/eCb BCE 3aBUCUT OT TOTO Kak AaBHO Bbl MPOM3BOAUAN NPeablayLLiA 3amnyck!

W3 ny6nukauuia:

lMocne 3anycka npoepamMmmbl KOWEbKaE, Ha Heao Hy>XXHO OmKyoda-mo fo/ay4yums He60/1bWoe Koau4ecmso
moHem EmerCoin (EMC). Csepxy ecmb KHonka «[llosydume». Haxas Ha Heé, repelioéme B8 CrUCOK C
adpecamu. [locne nepso2o cmapma, B8 Kowesibke 6ydem mfpucymcmsosams MO/IbKO OOUH adpec
Harodobue:

Agnpeca nosy4eHus Q

3To Bawwm agpeca Emercoin gnA npuéma nnartexei. PekoMeHayeTcA MCNONB20BaTh HOBLIA agpec
NoAyyeHUA LNA KaxA0A TPaH 33K,

MeTka R Appec
(HeT MeTKM) EKfKCiRQLaeil3aWZx9ho7z0bi2dcRDQuZ
<+ HoBbii [ A2 JKenopT 3akpbiTe

Janee, ecsiu 8 kowesibke ecmb xomsi 6b1 00UH EMC — MOXHO peaucmpuposamb domeHbl. Cripasa
B8Bepxy ecmb kHorka «Manage Names». [Nepexodum 8 amom pa3soeri...

OTkyga B3siTb MUHMManbHoOe uncrio MoHeT EmerCoin (0.5 — 1 6osee yeM AO0CTaTOvYHO ANst /00bIX
MaHUNyNAUNA) ANA BbINOIHEHMA PErnmcTpauuoHHbIX AeNcTBUiA? OnsTb Xe, U3 Nyo6nnkaumini oT aBTOPOB
npoekta EmerCoin:

3mo, kak sudume, KpaliHe Hedopoz2o. MoxHo npocmo HamalHuUmMb Ha nyse Pool.Emercoin.com usu daxe
no/1lyqums 3a MoMowb MuUpoBsoll Hayke. Takxe MOXHO MPOCMO fonpocums y pas3pabomyukos rno aopecy
team@emercoin.com — napy EMC Ha 671a20e 0es10 oHU npuw/iom. LjeHa pesucmpayuu odHol 3anucu
DNS — npumepHo 0.2 EMC 3a 200 — mo ecmb npuMepHo 1/3 yeHma. 3mo cywjecmseHHo, Ha 3-4 nopsioka
dewessie yeMm peaucmpayusi 0OOMEHOB Y K/lacCUYeCcKUuX peaucmpamopos.

JonycTum, Mbl XOTUM 3aperncTpmposaTs AoMeH linux-ru.lib, ans atoro 3aHocum B nosie Name 3HayeHune
dns:linux-ru.lib (6e3 kaBbluek), a B none Value 3aHocum 3anucb A=90.156.230.27 (3anucb TMna A — 370
aZipecHas 3anvcb npotokona IPv4):

$ host linux-ru.lib
linux-ru.lib has address 90.156.230.27

B none days Bblibupaem nobosblue, 4em gedontHble 30 gHein — ckaxeM, 5 nnm 10 net (3650 days). Janee
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XMEM KHonky Submit — u Bcé! XXaém npumepHo 10 muHyT (M3pepka pgoxoaut o 30) — m Balla 3anuch
BHeceHa B 6510k4eliH cucTembl! 3anMcb BHOCUTCA B 6G/10KYEliH, U €€ KOMUS MPUCYTCTBYET B KaXKAoM
kowesbke EmerCoin B mupe. Tenepb 0060 MNOMb30BaTe/b-KMEHT MOXET cAenatb 3anpoc B CBOiA
JIOKa/bHbIA KOLWENEK, N 06paTUTbCS K COOTBETCTBYHOLLIEA 3anucu.

Emercoin Core - Kowenék - o0

DaiAn  Hactpoiiku  Momous
{ro6aop D Ompaems (R Monyunrs £ Toansexwnn () Manage Names | &5 Minting
Additional services: & DNS @ DocNotar =D @ ssL

Name: 30 0 days v NAMENEW v

Value:

import...
New address: A> submit

Names in your wallet: owned by me owned by others expired

Name ¥ Value Address Expiresin
dns:linux-ru.lib A=90.156.230.27|SD=ygg EWH5SKMc5MoENVgoS7CGRV] PzCgGd2.. 10871.0 days

dnsiygg.linux-rulib AAAA=221:58c9:936:99be:f3d:c1ac:2bsb:9771 EJZ0QJixH23BViYMKMLGFgMhGZ76]Mh.. 5372.1 days

OTNPaBUTL MOHETBI Ha YKa3aHHbIIA apec EMercoin EMC HD 3% of

[na agpecos IPv6 Takum e obpasom B nosne Value 3aHocum 3anvcy tuna AAAA. Ha pucyHke Bbllwe
rnokasaHa B KayecTBe Mpumepa 3anucb Ans ajpeca Toro xe pecypca B cetn Yggdrasil (kak onvcbiBasiochb
BbILLE):

$ host ygg.linux-ru.lib
ygg. linux-ru.lib has IPv6 address 221:58c9:9a6:99be:f3d:clac:2b5b:9771

MpumeyaHue: 3necb AnA xocta Yggdrasil 3apernctpupoBaHa OTAefbHAsA 3anncb, NOTOMY, KakK Yxe
oTMe4yasnoch paHee, IPv6 cetn Yggdrasil He ABNSOTCA «HATUBHbIMU» agpecamun IPv6. HO ecnn HECKO/bKO
3anuceli pasHbIX TUNOB OTHOCATCA K OOHOMY JOMEHHOMY UMeEHM (Kak 3TO 6biBaeT U 418 VIHTEPHET 06bIUHbIX
DNS), To oHM 3anucbiBatoTcs B none Value ogHoW CTpoOKoi ¢ pasgenuTtenem (cumBon | n 6e3 npo6enos),
Hanpumep: A=185.31.209.8|AAAA=2a04:5340:1:1::3|MX=mx.ya.ru:10

OpenNIC

Tenepb N060I nonb3oBartesib-KNNEHT MOXET cagenarb 3arnpoc B CBOW /10Ka/IbHbI KOLLEeNnék ona
paspeLleHus nokasaHHbIX Bbillie MMEH. HO 3TO TOMLKO AN nosnb3oBarenei UMeKLLMX KOoLLeNnék EmerCoin!

[nsa 6eclwoBHOro o6beAMHEHUA AepeBa aibTepHaTVBHbIX AOMEHHbIX UMEH oT EmerCoin ¢ 06bl4HbIMU
LoMeHHbIMU MMeHamn oT ICANN, CO CTOPOHbI K/IMEHTa HYXXHO UMETb TOUKY COMPSHKEHUS, rae npoucxoaut
nepefaya 3anpoca B Ty WU WHYIO cucTeMy. [/1A 3TOr0 NpPeasioeHbl pasHble BapuaHTbl, OOHVWM U3
NpocTenwnx B NCNOb30BaHNM ABNSETCA Mcnonb3oBaHne agpecoB DSN cepsepos coobuectsa OpenNIC

(https://www.opennic.org/).

Emercoin noggepxvBaeT NMpUHroBoe cornaweHne ¢ nposaiigepom DNS OpenNIC, 4To 03Ha4aeT, 4Tto
LOMEHbI, 3aperncTpupoBaHHele B EmerDNS, gocTynHbl MO ymoOn4YaHui Ans BCex nosnb3oBatesnein DNS-
cepeepoB OpenNIC. OpenNIC - 3T0 NpOCToit 1 yao6HbIA cnocob 6ecnpensATCTBEHHOrO AOCTYNa KO BCEM
BeO-caiiTam, 3aperncTpmpoBaHHbIM B 6/10K4eiiHe Emercoin, a Takke KO BCeM ApYrMM AOMEHHbIM 30HaM,
KoTopble nogaepxmsaet OpenNIC.

91 IP agpeca DNS Bbl MOXeTe nponucaTb kak ceTeBble DNS, Hanpumep, B K3WMpYHOLWEM cepsepe
systemd, o KOTOpOM peub LWa paHee. BoT, Hanpumep, Kak MOXET ObITb MponMcaHa KoHdwurypauus
KaLLMpytoLLIero cepseepa A/15 3TOro cnyvas:

$ grep -v M /etc/systemd/resolved.conf | grep -v /$
[Resolve]
DNS=94.16.114.254 94.247.43.254 194.36.144.87
FallbackDNS=192.168.1.3 1.1.1.1 8.8.4.4
LLMNR=yes
Mpwn atom:
$ resolvectl status
Global
Protocols: +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported
resolv.conf mode: stub
Current DNS Server: 94.16.114.254
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DNS Servers: 94.16.114.254 94.247.43.254 194.36.144.87
Fallback DNS Servers: 192.168.1.3 1.1.1.1 8.8.4.4

Link 2 (enol)
Current Scopes: LLMNR/IPv4 LLMNR/IPvV6
Protocols: +DefaultRoute +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported

Link 3 (eno2)
Current Scopes: LLMNR/IPv4 LLMNR/IPv6
Protocols: +DefaultRoute +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported

Link 4 (tun@)
Current Scopes: LLMNR/IPv6
Protocols: -DefaultRoute +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported

W Torga y Bac ¢ agpecamu, paspelsaembiMn anbtepHatuBHbiMn DNS (EmerCoin), HauvMHatoT paboTartb

npuBblYHbIE GNU YTUNUTDI 6e3 Kakux-mbo Apyrnx N3MEHEHWIA B CUCTEME;

$ host linux-ru.lib

linux-ru.lib has address 90.156.230.27

$ host ygg.linux-ru.lib

ygg. linux-ru.lib has IPv6 address 221:58c9:9a6:99be:f3d:clac:2b5b:9771

$ nslookup linux-ru.lib

Server: 127.0.0.53

Address: 127.0.0.53#53

Non-authoritative answer:
Name: linux-ru.lib
Address: 90.156.230.27

Alfis

EwWweé oagHolM anbTepHaATMBHOW cuctemoit (B YEM-TO aHaslorMyHo EmerDNS — Mbl e paccmaTprBaem
TeHaeHunn?) paspeweHns nmén B NHTepHetr saBnsetca Alfis (Alternative Free ldentity System). Cuctema
TakkKe OCHOBbIBAETCA Ha COCOTBEHHOM 6/10kyeliHe ¥ noaaepxvBaeT 10 COGCTBEHHbIX AOMEHHbIX 30H:
.anon, .btn, .conf, .index, .merch, .mirror, .mob, .screen, .srv, .ygg.

KopoTko 0 camoii cucteme co c/ioB e€ aBTopa:
3adayu ... cBo0uU/IUCH MPUMEPHO K MaKoMy CruUCKY:
*  ABMOHOMHOCMb U MUHUM&JIbHbIU pasmep 6710kyeliHa
*  MuHumasibHasi ckopocmb pocma 6/10kyeliHa
* O6ujee yoobcmao ucro/ib3oB8aHusl, KpoccrniamgopMeHHOCMb

B npoyecce paspabomku Mpuwsiocb napy pas UsMeHUmb KOHyenuyuwo uHmepdgpelica ... 8 umoae
Bblbpas1 6ub/iuomMeKy web-view, Komopasi ucro/sibdyem cucmemMHbIli 6pay3epHbIl 0BUXOK, U 10380/1siem
0/1y4UMb O4EHb KOMMaKMHbIE NpozpaMMabil.

Wmak, ymo u3 cebsi npedcmassisiem cam ALFIS?
» Brok4eliH, xpaHumbll 8 6a3e sqlite.

* Cemesasi noocucmema — p2p, HanucaHHasi ¢ Hysis1 C UCM0/Ib30BaHUEM 6GUG/IUOMEKU MIo, C
wughposaHuem mpaguka u 06MeHOM nupamu.

* Cepsep DNS, komopsblli pe3osisum OOMeEHbI U3 b710kyeliHa, rnepeHarpas/isiem He3HaKoMble
3arnpocbl Ha HACMPOEHHbIe arncmpum-cepsepsbi....

Kak aTo 06bIYHO 1 6bIBaeT Bcerga B Linux, Mbl MOXeM B34Tb /19 YCTAHOBKW rOToBble .deb nakeTbl 4
YyCTaHOBKM 13 peno3utopus https://deb.revertron.com/pool/alfis/a/alfis/. Ho Hac He nHTepecyeT 3TOT NPOCTOiA
crnoco6 (KOTopbIi NIErko OCYLeCTBUTbL U 6e3 MoACKasoK), a Mbl PacCMOTPUMM CO34aHue npogykra u3s
NCXOAHBIX KOAOB, pa3 B NPOeKTe 3asB/ieHa OTKPbITOCTb UCXOLHbIX KOA0B:

$ git clone https://github.com/Revertron/Alfis.git
KnoHupoBaHue B «Alfis»...
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remote: Enumerating objects: 4048, done.

remote: Counting objects: 100% (770/770), done.

remote: Compressing objects: 100% (110/110), done.

remote: Total 4048 (delta 690), reused 688 (delta 660), pack-reused 3278
NonyyeHne o6bekTOB: 100% (4048/4048), 2.29 Mub | 2.22 Mub/c, roToBO.
onpegeneHne nU3meHeHWin: 100% (2867/2867), roToBO.

MpoekT pa3paboTaH Ha HOBOM A3blke CUCTEMHOIO MNporpamMmmupoBaHus Rust. MoMumo npoyero, oH
MO3BOMSIET KOMMNWIMPOBAThL KOA, B KOMMAaKTHbIE 3amnyckaemble oaiisibl Mo, MHOXECTBO pasHbIX MiaTcopm.
MbI y>xe ncnonb3oBasim Rust paHee Mo TEKCTY U OTMEeYann, YTO ec/iM cama si3blkoBasi cuctemMa (MeHemkep
cargo) Rust ycTaHOB/EH MOMHOCTLIO U MPaBU/ILHO (& 3TO AenaeTcsi HECNOXHbIM 06pa3om), To cbopka
MPUIOXKEHWIA HEe cocTaB/isieT NPo6/eM. XapakTepHbIM A1 NPOEKToB Rust siBASeTCs To, YTO cMcTeEMa cama
NOArpy3nT BCE HEOOXOAMMbIE BUBNNOTEYHbIE KOMMOHEHTbI (KPeTbl B TEPMUHONOMN s3blka Rust).

Ho B pgaHHOM npoekTe npexnae, B HEKOTopbix AncTpmbytmBax Linux (Debian, Ubuntu, Mint...),
Heob6XxoaMMO, N0 3aBUCMMOCTSIM, MPOBEPUTL U, NPU HEOBXOANMOCTUN YCTAaHOBUT:

$ sudo apt install libwebkit2gtk-4.0-dev
YTeHne CnNMCKOB NakeToB.. [0OTOBO
NocTpoeHne gepesa 3aBucuMmocTeli.. FOTOBO
UTeHne mHPopmaumm O COCTOSHWUMW.. OTOBO
ByayT yCTaHOBJ/IEHbl criefyowme AOMNOHUTENbHbIE NaKeTbl:
libjavascriptcoregtk-4.0-dev libpsl-dev libsoup2.4-dev libsqlite3-dev
Npegnaraemble nakeTbl:
libsoup2.4-doc sqlite3-doc
Cnegytouwme HOBBIE nakeTbl OyAyT YCTaHOBMEHbI:
libjavascriptcoregtk-4.0-dev libpsl-dev libsoup2.4-dev libsqlite3-dev libwebkit2gtk-4.0-dev

W BOT Tenepb MOXHO nepexoauTb K coopke npoekta Alfis:

$ cd Alfis/
$ cargo build --release
Updating git repository “https://github.com/Boscop/web-view"®
Downloaded atk-sys v0.10.0
Downloaded aead v0.3.2
Downloaded block-buffer v0.9.0
Downloaded convert_case v0.4.0
Downloaded opaque-debug v0.3.0
Downloaded cpufeatures v0.2.1

Downloaded sqlite3-src v0.4.0

Downloaded 140 crates (8.9 MB) in 50.92s (largest was “sqlite3-src” at 2.5 MB)
Compiling proc-macro2 v1.0.51

Compiling unicode-ident v1.0.6

Compiling web-view v0.7.3 (https://github.com/Boscop/web-view#e87e08ca)
Compiling toml v0.7.2
Compiling alfis v0.8.4 (/home/olej/2023/Alfis/Alfis)
Finished release [optimized] target(s) in 1m 22s
$ file target/release/alfis

target/release/alfis: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /1ib64/1d-1inux-x86-64.s0.2, BuildID[shal]=7f87c74b8a991b9e9475af078f137916842eaa5d,
for GNU/Linux 3.2.0, stripped

3TO 1 ecTb Halle MTOroBoe MpuIoXeHne. BOoT u BCE OTHOCMTENbHO CHOPKM. MeHee MOHATHO C ero
ncnonb3oBaHNEM. B onncaHmsx moxeMm Haintu: KoHghue 6ydem no adpecy /etc/alfis.conf. Ha camom gene 3T1o
He COBCEM Tak ... TOYHHEE COBCEM He TaK: NPUIOXKEHNE BOOOLLE HE CO34aET HUIAE M HUKAKOro KoHdura, a ero
AedhaynTHbI KOHUT HaxoauTcs B doaiine, B KaTasiore CO0pKu:

$ 1s -1 alfis.toml

-rw-rw-r-- 1 olej olej 1582 masaA 13 19:48 alfis.toml
Ho ecnu yx aBTOpbl NpegnaraloT MecT Ana KoHdmra, To co3gagmMM ero UMeHHo Tam (obpatute BHUMaHue,
yTOo Aenato 310 nof root, HO TOMbKO U3-3a TpeboBaHwuin /etc):
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# pwd
/home/olej/2023/Alfis/Alfis
# ./target/release/alfis -g > /etc/alfis.conf

Janblue nognpasumM KOHGUIYpPaLWOHHbI (daiin nog CBOW XefaHus, HanpyMep Yy MeHsi 3To Tak:

$ grep -v N$ /etc/alfis.conf | grep -v /¢

origin = "OOOOEO1D2A77D63477172678502E51DE7F346061FF7EB188A2445ECA3FCO780E"
key files = ["keyl.toml", "key2.toml", "key3.toml", "key4.toml", "key5.toml"]
check_blocks = 8

[net]

peers = ["peer-v4.alfis.name:4244", "peer-v6.alfis.name:4244", "peer-ygg.alfis.name:4244"]
listen = "[::]:4244"

public = true

yggdrasil_only = false

[dns]

listen = "127.0.0.4:53"

threads = 10

forwarders = ["94.16.114.254:53", "94.247.43.254:53", "194.36.144.87:53", "1.1.1.1:53",
"1.0.0.1:53"]

hosts = ["system", "adblock.txt"]
[mining]

threads = 0

lower = true

MpuHUMNUanbHbIM 34eCb, Ha HadanbHOM 3Tane, 6yget listen = "127.0.0.4:53" — nNOPT Ha KOTOPOM
npocnywmBatoTcsa 3anpocbl DNS (3aecb MOXeT 6bITb, Hanpumep, "127.0.0.1:53" nam "127.0.0.2:5353"), n
forwarders = [...] — 310 maccuB agpecos DNS-cepBepoB, KOTOPbIM TPaH3UTOM NepeckliaeTcsa 3anpoc Korga
Alfis He MOXeT HaliTu 3anpallMBaemMoe UMsi B CBOEM G/10KYeliHe.

Bort Tenepb Mbl MOXEM 3anyCTUTb Alfis B KauecTBe /I0Ka/IbHOro pesoneepa MMEH (Mbl ABHO yKa3blBaeMm
NyTb K KOHQIUrypaLmoHHMmy chaiiny):
$ sudo ./target/release/alfis -c /etc/alfis.conf -n
18:47:44.842 [INFO ] (1) alfis::Main: Starting ALFIS 0.8.4
18:47:44.844 [INFO ] (1) alfis: Blocks count: 8720, domains count: 767, users count: 340

(MbI, noka, co3HaTeflbHO 3arnyckaem NpuaoxeHue c onuuel -n — 6e3 GUI, ToNbKo B KavyecTBe pesosisepa
VHTepHeT uméH!)

$ sudo netstat -anp | grep 127.0.0 | grep 53
[sudo] naponb gns olej:

tep 0 0 127.0.0.53:53 0.0.0.0:* LISTEN 1104/systemd-resolv
tep 0] 0 127.0.0.4:53 0.0.0.0:% LISTEN 22946/ ./target/rele
udp 0 0 127.0.0.4:53 0.0.0.0:* 22946/ ./target/rele
udp 0 0 127.0.0.53:53 0.0.0.0:* 1104/systemd-resolv
udp (0] 0 127.0.0.1:5353 0.0.0.0:* 1313/python3
(Boecb 22946 — 310 HOBbLIA pe3onBep Alfis, a 1104 — 3T0 K3wmMpyoLWwmii pe3oneep systemd, KOTOpbI Mbl
paccMmaTpunBas/in Kak-TO paHee ... 30eCb BaXXHO TO, 4YTO OHU pa60TamT napasinesibHo, He3aBUCUMO, He

npenAaTcTByA p,pyr-p,pyry.)
W Tenepb, HaKoOHeL,, Hab/Il4AEM Kak MPONCXOAUT paspeLLeHe MMEH HENMOCPEACTBEHHO M3 G/10KYeHa:
$ nslookup myip.ygg 127.0.0.4

Server: 127.0.0.4
Address: 127.0.0.4#53

Name: myip.ygg

Address: 200:6223::d35b:1fd8:bebd: 2841
$ host -p53 myip.ygg 127.0.0.4

Using domain server:

Name: 127.0.0.4

Address: 127.0.0.4#53

Aliases:

myip.ygg has IPv6 address 200:6223::d35b:1fd8:be0d:2841
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M TO Kak 3TO NpOMCXOAWT NEpPeHaNnpaB/EHNEM 3aMpPOCOB K (TPaanLUMoHHbIM) cepBepam IANA Korga nms
He HaxoauTcsl B 6/10KYeiHe:

$ host -p53 linux-ru.ru 127.0.0.4
Using domain server:

Name: 127.0.0.4

Address: 127.0.0.4#53

Aliases:

linux-ru.ru has address 90.156.230.27
linux-ru.ru mail is handled by 10 mx1.timeweb.ru.
linux-ru.ru mail is handled by 10 mx2.timeweb.ru.

MocnepHwii BONpPOC: a kak f06aBUTb CBOK AOMEHHYH 3anvcb B GM0KYEH? W 4TO 4718 3TOr0 HY)XXHO?
Cuctem HasBaHa B CBOell abbpeBmatype kak «Free», UTO O3Ha4aeT, B TOM uucre, u becnnarHas. Ho
6ecnnaTHasi B IEHEXHOM CMbic/ie. Caenartb Takylo cMCTeMy GecnsiaTHOM B abCOMOTHOM CMbIC/IE HENb3s: eé
TYT Xe BCH «3aragst» Xakepbl-Mep3aBLbl 1M NPOCTO HEMOHMMAaKLWMe HeagoyMk/ M3 VIHTepHeT. Ho nnarta
30€eCb UMEET CMbIC/ B TOM, UYTO K/o4 ans 3anucu DNS 34echb Hy)XXHO MailHUTb, Ha MaHep Kak 310 AeflaeTcs B
KpUNTOBa/ItOTax, XOTS 3TOT G/10KYENH HE UMEET BOOOLLE HUKAKOTO OTHOLLUEHWUSI K KPUNTO-AEHbramM U Kakoro-
6o dmHaHCOBOro HanosHeHs. Mnata 34ecbk NPOU3BOANTCA MaLLWHHLIM BpeMeHeM!

Ho Takoil MaillHWHr 34ecb BO3MOXEH TO/IbKO B BapuaHTe npuaoxenuss ¢ GUI uHTepdielicom, B
KOHCONIbHOM uHTepdpelice CLI, kak Mbl €ro 3amnyckanM paHblle, 3TO HEBO3MOXHO. N1 3TUX Lenein
3anyckaem npuioxeHve 6e3 onuum -n:

ALFIS 0.8.4 - 09

@ Credentials & Domains &l Events @ Help

To mine domains you need to mine a strong pair of signing keys and a pair of encryption keys.

BLOCKS IN CHAIN DOMAINS USERS/KEYS CONNECTED NODES

8720 767 340 &

Idle 4

WcmoyHuku ucnosib3o8aHHOU UHopMayuu

[1] Yto Takoe VPN, Proxy, Tor? Pa36op — https://habr.com/ru/companies/droider/articles/549212/

[2] JeuenTtpamm3anust Kak OTBeT Oecripefiely: CHCTeMa JOMEHHBIX MIMeH, KOTOpble HEBO3MOYKHO pa3fie/lernpoBaTh —

https://roskomsvoboda.org/13508/
[3] Wi-Fi Mesh cetu asis1 cambix ManeHpKIX — https://habr.com/ru/articles/196562/

[4] Yggdrasil Network: 3apst 6biTOBBIX Mell-ceTeld, unu ViHTepHeT Oyayiero, 2021 —
https://habr.com/ru/articles/547250/
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[5] Hob6po nokanoBath Ha wiki mosib3oBaresieit cetn Y ggdrasil — https://howto.yggno.de/
[6] Yggdrasil Network — https://yggdrasil-network.github.io/

[7] Pesu3bl iakeToB Y ggdrasil A1t pa3HBIX apXUTEKTYP, [/ 3arpy30K —

https://github.com/yggdrasil-network/yggdrasil-go/releases

[8] GIT peno3uropwii Y ggdrasil m1s1 COOPKY U3 NCXOAHBIX KOJOB —
https://github.com/yggdrasil-network/yggdrasil-go.git

[9] Multicast Peer Discovery — https://howto.yggno.de/yggdrasil:mpd

[10]Kak nogksrounThest K Y ggdrasil, He ycTaHaBmiBasi ero KJIMeHT Ha yCTPONCTBO —
https://howto.yggno.de/yggdrasil:network connection variants

[11] Ho.eriit BuToK pa3Butus Y ggdrasil, 2022 — https://habr.com/ru/articles/701200/

[12] JenenTpanu3anus Kak oTBeT Oecripeiesly: CUCTeMa /JOMEHHBIX UMEH, KOTOpble HEBO3MO)KHO pa3/e/lerupoBaTh —
https://roskomsvoboda.org/13508/

[13] Brokuetin MpoTHB 61I0KMPOBOK —

https://dzen.ru/media/olegarch/blokchein-protiv-blokirovok-61367c945a15184a8495007e8

[14] EmerCoin: feLieHTpa/IM30BaHHbBIN anbTepHAaTHBHBIM DNS Ha OCHOBe KPUIITOBA/IOTBl —
https://roskomsvoboda.org/12118/

[15] Emercoin, 2023r. (pyc.), fokymeHTaust — https://rtfm.emercoin.com/

[16] Pem3sbl mporpamm kottiesnibka EmerCoin fyis ckauBaHUS —
https://github.com/emercoin/emercoin/releases/ nim https://sourceforge.net/projects/emercoin/files/

[17] EmerDNS — https://emercoin.com/r/EMCDNS and NVS
[18] CoobrectBo OpenNIC anbrepHatriBHBIX DNS — https://www.opennicproject.org/

[19] Wireguard VPN, Yggdrasil, ALFIS DNS u AdGuard, 2021 — https://habr.com/ru/articles/595485/
[20] ALFIS DNS: nepemenjenuie Touku gosepust, 2021 — https://habr.com/ru/articles/597207/
[21] GIT pemno3uTopuit Alfis — https://github.com/Revertron/Alfis
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HEKOTOpre KpaTkue ntorun
MbI 3aBepLUNIY pACCMOTPEHUE CETEBLIX CPEACTB Linux B caMbIX pa3HbiX acnekrax.
B 1-ii yacTv Mbl BCMOMHW/IM OCHOBHbIE MPUHLMMbI opraHu3aumun cetn TCP/IP.

B yactu 2-i Mbl npownncb 60NbLUMHCTBY PacnpOCTPaHEHHbIX CETEBLIX CEPBUCOB, (PYHKLUOHUPYHOLLMX
B cetu Linux/UNIX (npakTuyecku BCE TO xe camoe ByfeT MMeTb MEeCTO B /1000 onepaunoHHOl cucteme
npuHagnexatleii k knaccy UNIX: FreeBSD n OpenBSD, Solaris, Minix 3 ... n faxe B 3HAYNTE/IbHOWN CTENEHM
B MacOS).

2 cnegywuwmx 4actu, 3-a 1 4-5, NpeacTaBnslT KpaTkuid B3risd, € MNO3ULUA  peaninsytollero
NporpaMMHOro Kofa, Ha TO Kak CETEBOI Tpaduk NPOXOANT CKBO3b CETEBOW CTEK OnepaLnuoHHOl CUCTEMBI: OT
TOr0 MOMEHTA Korza nonb3oBaTteflb B 6paysepe HabupaeT TEKCTOBYHO CTPOKY, U A0 TOr0O MOMEHTa Korga ata
CTPOKa, 3a TbICAYM KUIOMETPOB OT MOMb30BaTeNsA nonajaet «B nanbl» cepsepa Ha 06paboTky. TONbKO Tak,
yepes MporpaMMHbIA KOA, MOXHO YBUAETb LE/MbHYH KapTMHY Kak IP nakeTbl U3 dm3nyeckoro kabens
Ethernet npeBpalwaloTca B COKeTHble Oydiepa B fape, M Jasee 0TOOPaxatoTcA B COKETbl Ha YpPOBHE
MPUIOXEHWI NOMb30BaTENLCKOrO MPOCTPaHCTBA.

B nocnepHeld, 5-i 4acTu, Mbl TOMIKO «MO KacaTeslbHO» NPUKOCHY/IMCh K Npo6/iemMaTuke ¥ TEHAEHUMSX,
KOTOpble NpopaGaTbiBAOTCH B COBPEMEHHBIX MPOEKTaxX CETU.

M3 Bcero 3Toro xotenochb 6bl AOHECTW OLLYLLIEHUE, YTO MUP CETEBbIX NMPUIOXKEHUA U BO3MOXHOCTEN
HeBOOOpa3nMO LUMPOK, MHOTOO6pa3Hee YeM MOXHO YMECTUTb B OAHY Camyro 6O/IbLLYHD KHUTY.

N TO, 4YTO 3TOT MWMP He 3aBEPLUIEH M 3aKOCTEHEN, a Hac B 06/1acTU CETEBbIX BO3MOXHOCTEN U KX
NPUMEHEHWI eLE OXMAAT 60NbLINE HEOXMAAHHOCTM U CIOPNPU3bl... Hanpumep, aTo TOTaslbHbIN NEePEXop,
OT npuBbIYHOW IPv4 K IPV6, korga PyxXHYT MOHSATUS BHYTPEHHUX XOCTOB JIOKas/lbHbIX CETEN M MHUMOE
ollylwleHne MxX 3alMLLEHHOCTU 3a CYET JIOKaSIbHOCTU (3alLMLLEHHOCTY LWI30BbIMU MapLUPUTM3ATOPaMK).
Wnn korga Haj NPMBBLIYHLIM U MOHATHLIM aAMUHUCTPUPYEMbIM IHTEPHET MOXET BO3HUKHYTb W LLUMPOKO
ncnonb3oBarbCA  Ny6NNMYHO  JOCTYNHAs  «HAACTPYKTypa», He  NOAYMHAIWAEACA  MHOMOSIETHEMY
OpraHM3aLOHHOMY periamMeHTy.

CeTb MHOrOrpaHHa 1 MHOrofnvka ... JlaBaite ¢ MHTEPECOM Ha6MAATL 33 MSMEHEHWSIMU KOTOPbIE B HEl
MPOUCXOAAT.
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